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1 OOmue cBeaAeHHUs
1.1 Ha3HavyeHHe H 00,IaCTh IPUMEHEHHUS

Opaneep «bactnoH-3 - Pybexx R3» npegHa3HayeH Ans UHTerpauum obopyaoBaHMS CUCTEMbI OXPaHHO-
no>kapHom curHanmnsauum (ONC) «Py6ex» Ha 6ase cepumn aapecHbIX NMPUEMHO-KOHTPOJIbHbLIX NPUB0OPOB
«R3» rpynnbl KoMnaHU «Py6exx». Mpnbopbl KOHTPOJIS A0CTYNa HE NOANEPYKMUBAIOTCS.

CucteMa MoXeT obecneunBatb paboTy 06bEKTOB, rae HEO6XoaMMa OpraHusaLms OXpaHHO-MOXKapHOM
CMUrHann3aumMm 1 ra3oBoro, NOPOLLKOBOro, BOASHOIrO, NEHHOIO, a3P030/1IbHOrO MOXKAPOTYLIEHUS, a TaKXKe
AN cpegHnX N 60ablIMX OOBEKTOB C 60bLLION MHGOPMALMOHHOM eMKOCTbio cBbille 500 afpecHbIX
YCTPOWCTB, rAe He06X0AUMO yrpaBAeHUe CUCTEMaMU AbIMOYAa/IEHMS.

[pariBep obecneynBaet:

®  MOHUTOPUHI COBbITUI, NepeaaBaeMbix npubopamu, Bxogdawmmmn B ONC «Pybexk», a TakKe UX
coxpaHeHue anst GopMUpPOBaHUS OTYETOB;

e OTob6pakeHMe COCTOSAHUS BCEX YCTPOMCTB, BK/OYAs 30Hbl, Ha MAaHax C MOATBEPXKIAEHUEM
TPEBOXHbIX COCTOSAHUI;

*  YnpaBsieHWE NOCTaHOBKOW U CHATUEM C OXPaHbl A1 OXPaHHbIX 30H;

*  Pas3bydpepusaumio cobbiTmit (4TeHne nocnedHux 500 cobbITMIA, HAKOMUBLUMXCA B Mpubopax C
npeabiaylilero ceaHca paboTbl cepBepa 060py1oBaHUs «bacTMOH-3»);

¢ BO3MOXXHOCTb NPUHYAUTENIBHOIO O6HOB/IEHMS COCTOSAHUIA BCEX YCTPOWCTB;
®  3arpysKy rotoBov KoHdurypaumum obopyaoBaHus B popmate «FireSec»;

d OT06pa)KeHv1e BCEX AOGBBHGHHbIX YCTDOVICTB B BUAE AepeBa, B TOM 4yucie c 0T06pa)KEHMEM
rpynnnpoBKnM No 30HaM, C BO3SMOXXHOCTbIO U3MEHEHUA ONMNCaHUA Noboro afieMeHTa.

1.2 TlepedeHb 3KCIUTyaTallHOHHOM JOKyMEHTAIlHH

Ta6amua 1. MNepeyeHb 3KCMAyaTaLLMOHHOM AOKYMEHTaLUN

HanmeHoBaHue NcTOoYHUK

PykoBoactBo agMuHuctpartopa MK
«bacTMoH-3»

Pazgen foKymMeHTaumMm Ha camte TEXHUYECKOM
PykoBopacteo onepartopa NK «bactnoH-3» noaaepkk1 000 «EC-NpoM»: www.trevog.net

«bacTnoH-3 - 06K KoHPUrypaTop.
PykoBoACTBO agMUHUCTPaTOpa»

«bactnoH-3 - Py6ex R3. PykoBoACTBO JLOKyMeHTaums yCTaHaB/IMBAETCA aBTOMATUYECKU NpU
agMUHUCTpaTopa» yCTaHOBKe gpanBepa «bactnoH-3 - Pybexk R3.
PykoBoacTBO agMUHUCTPATOpPa».

LlokymMeHTaumMsa no o6opya0BaHUIO Komnanus "PYBEXX":
https://products.rubezh.ru/catalog/isb rubezh r3
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1.3 TexHHYecKas IIOALEPIKKa

Tabnunua 2. TexHnyeckas noanepiKka

OpraHusauus KOHTaKTbI
000 «EC-npom» e CallT TEXHMYECKOM NodepXKn www.trevog.net

e  TenedoH: +7(846) 243-90-90
¢  E-mail: help@twinpro.ru

2 Vcia0BHA IPHMEHEHHS

2.1 OmepanHOHHAasT CHCTeMa H OOIIeCHCTEeMHbIe ITIPOrpaMMHEIEe
cpeacTBa

OpanBep «bactmoH-3 - Pybexx R3» ¢yHKUmoHupyeT B coctaBe [IK «bactnon-3», TpeboBaHus K
NporpaMMHOMy obGecneyeHmo MOJIHOCTBHO COOTBETCTBYHOT WM3JIOXKEHHbIM B JOKYMeHTe «bacmuoH-3.
PykoBoacmBo agMuHUcmpamopa».

2.2 KoHurypanus TeEXHHYECKHX CPEeICTB

O6opynoBaHue cepum «R3» KoMnaHumM «PybBexk» COCTOUT M3 afpecHbIX MPUEMHO-KOHTPOIbHbIX
NPUGOPOB U MOAKAOYAEMbIX K HUM U3BeLLaTeNeln, MeTOK, Pas/inyHbIX Mogyaein 1 wkadpos. Mpnbopsbl
obbeanHAITCS Mexay cobort no uHTepdency RS-485, BO3MOXKHO WCMO/Ib3OBaHME MoOAYJEN
conpsbkeHma «MC-1» nanm «MC-2» npousBoacTBa KomnaHun «Pybex». MopaepxuBaetcs paboTta no
ethernet yepes mMoaynb conpsikeHus «MC-E». Takke nogaep»xusaetcs pabota ¢ NOMOLLBIO NMPSAMOro
noakatoyeHuns no USB.

Bce noaaeprkmMBaeMble ceTeBble TOMOJIOMMIN YKa3aHbl B JOKYMEHTaLMK K NpubopaM «Py6ex».

B cnyyae ucnonbsoBaHusa mopynein conpskeHnss «MC-1» mam «MC-2» noAKIloHeEHUE K KOMMbOTEPY
ocyllectBasetcs no nHTepdency USB. [ns KOppekTHOM paboTbl ApamrBepa HEOOXOAUMMO Haauune Ha
KOMIMbIOTEPE YCTAHOBIEHHOTO M HacTpoeHHoro MO «FireSec» (cm n. 4.1).

B noctaBKy ApariBepa He BK/IOYEHbI KAMEHT MHTerpaumm u MO «FireSec», HeobxoamMble ans paboTbl.
KNMeHT nHTerpauum yctaHaeimMBaeTcs B Komniekte ¢ MO «FireSec» (n. 1.3).

BHumaHue! [lns HacmpoUku cucmemMbl U mMakxke ocyulecmsieHusi pabomocrnocobHocmu
KlueHma uHmerpauuu HeobxoauMo Haauyue ycmaHosaeHHoro 10 «FireSec».

2.3 JInneH3HpoBaHHE

OpaBep «BactmoH-3 - PybBex R3» MUeH3MpyeTca MO KOAMYECTBY YCTPOMCTB. OrpaHuyeHus
HaK/1aAbIBalOTCA Ha Nto6ble BHYTPEHHME TUMbl YCTPOMCTB, KpOMe 30H («pa3genoB» B TepMuHoiormm MK
«BacTMoH-3»).


mailto:help@twinpro.ru
http://www.trevog.net/
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Mpu 3arpyske gpariBepa y MeHedyKepa JULEH3UI 3anpalmnBaetca TpebyeMoe KOJIMYECTBO JIULLEH3UN,
paBHOE KOJIMYECTBY JIMLEH3UPYEMBIX YCTPOWCTB B ApaiBepe.

B cnyyae npeBbileHWs 4YMcia 3anpOLUEHHbIX JMUEH3UIM Haf, KOJMYECTBOM BblaHHbIX, [ApanBep
OCTaHaB/MBAET CBOO paboTy n popmMmpyeTca coobuieHme «PaboTa ApaniBepa OCTaHOB/IEHA», B KOTOPOM
YKa3bIBaeTCs KOMYECTBO TPEOYEMbIX NNLEH3NN N KOIMHYECTBO MNOSYYEHHbIX JIMLLEEH3UNA.

NHbopMaLUIo 0 KOJIMYECTBE AOCTYMHbIX JMLEH3UIA U KOJIMYECTBE 3aHATLIX JIMLLEEH3UIA MOXKHO MOJTYYUTb C
NnoMmolLbio NporpaMmbl «MHPopMauma o nnueHsnposaHmum MK «bacTMoH-3», NUKTOrpaMMa KoTopow
HaxoaMUTcs B 06/1aCTU CUCTEMHBIX YBEA0OMJIEHNA.

3 VYcraHOBKa gpauBepa

NHcTannsatop gpaneepa «RubezhR3Setup.msi» Bxoant B coctaB nHctannatopa MK «6acTmoH-3» 1 MoxeT
6bITb ycTaHOBAeH BMecTe ¢ MK «bacTnon-3».

Mpn HeobXoAMMOCTM BO3MOXKHA YCTaHOBKa fpaiBepa Bpy4Hyto. [peaBapuTeNibHO AO0J/KEH ObITb
yctaHoBneH [K «BactuoH-3». WUHctannatop gpamsepa «Drivers.Ops.RubezhR3.msi» Haxogutcs Ha
ycTaHoBoYHOM aucke MK «bactnoH-3» B nanke «Bastion3\Packages\Drivers\OPS».

LpaiiBep ycTtaHaBAMBaeTcs B nanky «Drivers\Rubezh-R3» pabo4yero katanora MK «bacTMoH-3».

C nomouubto HcTannsTopa MK «bacTMoH-3» MOXHO TaK)Ke JenHCTaNAnpoBaTh ApanBep, €CAU 3aNyCTUTb
nHctannatop MK «bactmoH-3» B peXkume BbIGOPOYHOM YCTAaHOBKM, BbIKJIFOYMB MPWU 3TOM OMLMIO Bbibopa
ApanBepa.

LenHctannmpoBatb OTAENbLHO YCTAHOBNEHHbIA ApaMBeEp MOXHO CTaHAAPTHbIMU  CpeacTBaMuU
onepauMoHHON CUCTEMBbI, BbIOpaB B CMMCKE YCTAaHOBJ/IEHHbIX KOMMOHEHTOB TpebyeMbli apaiBep u
Ha)kaB KHOMKY «YAanuTb».

Mocne ycnelwHoM ycTaHOBKM ApanBep A0/MKEH NOSBUTLCS B CNMUCKE APaBEPOB B OKHE pPelaKTMPOBaHMUS
cnncka apamnsepoB MK «bacTnoH-3».

B OC Ha 6ase Linux gpanBep noctaBasieTcs B BUAe ycTaHOBOYHOro naketa ¢opmata DEB uam RPM ¢
UMEHEM bastion3-driver-rubezhr3_*. NpaiiBep yCTaHaB/MBaeTCA B KaTtanor
/opt/bastion3/Drivers/Rubezh-R3.

MNMocne ycTaHOBKM HeobxoaMMo nepesanyctuTb cepBuc «Bastion3AgentSvc». B ciydae ycnewHom
YCTaHOBKMU ApaviBep O0/DKEH MOSIBUTLCS B CNUCKe ApalriBepoB B OkHe «CepBepbl 060pyfoBaHUs» B
naHesnun ynpasnenus MK «bactnmoH-3»

BHuMaHue! lMoaaep>kusaemcs He 6ojiee 0fHOMO 3K3eMmnaspa Apatisepa «bacmuoH-3 - Py6exk
R3» Ha cucmemy. Cepsepos 06opynoBaHus «Pybexk» B cucmeme Moxkem 6bimb HECKOBKO.

4 HacTpoiKa apaHBepa
4.1 OOmAasa mocaeaoBaTeIbHOCTD JE€HCTBHI

HacTtpolika apaiiBepa B 06L1EM C/ly4yae BKJIKOYAET CAeyoLLMe 3Tanbl:

®  HacTpolKa cucteMbl NPUG0opPoB «Py6ex» (n. 2.2);
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e Hactpoika MO «FireSec» (n. 4.2);

®  HacTpoMKa KaueHTa uHterpaumm (n. 4.3);

®  nosiydyeHne KOHPUrypaumoHHbIxX ¢painnos (n. 4.4);

e fo6aBneHue gpaiBepa «bactmon-3 - Py6ex R3» B MK «bactnoH-3» (n. 4.5);
®  MMOPT KOHPUIrypaUMoHHbIX daitnos (n. 4.6.3).

4.2 YcraHoBKa M HacTpouka I10 «Firesec»

[ns HacTpoMKM cUCTEMbI ClefyeT UCNONb30BaTb MpuaoXeHne «AamuHuctpatop OMNC «FireSec». B
KOH)UIypaLuIo A0/MKHbI ObITb 06aBIEHbI BCE MOAK/IOYEHHbIE NPUOOPbLI B COOTBETCTBUM C UX afipecamMu
n pusmnyeckmm nogxatodeHnemM. MogpobHoe onmcaHMe HACTPOMKM MPUBEAEHO B AOKYMEHTaUMW Ha
npmbopsbl «Pybexx» n MO «FireSec».

Takke B MO «AgMuHuctpatop OlC «FireSec» npon3BoaMTCcsa HACTPOIKa 30H U 06 beAUHEHNE KOHEYHbIX
YCTPOMCTB B 30HbI.

DOna 3anycka MO «FireSec» HeobxoamMmMo BBECTM MMSs MOJb30OBaTeNsl M Mapob. 1o yMosiyaHUio MM
nosb3oBatenst - «<adm», Naposb NycTomn.

4.3 YcTaHOBKAa H HaCTPOIKa MOZAYJISI HHTETPAiHH

Knuent mHterpaumm «FS_IntegrationClient.exe» yctaHaBnuBaeTcs B Komnnekte ¢ MO «FireSec» un no
yMon4aHuo HaxoauTca B nanke «C:\Program Files (x86)\Firesec3\». HacTpanBaTtb KAMEHT MHTerpaumm
HeobxoaMMo Mo MHCTpyKumm «IntegrationClient.docx», Haxopswiencs B nanke «C:\Program Files
(x86)\Firesec3\Doc\».

OparBep paboTaeT € KAMEHTOM WHTerpauum no HTTP-npotokony. [Mo yMonvaHuo apamBep
CKOHPUrypmpoBaH ans paboTbl C IOKaNbHbIM KAMEHTOM MHTErpauMm no ctaHAapTHbIM noptam: 8096
ana knneHta un 8097 ana cepsepa. [pn HEOOGXOAUMOCTU 3TU MOPTbl MOXXHO M3MEHUTb B KJMEHTE
MHTErpauum 1 B HaCTpoKKax apaneepa.
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Cepsuc unTerpaumn Firesec
HTTF | oPC  wWsDL
+ | Active

HTTP KnueHThl
NobasnTe Y AanTE

192,168, 22, 234:3096: Common
192,168, 22, 71:8096: Common
192,168, 22, 154:3096: Commaon
192,168, 22, 195:8096: Common
192,168, 21,42:8096: Comman
192,168, 21, 33:8096: Common

bl

TITIT

nopT HTTF cepeepa | 8097 %I

X0CT API cepmepa | 127 .

APT Knro4K

i

NobasnTe Y AanTE

1

CoXpaHuTb

nopT AFI cepeepa : 8081
MzBewatb

+| MeTa
CMEHE KOHDMMypaLmM
CoBbITHAx
CoCToAHMAX YCTRORCTE

MapamMeTpax

bl

CocToRAHWAX 30H

MPUMEHHTE

YCTPOMCTEA  30HBI

MopcicTembl CobbiTna

¥ | CMCTEMHBbIE ¥ bes 30HbI
+ | MoxapHan

+ OxpaHHan

Ky

N9 NONHOLLEHHOM HACTPOMKU KJMEHTA MHTErpaLmmn Nocsie HaCTPOMKM AMHMM Npmnbopos B MO «FireSec»

Knacce | Apyroe | CocToAHwA  SkonopT

¥ | bes ycTpoicTea

Puc. 1: OKHO KaueHma uHmerpaduu

Heo6X0MMO BbIMONHUTbL CAeaytolne AencTBUS:

e  BbicTaBUTb Bce ¢piarm B 6/10Ke «U3BELLATb O»;

e QOcTaBuUTb B B/I0KE «MPOTOKO/bI» ToAbKO ¢nar «HTTP», 3agaB nopT no ymon4daHuo - 8096,

MOocCJ/iIE YEro HaXkatb «MNPUMEHUTb» N «KCOXPAHUTb»;

e [106aBUTb K/IMEHTA MHTErpaumm B BGJIOKE «KJWUEHTbI», 33[aB MapaMeTpbl Mo yMon4aHuwo - IP-

agpec KoMnbloTepa ¢ gparieepoMm, nopt 8096 n popmat «commony;

®  BbicTaBUTb BCe Gp1arn Ha Bcex 5 BKAaKax, HaUMHasA C «yCTPOMCTBA».
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HTTP | OPC  WSDL

+ | Active
nopt HTTP cepeepa 8097 %
¥0CT AFI cepeepa | 27 .0 .0 .1 nopt AFI cepeepa : 8081
HTTP knueHThl Posmrmms WMzBewate
I Ceoiictea HTTP knuenTa X
NobaeuTe LN 7| Meta
192.168.22,32
e o S
192.168.22, 154:8096: Common MopT 8096 % | Cobermiax
¥ 192,168, 22,195:8096: Common =
/| 192.168.21.42:8095:Common — ) LS A
192.168. 21, 33:8096: Common + MapameTpax
= F
TalMayT NogKNKoYEHHA 500 5 + | COCTOAHWAX 30H
TaiiMayT oTNpaEkK 500 2
KonW4ecTED NONBITOK 3 e
JMWYECTEO CTPOK B O4EpenH 1000 £
YeenomneHua CKY [ COXpaHUTE MPUMEHUTE
| ]
VoTpoiictea  SoHel  Knacoel | Qpyt  CKYA nomHeie usmenenia
MoacucTemsl Cobeimus
QK OTHEHa
¥ | CHCTEMHbIE ¥ Bes 30Hb
| MoxkapHaa ¥ Bes ycTpoicTBa

+ | OxpaHHan

oKyl

Puc. 2: CBolicmsa HTTP knueHma

CnenyeT MMeTb BBMAY, YTO K/AMEHT WHTErpaLMu MO YMOJMAHUIO He 3aMyckaeTcs Mpu cTapTe
KoMnbloTepa. Ha cepeepax 060pyAOBaHUSA PEKOMEHAYETCS BK/OUYUTbL aBTO3arpysky K/AMEHTOB
WHTErpauum WTaTHbIMU CpeacTBaMK onepaLMoHHON CUCTEMBI.

TakxKe cnieflyeT y4ecTb, YTO A1 3aMyCcKa KAWEHTa UHTErpauumn HeobxoaMMo yKasaTb MOJb30BaTeNs, oT
MMEHU KOTOPOro OH 6yAeT 3anylleH.

Ons aToro MOYXHO yKasaTb NIOTUH n naposb B daitne «[Mowu
IokyMmeHTHI]/Firesec3/FS_IntegrationClient.ini». Mo ymonyaHuio goctatoyHo [06aBUTL CAeayHoLMIA
6.10kK:

[Connect]

Username=adm

Password=

4.4 TlonyueHue koHpurypanuu us I10 «Firesec»

Mocne HacTpolKM KoHourypauum npubopos B MO «Firesec», coxpaHeHUs W 3anucu B afpecHblie
YCTPOMCTBA, HEOBXOAMMO BbIFPY3UTb FOTOBYIO KOHUrypaumto B dann ans umnopta B MK «bacTMoH-3».
[lns 3Toro ucnosibyercs KoMaHaa «lMNpoekT» -> «CoxpaHuTb B dain» (Puc. 3).
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3 Aamunmcrparop ONC “FireSec”

Pepaxtuposanne Bug Ycrpolicteo  [Momowe

] Cozpat... > B | §>| Oy
7 Orepeite daiin...
|E CoxpanuTs € daiin R s Bam i
Wmnopt us daiina ... neioTep activate. adobe.com 127.0.0.1
ABTOCOXPAHEHWS. .. MC-1
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Puc. 3: CoxpaHeHue ¢atina koHpurypauuu O «FireSec»
Lns pabotbl apariBepoB «bacTMoH-3 - PyGex R3» ons uHTerpmpyemMon cuctembl «Pybex» Tpebyertcs
BbIMNOJIHUTb UMMNOPT KOHOUIypaLUum n3 KOHGUrypaunoHHoOro gamna.

®daiin KoHPUTYpaLUK COAEPXKUT B cebe NMoJIHYH KOHPUTYPaLMIO CUCTEMbI, BKHOYAs Ha3BaHUS YCTPOMCTB,
a TaK)Ke onmncaHMe TMNOoB YCTPOKCTB. PaclumpeHue daiina — «FSC».

BHumMaHue! M3-3a ocobeHHocmel cucmemsbl FireSec nocne YymeHusi KoHuUrypauuu ¢ npubopos
Heobxoaumo nepesarpysums FireSec nepes Bbirpy3kot KoHurypauuu B pati.

BHumaHue! Tak ka>kgas HoBas Bepcus [10 «FireSec»  MoyKem coAep>Xamb pas/iuyHble
U3MeHeHUsl, B MOM 4ucje BAuUAlLUe HA pabomy KaueHma UuHmerpauuu, mo HeKomopsbll
¢dyHKUUOHAAN papaliBepa Moxkem pabomamb He KoppekmHo. JlaHHas Bepcusi ApaliBepa

rapaHmupoBaHo pabomaem c Bepcusimu O «FireSec» om 3.2.5.x go 3.2.11.x.
4.5 JloGaBiieHHe paiiBepa

OobaBneHne ppaneepa B [IK «bacTMoOH-3» onMcaHO B [AOKyMeHTe «bacmuoH-3. PykoBoacmBo
agmMuHucmpamopa», Haxogguiemcs B nanke «Bastion3\Docs».

4.6 Kondurypartop apamnBepa

46.1 ITonb3oBaTenbCKUM HHTEPdeiic KOHPHTrypaTOopa

Hactpowky apanBepa cnenyet nponsBogmtb B [0 «bacTnoH-3 - MNaHenb ynpaBaeHus». OCHOBHble 3Tanbl
onucaHbl B AOKYMeHTaumn Ha MK «bacTMoH-3».

B sieBOI1 YacTn oKHa KoHdurypaTtopa (Puc. 4) HaxoAuTCsA AepeBo YCTPOWCTB, OTHOCALIMXCA K Apaiisepy. B
NPaBoi YacTW OKHAa HaXoAMTCS OKHO MPOCMOTPa, 0TobGpakatollee CBOMCTBA BbIAEIEHHOTIO y3a.
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Puc. 4: TnaBHoe oKHO KoHpuUIypamopa apatisepa «bacmuoH-3 - Pybe>k R3»
Ons no6bix poyvepHux y3noB B «lpubopax» [OCTyMHa TOAbKO CMeEHa Ha3BaHMM YCTPOMCTB. [ns
[LOYEPHMX Y3/10B B «30HaX» AOCTYMHA TaK)Ke BO3MOXHOCTb MPOCMOTPa cocTaBa rpynnupoBOK.

4.6.2 HacTpoiiKka NogK/II0UeHHs K MOAY/II0 HHTerpaluu

B rpynne «HacTpolika coeAuHEHUIN» UMEIOTCS caeaytolue HacTPOMKMN:

e |P-agpec KaneHta MHTerpauum FireSec - no ymMonyaHuio ApaniBep HaCTPOEH Ha JIOKaslbHbIN
pexuMm, IP-agpec 3apgaH «127.0.0.1». B cny4ae 3anycka K/MEHTa WHTerpaumm Ha Apyrom
KOMIMbIOTEPE, B 3TOM NnoJie cieayet 3agath IP-agpec KOMMbOTEPA C KIMEHTOM MHTErpauun.

e |P-agppec cepBepa ob6opypoBaHus bactmoH-3 — IP-agpec KoMmnbloTEpa C CEPBEPOM
obopyanoBaHus «bacTnoH-3 - Py6exk R3». Mo ymMonuaHuto 3aaaH «127.0.0.1». B cnydae 3anycka
KAMEHTa WHTerpauMM Ha [JpyromM KOMMbloTepe, B 3TOM noJsie cnepyeT 3agatb |P-agpec
KOMMbIOTEPA C CEPBEPOM 060PYA0BaAHMS.

¢ [opt HTTP-knneHTa - 3a4a€ETCA BXOAALWMIN NOPT A1 NOAKAKUEHUS K CEPBUCY MHTerpaumn. Mpu
HeobXxo4MMOCTU MOXHO 3a4aThb JI060M CBOOOAHbLIM NOPT. 3HAYEHME MO YMOJIHaHUIO - «8096».

e [Mopt HTTP-cepBepa - 3a4aéTca MUCXOAALWMIA MNOPT AN MOJIyYEHMS COOLITUM OT KJIMEHTA
uHTerpauumn. Npu HeobXoAMMOCTU MOXKHO 3a4aTb NH060IM CBOGOAHbIN NMOPT, OTANYHBIN OT NopTa
HTTP-cepBepa. 3HayeHne No yMoa4aHUo - «8097».

Cnepyetr NOMHUTb, YTO NPU U3IMEHEHUU MAPAMETPOB COeAMHEHUS B p,paﬁBepe, caegyer nponsesectu
COOTBETCTBYHOLLNE USMEHEHUA U B KTIMEHTE UHTEINPaLnN.

Mocne coxpaHeHWs f[aHHbIX B KOHOUrypatope JApaiiBep nepes3anyCcTUtc W OCYLLECTBMT MOMbITKY
NOAK/IIOYEHNS K CEepPBUCY MHTerpaumm. B c/lyyae KOPPEKTHO 3aflaHHbIX MapaMeTpPoB WM YAAa4yHOro
NOAK/OYEHNS ApaiiBep BblAaCT cobbiThe «CBA3b C KAUEHMOM UHMerpauuu yCmaHoBAeHa».
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HacTtpoiika «3anuck sioroB o6MeHa (Npu HencnpaBHOCTAX!)» NMO3BOASAET BK/IOYMUTL OT/IAA0UHbIN PEXKMUM
JApailiBepa, Npu KOTOPOM JaHHble 06MeHa C KIMEHTOM UHTErpaLumn NULYTCA B OTAAA04YHYIO KOHCOb.

BHuMaHue! He pekoMeHayemcs ocmasisimb HACmpoUKy 3anucu JIoros Ha asumesibHbil cpok. Co
BpeMeHeM 3mo MOo>Kem MpUBeCcmMuU K 3Ha4umesibHoOMy 3aMmefieHuro pabomei gpatiBepa.

4.6.3 HMnopT KOHpHUTypanuu

Y1o6bI 3arpy3nTb HOBYIO KOHOUIYpaLMIo B ApaiiBep, HE0b6XoaAMMO B KOHUrypaTope ApaiiBepa BbibpaTb
y3en «Moaynb MHTErpaumMm» U Ha Bkaagke «KoHoburypaumsa» HaxaTb Ha KHOMKY «MMnopT us danna».
Lanee B nosBMBWLIEMCS OKHe BbiOpaTb TpebyeMmbit FSC-dann m [oXpatbCs OKOHYAHUSA YTEHUS
KOHbUrypauum.

MMnopT KoHbUrypaumm MOXKET NPOM3BOAUTLCS MOBEPX 060N TeKylluen KoHourypauun. Ecam tnnbl u
agpeca CyWecTBYIOWMX NPUOOPOB HE M3MEHWAUCb, TO BCE YCTPOMCTBA W TPYMNMNMPOBKa MO 30HaM
coxpaHstoTcs. Ecam TUMbl YCTPOMCTB NOMEHSNUCH, IMB0 B 3arpy»KaeMoi KoOHGUrypauum HeT yCTPOMCTBa
- OHO yZanseTcsa 13 KoHPUrypatopa C BbIBOAOM MNpenynpexneHus, cojeprkallero HassaHue u agpec
ycTponctea. MNpu HaiM4Mm yCTPOMCTBA U B TEKYLLEN, N B HOBOM KOHPUIrypaLumM 0BHOBSITCS TO/IbKO €ro
napameTpbl.

Takxe, Npn 06HOBAEHMM KOHOUIYpaLMKM NOBEPX CTapoi, ApaiBep BbIBOAUT 3anpoc 0 HEO6XO0AUMOCTU
3aMeHbl Ha3BaHMI YCTPOWCTB. B cnydyae, ecan HasBaHWA M3MEHSANCb B KOHOUrypatope apaisepa
«bacTMoH-3 - Py6ex R3», peKkoMeHAyeTcs He 3aMeHsATb Ha3BaHWUA YCTPOMCTB.

B cnyyvae nonbITKM MMMOpTa HEKOPPEKTHOM WM HEWU3BECTHOM ApalBepy KOHOUrypaumm BbIBOAMTCA
npepynpexgeHue «HeeepHbI pann KOHPUrypauum» n MMNOpPT OTMEHSETCS.

Cebinka «MonHaA O4MCTKA TeKyllen KoHdUrypauum» Mo3BOASET NPOBECTM TaKyl OYUCTKY. [osnHas
OYnCTKa MOXKeT noTpeboBaTbCcs B C/ayyae, eciu TpebyeTcs UMMNOPTUPOBaATh HOBYHD KOHOUrypauuio,
MOJIHOCTLIO YAA/IUB Y)KE MMEIOLLYHOCA.

Takke npu Heo6XoAUMOCTU NPeLfOCTaBAEHNS KOHOUTYPaALUN B TEXHUYECKYIO MOAAEPXKKY CYLLECTBYET
BO3MOXXHOCTb BbIrpY3nUTh TEKYLLYIO KOHPUrypaLmio apaliBepa B Gpanai KHOMKOM «IKCnopT B pann»

4.7 IIpoBepKa paboOTOCIIOCOOHOCTH

Ona npoBepku paboTOCNOCOBHOCTU ApaiBepa TpebyeTcs NpoBepuTb PaboTy ApanBepa B LUTaTHOM
pexume.

Kak MWHUMYM, criegyeT NpoBepuTb 3arpysky ppaieepa. B ciyvyae BepHO cpopMMpOBaHHOM U
3arpy)keHHom B AparBep KOHOUrypaunun, a Takke BEPHO YKa3aHHbIX MapaMeTpax cepBmMca MHTErpaLmu,
nocsae 3arpyskm bactmoHa mn gpariBepa «bactmon-3 - Py6ex R3» pgosmkHa BOCCTAHOBUTBCS CBA3b C
KIMEHTOM MHTErpaumn. B NnpoTMBHOM ciydae ecTb NpobsieMbl NGO C CEPBMCOM MHTErpaLmmn, ambo c
ApalrBepoM, 1 criegyeT NonbiTaTbCs YCTPaHUTL NPo6iIeMyY C MOMOLLbIO PEKOMeHAALMI, NPUBEAEHHbIX B
n. 6. Takxxe HeO6X0A4MMO NOMHUTEL O HEOBXOAMMOCTU KOPPEKTHOrO BBOAaA |IP-agpecoB 1 NOpToB, a Takke
— KOPPEKTHOM HaCTPOIKe KAneHTa uHTerpaumm «Firesec» (n. 4.3).

5 Pa6oTa B LITATHOM pe>KHMe
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5.1 Oo0mast unpopManusa o0 padboTe B IITATHOM pPeXKuMe

B MK «bacTnoH-3» MOHUTOPUHTI K ynpasaeHue B nogcmcremMax OlNC ocywecTBageTcs ¢ UCNO0JIb30BaHNEM
rpaduyeckmnx Na1aHOB OOBLEKTOB, CLLEHAPUEB M XKYPHAIOB COObLITUN.

[lns oTobparkeHNs Ha rpadpUyecKUX NiaaHax gOCTyMHbI CAeayoLme TUMbl YCTPOCTB:

®  30HbI (B HACTPOMKE MJIAHOB - pa3febl);
e BXofbl (B HACTPOIKe NAaHOB — OXpaHHbIE LWAendbl);
®  BbIXxoApl (B HacTpoliKe NIaHOB - pene);

®  Npu6opbl (B HACTPOIKE NIAHOB - KOHTPOJIIEPSI).

B HWXXHEI YacTu rnaBHOro OKHa BbIBOAATCS COODbLLEHUS ApaliBepa. B 3aBUCMMOCTU OT TUNa coobuieHns
OHO MOXET 0TOBpaXKaTbCsl B XKypPHase 06bIYHbIX COOBLLEHUNM N B XKypHase TPEeBOT U HEUCMPaABHOCTEN.

TpeBOXHble COBbITUA U COBLITUSA O HEMCMPABHOCTSX NMEPEHOCATCA B XKYPHaa 06bI4HbIX COOBLIEHUI NOC/e
NoATBEPXAEHMS ONepaTopoM.

MoapobHoe onucaHne HaCTPOMKK rpadryecKMX NaAaHOB M NapaMeTpoB 06paboTKM COObITUIM NPUBEAEHO
B pyKoBoacTBe agMuHuUcTpatopa MK «bactnoH-3».

5.2 3arpyska gpaiBepa

3arpyska jApaliBepa MpOMCXOAMT aBTOMAaTUYECKM MpU 3anycke cepsBuca «bacTMoH-3 — noKanbHbIN
areHT», a TaKXXe Mocae COXPaHEHUs AaHHbIX B KOHdUrypaTope JApamBepa, eCc/iv B KOHUrypauum
ApanBepa Obl I U3MEHEHUS.

Mpu 3arpyske gpaliBepa y MeHedyKepa AULLEH3UI 3anpalmnBaetca TpebyeMoe KOJIMYECTBO JINLLEH3UNA.
Ecan nnueHsnin He xBaTtaet, To popMUpyeTcsa cooblieHne «PaboTa apanBepa OCTaHOBJIEHa», OOMEH ¢
KJMEHTOM WHTErpauuu npeKpawaercs, U Bce MUKTOrPaMMbl YCTPOMCTB CErMeHTa YCTaHaBJ/IMBAlOTCA B
coctosiHMe «HepoctynHo». B cnyyae [AOCTaTOMHOrO KOJIMMECTBA JIMLEH3UIA OBMEH C  K/MEHTOM
WHTErpauumn NpoiosixKaeTcs.

M3HavanbHO npu 3anycke MK «BactmoH-3» A8 NUKTOrpaMM YCTPOMCTB Ha rpaduyeckmx naaHax
yCTaHaB/MBAETCA COCTOsIHME «HensBecTHO» (MKOHKM ceporo LiBeTa Ha cepoM ¢oHe).

B npouecce 3arpysku ycTaHaB/AMBAETCS CBA3b C YCTpoicTBaMu. MpU ycnewHoOM MNOAKAYEHMU OT
NPUG0opoB NPUXoAsT cobbITUS «CBA3b C KJIMEHTOM MHTErPaLMKU YCTaHOBJIEHA», B MPOTUBHOM Cay4yae -
cobbITUA «Het cBa3un ¢ SDK».

Mpy ycnewHoM MNOAKAHYEHUN K NpubopaM HaYMHAETCA OMPOC COCTOSHMIA YCTPOWMCTB U 30H. [Mpu
3aBepLUEHUN OMnpoca COCTosiHUI dopMupyeTcs cobbiTue «OBHOBNEHWE COCTOSIHWMIA 3aBeplueHo». B
pesyibTaTe BCe NMUKTOrPaMMbl YCTPOMCTB OTOBPaKatoTcs B COOTBETCTBUM CO CBOMM COCTOSIHUEM.

Tak)ke, NpM OBHOBJIEHUN COCTOSIHUIA OCYLLLECTBAsETCA pa3bydepusaums - BblYMTKA nocnegHux 500
CobbITMI, NpouM3oLeLIMX C MOMEHTa NpepbiBaHMA CBA3M ApanBepa ¢ npubopamu. Mpu AMTebHOM
OTCYTCTBMM CBA3U pa3bydepmrsaLms MOXKET 3aHATb HEKOTOPOE BPEMSI.

5.3 COOBITHSI YCTPOMCTB
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CobbITUSI OT YCTPOWMCTB FEHEPUPYIOTCA KIMEHTOM MHTErpaLmm, UX COCTaB 3aBMCUT OT BEPCUUN KIIMEHTA,
FireSec u npowmrBoK Npn6opoB. CobbITUS MOrYT NPUXOAMTb OT JItoboro yctpoictea «Pybexk». OBblYHO
coObITUS NpUXOASAT OAHOBPEMEHHO C COCTOSIHUAMM, YTO MNO3BOJISIET M3MEHUTb COCTOSHWUS Ha
rpadpuyeckom naaHe.

5.4 VYipaBjieHHe YCTPOHCTBaMH

YnpaeneHue yCTpOMNCTBaMM OCYLLLECTBAAETCS C MOMOLLLbIO KOHTEKCTHOTO MEHIO MUKTOrpaMM Ha MaaHax
(Puc. 5). OnepaTopy AOCTYMHblI BO3MOXHOCTU MOCTAHOBKWU/CHATUS C OXPaHbl 30H TOJIbKO OXPaHHOro
TMNa. Tun 30HbI BbICTaBAsAeTCA B «AgMuHUCTpaTope «FireSec». B ciiyyae nombITKW ynpasBaeHUs 30HOM
MOXapHOro Tuna 6yaeT BbiBeEeHO COBbITUE «30HA HE ABASETCA OXPaHHOMN».

AF

BzaTue Ha oxpaHy

CHATKHE C OXpaHbl

Puc. 5: KomaHabl ynpasaeHus 30HaMu

YnpassieHue OTAEeNbHbIMM BXO4AaMU HEAOCTYNHO. B ciyyae HEOOGXOAMMOCTU, YNPaBAATb UMU MOMKHO
yepes KOMaHbl 415 30H, BK/IHOYaIOLWMX B €65 HE06X0ANMbIE BXOb.

Ecnm Kakne-To KOMaHAbl B KOHTEKCTHOM MEHIO MUKTOrPaMM HefoCTYMHbl, TO B HAaCTPOMKax nNpoduas
ornepaTopa MOryT OTCYTCTBOBaTb HeobXxoguMmble paspelleHnsi. OnmMcaHMe HacTpoMKM npodunen
nepcoHana HaxoAmMTCs B PyKOBOACTBE agMuHUcTpaTopa MK «bactnmoH-3».

B MK «bacTnoH-3» ans ynpaBaeHus yCTPOMCTBaMUM TaKXKe MOTyT UCMONb30BaTbCs CLUEHAPUM U peakumn
Ha cobbITUS.

5.5 OOIHe KOMaHAbI KJINEHTY HHTerpamuyu

[ paiiBep noaaepXmnBaeT OTCbIIKY OBLUMX KOMaHA, KIIMEHTY MHTErPaLyMm C NOMOLLBI0 MeHIo «[lpaiBepbl»
MocTa oxpaHsbl (cM Puc. 6).

i_"' BactoH-3 - MNMocT oxpaHsl

Lpaitsep Pybex R3 4 OBHOBAEHWE COCTORAHMNIA .

Puc. 6. KomaHabl knueHmy uHmerpawuu
MoaaepXXmnBatoTcs cnefytolme KOMaHabl:

e  (OOHOB/NEHNE COCTOSSHUIN — MPUHYAUTENBHBIA 3aNpPOC OOHOBNEHUS COCTOSAHUI BCEX YCTPOMCTB.
Cnepnyet ncnonb3oBaTb B CJly4ae HEKOPPEKTHOrO OTOOPaXKeHMS COCTOSAHMIN YCTPOMCTB.
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6 /IMarHOCTHKAa H YyCTPaHEeHHe HeHCIIPaBHOCTEeH

Ha nepBoMm 3Tane gMarHocTUKM Heo6X04MMO NPOBEPUTL HaIMUYME 3aMYLLEHHOTO KANEHTa UHTErpaLmn, a
TaKXXe MpaBWAbHOCTb ero KoHourypauum (n. 4.3). B komnnekte MO «FireSec» noctaBasercs yTuauta
NPOBEPKU KJIMEHTA UHTErpaLmm, KoTopast NO3BOJINT MPOBEPUTL MPaBUIbHOCTL HAacTpoeK. Mo yMonYaHuio
pacnonaraetcs 3aeck: «C:\Program Files (x86)\Firesec3\Utils\ HTTPServ_Test.exe».

BHumaHue! Heobxoaumo npuocmaHoBumb pabomy apatiBepa nepej 3anyckoM mecmoBoli
ymusiumel, ecau gpatisep U K1ueHm uHmerpauuu 3anylileHbl Ha 04HOM KoMIblomepe.

Ha cnepytoweM stane AnarHoCcTukmM ciemyet yoeguTbcs, HTO HaCTPOEHHAs CUCTeEMa KOPPEKTHO paboTaeT
B MO «FireSec». 1ns 6onee TOYHON ANMArHOCTUKM CAeAyeT NPOBOANTb TECTUPOBaHUE Ha ToM e MK, rae
noskeH ¢yHKUMOHMpPOBaTb cepBep obopyaoBaHMA pAparBepa «bactmoH-3 - Pybex R3». Ecaum
TECTUPOBaHME MPOLLUNIO YCNELLHO, TO 3aBEPLUNTb 3TOT 3Tan CAeAYeT BbIrPy3KoN KOHPUIrypaLMn CUCTEMBI
BO BHeWHW ¢ann (n. 4.6.3), B MPOTUBHOM Cjlydae cnefyer obpaTtUTbCA B TEXHUYECKYIO MOAAEPIKKY
KOMMNaHUKN «Py6ex».

Ha TpetbeM 3Tane B K «bacTMOH-3» B OKHE pefaKTUPOBaHMS CMUCKA ApalBepPOB c/ieyeT NPOBEPUTh
NpaBuIbHOCTb YKa3aHMs paboyel ctaHuuKM ana gpareepa «bacTmoH-3 - Pybexk R3».

Danee, B KoHpurypatope papamBepa «bactmoH-3 - Pybex R3» cneayetr BbINOJHUTE MMMOPT
KOHUrypaumm cuctemsbl (n. 4.6.3). Ecnv ans 3Tol cuUCTEMbI MUKTOTPaMMbI €lllé He BbIHOCWUJIMCh Ha
rpapumyeckme niaHbl, U CLLEHAPUM He HacTPaMBaUCh, TO MOXKHO OYUCTUTb KOHOUIYpaumio U A06aBUTb
3aHOBO, MHaYe c/ieayeT BbINOAHUTL UMMOPT 6€3 OYMUCTKM KOHOUIYypaLumu.

Mpn uMnopTe KOHOUIypauum BO3MOXKHbl OLUMOKU, CBSA3aHHble C 0O6pabOTKOM TUMOB 3/1EMEHTOB
KoHbuUrypaummn. B aToM ciyyae, B NepBylo o4vepeb CaeAyeT MOBTOPUTb BbIrpy3Ky KOHoUrypauum ms
«AaMunHucTpatopa «FireSec» 1 3arpy3uTb HoBbIM $aita KOHOUTypaumn B gpanBep. B ciydae NOBTOPHOro
BO3HMKHOBEHMSA NPO6AeEM criefyeT 06paTUTLCS B TEXNOAAEPIKKY «EC-Npom».

Echn owmbka 3arpysku cBsizaHa C 60/bLIOKA AJIMTENBHOCTBIO OMepauun MMMNopTa KoHbUrypaumm,
BO3MOXXHO, CcaeyeT ONTUMU3UPOBATh KOHPUIYPaLUIO CUCTEMBI.

Ha 3ToM 3Tane guarHoctuka npobaemMbl B KOHGUrypaTope 3aBeplleHa, caedyeT MpoBEpUThb 3arpysky
apainsepa (n. 5.2).

Echn He npuxoauTt cobbitne «CBA3b C KAMEHTOM WHTErpaumu ycTaHoBaeHa» uan «OBHoOBAEHMe
COCTOSIHMIA 3aBeplleHo», TO caedyeT BKJYUTL 3anucbk NpoTokosa obMeHa (n. 4.6.2) n oTNpaBuUThb
NoJIy4eHHbIM dain B TexHuYeckyto noaaepkky 000 «EC-npom».

Ecan npobneMy ycTpaHUTb He yaanoch, cieyeT o6paTUThCsl B TEXHMYECKYID noaaepxky OO0 «EC-
npoM».

ITpuIoKeHust

IIpmioxenue 1. CHHCOK COCTOSTHUH

BO3MOXHble COCTOSIHUSA YCTPOMCTB ApaiBep MoJiydaeT OT KauMeHTa uHTerpauum “Firesec” npwm
Ka)kJloM 3anycke apamBepa. [MoatoMy pasnunyHble Bepcun MO «Firesec» Moryt uMeTb pasHble
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COCTOSIHMA YCTPOMCTB. TaKXe CTOUT OTMETUTb, YTO NOOOM TUM MOXKET UMETb Nboe u3
npeacTaB/IEHHbIX B TabANLE COCTOSHUIA.

YcTpoicTBO NpeHTndUKaTop cocTosHUA PacwumndppoBKa coCTOAHUA
YcTpomncteo 0 CoCTOsiHME HEU3BECTHO: ApaliBep OTKJIHOYEH UAKN HE
(npubop), TMn 5 HacTpOEH.

AL pecCHbIN LWnen
AP ¢, 1 CHSAT C OXpaHbl: aKTya/lbHO TOJIbKO A1 OXPaHHbIX

™n 6
30H (pa3penos).

Pene, Tn 10

4 TpeBOXHOE COCTOAAHWE: YCTPOWCTBO B TpeBore,
Pasgen (3oHa), TMn N
MpULLIA TPEBOra YCTPOMCTBA OT K/IMEHTA

13
WHTErpauumn.
Mogayib MHTerpaumu,
™n 26 5 HeucnpaBHoe cOCTOsIHME: YCTPOCTBO HE Ha CBA3M

W NPUILLIA HEUCTIPABHOCTb YCTPOMCTBA OT
K/IMEHTa MHTErpaLum.

34 HopManibHOe COCTOSIHUE U/IN Ha OXpaHe:
YCTPOMCTBO Ha CBA3M, OLUIMBKM 1 TPEBOTU
OTCYTCTBYIOT; A1 OXPaHHbIX 30H (pa3aenos) —
30Ha Ha OXpaHe.

ITpuinoxenue 2. UcToOpUst ©3BMEHEHUH

2026.1 (15.07.2026)

[*] UcnpaBneHa olwmnbKa npu rpynnMpoBKe B 30HbI JOYEPHUX YCTPOMCTB Pa3HbIX KOHTPOJIJIEPOB.
[*] UcnpaBneHa owmnbka MMNopTa KOHOUIypaL MU ¢ HELOHACTPOEHHbIMU UHAMKaTOopaMu BUY.
2024.2 (07.11.2024)

[*] UcnpaBneHbl olwnbKK, yBennMyeHa cTabuibHOCTL paboThl ApaliBepa.

[*] C6opka apaitBepa nepeBegeHa Ha .net 8.

[*] Noppep»aHbl Bepcuu MO «FireSec» 3.2.5.x 1 3.2.7.x.

[*] NepenenaHa 3anyck/ocTaHOBKa ApaliBepa, paboTa ¢ COCTOSHUAMM YCTPOWCTB U 30HaMM.
2024.1 (09.09.2024)

[+] NepBas Bepcus apaisepa «bactmoH-3 - Py6ex R3».
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