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1. O6Lwue cBeaeHUsA

1.1. HasHaueHue 1 06n1acTb NPUMEHEHUS
Mogaynb « — CC TMK» npegHa3sHaveH ans nogkatodeHns MK «» K cucteme coopa pesy/ibTaTtoB TEXHUYECKOTO
MOHWTOPUWHIA U KOHTPOJIS1 06 LEKTOB TPAHCMOPTHO MHGPacTPykTypbl (CC TMK).

OCHOBHOI oyHKUMEN MoayNns ABAsieTca oopmMmpoBaHMe 1 nepegada coobituii ot MK «» k CC TMK. B CC
TMK nepegatotcsa cobbiTns 0T cnegyrowmx nogeuctem MK «»:

¢ CucTema BMAeoHa6N0AEHNS;
¢ CucTema KOHTPOSIS W ynpaB/ieHnsi 4OCTyNom;
¢ OXpaHHO-NoXapHas CUrHanusauus;

¢ Cuctema noxapHoi curHanmsauum.

Mepenaya cobbITuiA OCYyLLECTBASETCA MO NOANNCKE, NapamMeTpbl KoTopoii onpegenstoTca B CC TMK.

JlononHutensHo, MoAyb NpefocTaB/ifeT BO3MOXHOCTb BPYUHYIO OnpeaesnnTb, kakne cobbitusa MK «» 6yayt
nepepgasatbca B CC TMK B kayecTBe MHUMOEHTOB.

Mogaynb MK «» He nepegaet B CC TMK B1aeonoToku.
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2. YcnoBus npuMeHeHus

2.1. Tpe6boBaHMA K COBMECTUMOCTU

Ha moaynb «» pacnpocTpaHsTCa Te Xe TpeboBaHUsa K annapartHoii U NporpaMMHoi nNaaTgyopme, YTo 1 ANs
MK «».

[nsa paboTbl MOAYNSA C HACTPOVKaMM MO YMO/THYaHUIO Ha cepBepe A0/HKEH ObiTb OTKPLIT ceTeBol nopTt 8099.
MopT MOXHO M3MEHUTb B HACTPOIiKax.

Mogynb coBmecTuM ¢ MK «» Bepcun 2023.1 1 BblLLE.

2.2. llnueHsnpoBaHue cucTemMbl

Ans paboTbl Moy A TpeGyeTcsa AONOMHUTEIbHAS NNLEH3NS.
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3. YcTaHOBKA cCUCTeMbl

Mogynb BxoguT B komnaekT noctaBku MK «Bactnon-3». Ans ero yctaHoBkn B OC Windows Heo6xoanMmo
OTMETUTb COOTBETCTBYIOLLYIO ras1ouky B UHCTaunaTope MK «bacTnoH-3».

Ona OC Linux moaynb nocTaBnsieTcss B BuAe oTaenbHoro naketa cpopmara DEB unm RPM, ¢ umeHem
bastion3-tmk_*.



5‘ BactnoH-3 - CC TMK. PykoBoAcTBO agMMHUCTpaTopa 7

4. Hactpoiika cuctembl

4.1. HactpoWka cepBuca

HacTpolika cepBuca ocyliecTsaseTca npyu nomowm naHenun ynpasneHus MK «bactnon-3». Ons oTKpbITMSA
CTpaHuubl HacTpolikn mopynsa «bactmon-3 - CC TMK» Heob6X0AMMO K/IMKHYTb MO KHOMKE B MNaHesM
ynpaenenusi (Puc. 1).

H.-a-:rr:c-ﬁr.a obwwmx napamerpoe gna MTT] Ll,EHTf:am:Hn:.r.u: Habic
zLDAP = CCTMK 7 Web-3asaeka
raumn c LDAP % OcHoeHEIE HAacTpoWkK cepeepa CC TME E::_ = Hactpofkn napamerp

33ABKH

Puc. 1. KHonka oTKpbITUA CTpaHuLbl HacTpoek Moaynsa «bactnon-3 — CC TMK»

OKHO KOHGpurypatopa npeActaB/ieHo Ha Puc. 2 U1 COCTOMT U3 AepeBa KOHUrypaLym, NaHe I MHCTPYMEHTOB
M BKNAAKM C WHopMmauyeii. [epeBo KOHUrypauuu npeacTaB/eHO OfAHVMM OCHOBHbIM 3/1IEMEHTOM —
«HacTpoiikn». MaHesnlb MHCTPYMEHTOB COAEPXKUT KHOMKM «COXpPaHUTb» U «OTMEHUTb N3MEHEHUS».
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B bactmon-3 —MNanene ynpasneqsna Oneparop: g

OcHoeHoe MeHwo ¥ CC TMK

X
CC TMK cepeep BxntoYeH
Mopr 8089 | A
v’ WMcnonssosate Digest-ayTenmupurkaymio
Norwn g
MNapone .
."\",:H:' 'af—”"j NPHOPHTET NEpenaBaaMLIX TRABOMHLIY | A
cobuITHI
CepuiiHbl A HOMED CHCTEMB ‘33-15":".33'11
u’ Hcnonesosats TLS
\.f MNpoBepaTs CEPTUOMKAT KNMEHTa
KopHesod cepTudmiar = X
CepTuduxat cepeepa Bl lax | %X

Puc. 2. CtpaHuua HacTpoiikun moaynsa «bactnon-3 — CC TMK»

HacTtpoiiku Mmoayns npeactas/ieHbl napaMmeTpamu, KOTopble OnMcaHbl HUXE.
Bknroyums c1yx6bl CC TMK — ecnn donar otkntoyeH, Mogysib CC TMK He doyHKLMOHMpYET.

lMopm — ceTeBoOW NOPT, HA KOTOPOM OyAeT BbINO/IHATLCA OCHOBHAs ceTeBasi Cnyxba, a Takke Mo60oYHble
CNyX6bl, 06CNyXMBatoLwme NoANMCKN Ha coobITUSA. 3HaYeHne JO/MKHO OblTb YMCOM B AnanasoHe 1 — 65535.
BbiGpaHHbIi NOPT AO/MKEH ObITb OTKPLIT B CETEBbIX 3KpaHax, B MPOTUBHOM C/lydae BO3MOXHbI NPOGIEMbI C
[OCTYNoOM K cepBucam.

Ucnonb3osams Digest-aymenmugbukayuro — ecnn donar yCcTaHOB/IEH, TO Npu 06paboTke 3anpocoB MoAy/ib
6ygeT npoBepATb 3arosioBok Digest-ayTeHTudhmkaumm B Kaxgom 3anpoce Ha COOTBETCTBME NapameTpam,
yKa3aHHbIM HKe — NornMHy 1 naposto. Mo ymonyaruio Digest-ayTeHTUrkaumsa BblkoveHa.

JlocuH/naposb — NOrMH 1 naposnb Aana Digest-ayteHTudmkauumn. Mapa NornH/naponbs nposepsieTcs Ans
KaKOoro Bxogsllero 3anpoca B c/yyasx, Korga aktmBupoBaHa onuus  «Mcnosnb3oBaTb  Digest-
ayTeHTUMKaLmio».
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MuHumarnbHbIl  npuopumem rnepedasaeMbiX MPEBOXHbIX COObIMUL — 3HAYEeHWEe 3TO HaACTPONKM
onpefensieT, Kakne TPEBOXHbIE cO6bITUA ByayT nepeaaBaTbes B CC TMK B kayecTBe vHUMAeHTa (cobbiTus
Tna AccessControl/Accident). TpeBoru ¢ NpUOPUTETOM HUXE 3a[laHHOro NepegaBaThCs He ByayT.

CepuliHbIl HOMep cucmeMbi — 3TO NOJIE HYXHO 3arnosiHUTb CepuitHbiM HoMepom MK «BacTnoH-3», KOTopbIl
ykasaH B lNacnopTe Ha cuctemy.

Vicnonb3osames TLS — akTvBaums 3TOM HACTPOWKN MEHSIET UCNO/Ib3yeMblli NPOTOKO KOMMYHUKaumun ¢ HTTP
Ha HTTPS. MNpu 3ToM HEo6GX0ANMMO, YTO6bI Gblf NPUBSI3aH KOPPEKTHLIA cepTudomkat X.509 (HacTpolika TSL-
cepmucpukam).

lposepsimb cepmuchukam KAueHma — ecnun donar ycTaHoB/IEH, MPM NOAKNIOYEHNN KNIMEHTA cepBep byaeT
NpoBepsiTb AEACTBUTENBHOCTL €ro cepTudmkara.

KopHesoli cepmugbukam — ecnu ykasaH, TO BaJInHOCTb cepTudmkara cepsepa GyaeT NPOBEPSATLCS 3TUM
cepTudmkaTom. 34eCb MOXET ObITb YKa3aH dhaiis ¢ ny6/IMYHON YacTbio cepTudimkata cepepa, Moo daiin ¢
ny61MYHOM YaCcTbH KOPHEBOTO cepTudimkaTa cepaepa.

Cepmuchukam cepsepa — 3[4eCb MOXHO 3arpy3uTb dann cepTudpmkaTa, KOTopbli 6yaeT MCMNo/b30BaTbCs
CepBepoM Mpu YCTaHOBKE coeAuHeHus. CamonognuncaHHblii cepTudhmkaT cepBepa MOXHO CreHepupoBarTh,

HabkaB KHOMKY « =% »,

PekomeHayeTcs ucnonb3oBaTb cepTudmkaTbl C anroputmom wndgposaHns RSA nnn ECDsa n anroputMom
nognucn SHA256, SHA384 nnn SHAS512.

[ns nonyyenns ceptndimkata B Buae goaiina B oopmarte der He06X0AMMO BOCMO/Ib30BATbCSA KHOMKOM « .

», MOC/Ie Yero BblGpaTb MECTO COXPaHEHUS! U UMS, HaXaTb Ha KHOMKY «CoxpaHuTb». CepTudukat B Buge
thaiina B hopmaTe der MOXHO MCNO/b30BaATh A4J15 pasMELLEHNS B XPaHWNLLE CEPTUUKATOB.

4.2. HacTpoiika nepegayum MHUMAEHTOB U APYrUX HelTaTHbIX
cuTyauum

C HacTtpoiikamu no ymonyaHuto MK «bacTnoH-3» ¢ ycTaHOBMEHHbIM MoAaysem «bacTtuoH-3 — CC TMK»
nepeaaét uHumaeHTbl (cobbiTnst TMna AccessControl/Accident) npy BO3HUKHOBEHWUM TPEBOXHBIX COBLITUIA C
NPUOPUTETOM HE HWXE, YEM YKa3aHO B HacTpolike «MUHWMa/IbHbI NPUOPUTET NnepefaBaeMblX TPEBOXHbIX
CO6bITUIA.

MoMMMO 3TOro, ecTb BO3MOXHOCTb AOMOJSIHUTE/IbHO HACTpOUTb, NPW Kakux cobbitusix B CC TMK byaet
nepegasaTbCa WHoOpMauMsa 06 WHUMAEHTe, a Takke O [APYrUx HewTaTHbIX cuTyaumsax. [na atoro
Heobx0AMMO 3afeicTBoBaTb MexaHn3Mm cueHapues MK «bacTnoH-3», npouecc HaCTPOMKM KOTOPbIX ON1CaH B
pykoBoacTee agmuHuctpartopa MK «bacTuon-3».

Ans Toro 4to6bl HACTPOWUTL (POPMUPOBAHNE MHUMAEHTA MPU BO3HUKHOBEHUWM COOGLITUS, cCriedyeT co34aTb
CLEeHapwii, BbINOMHAWOLWMIA AeiicTBMe, Hanpumep - «HUMAEeHT - onoBecTuTb» Ania Apaneepa «CC TMK»
(Puc. 3).
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[JobasneHue genictBun

2% & P

Q Mowmck AeRcTENS
x4 Elsys ABTOpWU3aLMA - ONOEECTHTL
» &7 Elsys1 BratoueHME 3anMcK - ONOBECTHTE
#2 Cucrema BriknioueHue anuoy - orosecTiTs
# CCTMK [330BkIA aHANW3 - ONOBECTHTL

3anpoc KONMPOBEHWA 3AMKCK - CNOEECTHTE
3anpoc pefakTMpOEaHNA 3aNMCH - ONOBECTHTE
3anpoc yAANEHWA Z3MKWCH - CNOBECTUTE

3anpoc YTEHWA 3anNucK - ONOBECTMTE
30HAMPOEEHME HERTPOHAMM - ONOEECTUTE
WHTpockonua - onosecTuTs

VHuMaeHT - onosecTuTe

MeTannogetextop - cnosecTHTL

HeucnpagHocTs NoxapHOoi CUCTEME - CNOEECTHTE
OBHapy. Napos M C. B3p. BELLECTE - ONOBECTHTE
Moxap - onoeecTHTs

PaauaumoHHsIi KOHTPOAL - ONOBECTUTE

Tpeacra I'IC)ICEF!HCIK CACTEMEI - ONOBECTUTE

CtmenHa

Puc. 3. foctynHble geiictBuss CC TMK

Ans cobbITnA «MHUMAEHT» AOCTYNHA HACTPOKKa nepeaayn HavMeHOBaHUS MHUMAEHTA (3HAaUeHMe afieMeHTa
«Name» cobbiTusi Tuna AccessControl/Accident), koTopoe 3a4aéTca B kKauecTBe napaMeTpa BbINOSIHSIEMOrO
pevicteus (Puc. 4).

El TypHuker 2 R2
E Typrmxer 2 R4

L HavmMeHoBaHWe MHAMLEHTA

Monomxa Typrmera

=

Puc. 4. HanmeHoBaHve nHUMaeHTa

Mpumep HACTPOEHHOTO (HOPMMPOBAHWUS MHUMAEHTA NPW BO3HUKHOBEHUM co6biTUA B MK «BacTnoH-3»
n3obpaxeH Ha Puc. 5.

Ona dopMmpoBaHNsA OAMHAKOBbLIX COOOLWEHUA 06 WHUMAEHTE MNPV pasHbIX UCXOAHbIX coObITUAX [K
«BacTnoH-3», MOXXHO [06aBUTb B CLIEHAPWII HECKOMBbKO TPUITEPOB. DTO MOTYT TpUrrepbl /6bLIX TUMOB.
MprMep Takoi HacTPOIKM n3o06pakeH Ha Puc. 6.



‘ BactnoH-3 - CC TMK. PykoBoACTBO agMUHMCTpaTopa

}{ Marery ynpasnesin ATK "Bacwon-2" Omeprrop g

Ocrosroe memle * O6patora coBLmwin » CuaHapuK i paakumn

|- 0 %
+= - X B
MNowex— T ¥ Aemvmeposams
4 =B

] TpebonaTe NoATEERHARHWE

B@s -

Ton Tparrepa

Yencane
Cobuimwe of yorpoRcrsa

<¥etpodctac> = “fpafeep - Typriket 1 R1* {Aon. yorosme: <Big cobemen> = “Hencnpasnocm”)

Puc. 5. CueHapuii (hopM1pOBaHMst MHLMAEHTA NMPU BO3HUKHOBEHUN COObITUS

4% Marens ynpasnerun ATTK "Bactvon-2" Oneparop: g

OcHoeHoe meHIl » O6pabotka cobuimuii » CueHapUK W peakuyun
+ 88— | x

Mowck...

Gy |7 AkTBMpoEaTE

4 = Bee LTpeﬁunmnmmwne

O Cuenapwii

B@ s -

Tun Tpurrepa Yenosue

Cobeitwe ot ycTpoiicTsa

<MMpodwmns cobemma> = “Asapur nutanna (Hemcnpasuocts, MpuopereT: 40)°
Cobmimue ot yctpoiictsa <Mpodmae cobumma> = "Auarnoctuueckue coobuenns (LLirarnoe, Mproputer: 30)"
Cobuime ot yerpoiicTea

<Mpoduns cobbirna> = "Hapywenne ceasv 2 (Tpesora, Mpuopurer: 35)°

+ S -y
Ycrpoicteo descrene MNapamerp

Puc. 6. CueHapwii hopM1poBaHns MHLUMAEHTA NpU cpabaTbiBaHWK l06GOro TpUrrepa 13 rpynbl
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5. PaGoTa B LUTAaTHOM pexunme

5.1. O6wume cBegeHuA

B wraTtHOM pexmme mogynb «bactnoH-3 — CC TMK» nossonsetr CC TMK nognuceiBatbCA Ha COBLITUSA U
nonyyarb ux.

MakcMMasibHOEe KOIMYECTBO O[IHOBPEMEHHO OBC/Y)XMBAEMbIX MOAMNUCOK He orpaHuyeHo. Mognucku moryTt
6bITb OrpaHMYeHHLIMU N0 BPEMEHU, 60 HeorpaHnyeHHbIMK (keep-alive).

5.2. NepepaBaemMble COObITUA

Mogaynb otnpasnsietT B CC TMK co6bITUSI B NEPEUNCTIEHHbIX HUXKE Criyyasx:

¢ [1pn BO3HMKHOBEHMMN COObITMSA «OAKTIOYMICS K BUAEOPErMCTpaTopy» OT CepBepa Bugeoapaisepa
dhopmurpyeTcsi coobuieHune VideoSurveillanceSystem ServerPowerOn (cuctema BuaeoHabi0AeHNs —
BK/IOYEHUE CEpBEPa);

¢ [1pn BO3HMKHOBEHMM COGLITUS «OTKNIOUNIICA OT BUAEOperncTpaTopa» OT cepBepa Buaeoapaiisepa
thopmumpyeTtcsi coobuieHne VideoSurveillanceSystem ServerPowerOff (cuctema BugeoHa6nogeHus —
BbIK/IIOUEHNE CEepBEpPA);

¢ [lpy BO3HMKHOBEHWM COOLITMS «BOCCTaHOB/IEHME BUAEOCUTHAIa» OT Kamepbl BUaeoapalisepa
chopmupyeTcs coobuyeHne VideoSurveillanceSystem ChannelConnect (cuctema BugeoHabniogeHns —
noAKNtoUYeHVe KaHana);

¢ [1pn BO3HMKHOBEHMM COBbITUSA «OTCYTCTBME BUAEOCUTHANA» OT KaMepbl Buaeoapalisepa
thopmmpyeTcsi coobuieHune VideoSurveillanceSystem ChannelDisconnect (cuctema BnaeoHa61t04eHNs
— OTK/IIOYEHNE KaHana);

¢ [pu BO3HMKHOBEHMMN COBLITUA «LLITaTHbIN Bbe3ay, «LLUTaTHbI Bblie3ay, «O6HapYyXeHO L0y,
«3adKkcnMpoBaH 3BYK», «3adpMKCMPOBAaHO NepeceyeHne NMMHUMY, «3atUKCUPOBaH BXO B 30HY»,
«3admKcMpoBaH BbIX04, U3 30HbI», «3adIMKCUPOBAHO MOsIB/IEHNE B 30HEY», «3ahKcMpoBaHo
NCYE3HOBEHME U3 30HbI», «CpaboTas feTEKTOP OCTaB/IEHHbIX 06BEKTOB», «CpaboTan AeTeKTop
ToNMbI», «CpaboTan feTekTop caboTaxar, «CpaboTas TPeBOXHbIN BXxod 1», «CpaboTas TPEBOXHbI
BX0p 2», «CpaboTan TPeBOXHbI BX0of 3», «CpaboTas TPEBOXHbIN BXog, 4», «3atmkcmpoBaHo
OBWXeHney, «Mpoe3g T/c¢ ¢ pa3pelleHHbIM Ne B 3anpeLLeHHOM Hanpas/ieHun», «<Bbesg T/c ¢
3anpelleHHbIM Nex», «Bble3g T/c ¢ 3anpeLleHHbIM HOMepPOoM», «[poe3q, T/c ¢ 3anpeLyeHHbIM Ne B
3anpeLLeHHoOM HanpaseHnmny, «Bbesa T/c ¢ Hen3BecTHbIM Nox», «Bble3f, T/C ¢ Hen3BeCTHbIM Noy,
«[Mpoespa T/c ¢ Hem3BeCTHbIM Ne B 3anpeLLeHHOM HanpaBieHun», «<Bbesa T/C ¢ MpoTUBOPEUNBLIM
ctatycom Ney», «Bble3f, T/c ¢ TpoTnBOpeUnBbIM cTatycoM Nox, «[poess T/¢ ¢ NPOTUBOPEUNBLIM
crtarycom Ne B 3anpeLleHHOM HanpasneHumny, «fpoesg 1/¢ Ne B HeonpegenéHHOM Hanpas/ieHUW,
«[poesp T/c ¢ 3anpeLLéHHbIM HoMmepoM Ne B HeonpeeniéHHOM HanpasneHun», «fpoesa T/c ¢
Hen3BecTHbIM Ne B HeonpeaenéHHOM HanpaBneHun» nm «Mpoess T/¢ ¢ NPOTUBOPEUNBLIM CTATYCOM
Ne B HeonpeaenéHHOM HanpaBfieHUN» 1060ro Buaeoapansepa oopmMmpyeTcsi CoobLeHne
VideoSurveillanceSystem MotionDetectorTrigger (cuctema BugeoHabnoaeHns — cpabatbiBaHue
[leTEKTOPOB [ABWKEHWS);
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¢ [1pn BO3HUKHOBEHWM MI060r0 CobbLITUS TUMNa «HencnpaBHOCTL» (KpOMe BUAEOapaiiBepoB)
chopmmpyeTcs coobuieHne AccessControl Fault (cuctema KOHTPONS U ynpaB/ieHUst AOCTYNOM W
OXpaHHas curHanM3aumsi - HeUCNPaBHOCTb);

¢ [1py BO3HMKHOBEHWM /T060T0 TPEBOXHOIO CO6bITMSA (KpOMe BUAEOAPAiBEPOB) C MPUOPUTETOM HE HUXE
yKa3aHHOI0 B HACTPOKe «MUHUMaUIbHBIN NPUOPUTET NepeaaBaeMbiX TPEBOXHBLIX COObITUI» (Nn. 4.2.5)
chopmumpyeTca coobuieHne AccessControl Accident (cuctema KOHTPONS U yNpaB/ieHUs JOCTYNOM U
OXpaHHas cUrHanM3auust - UHUMAEHT);

¢ [pu cpabaTbiBaHWUM CLEHAPHOTO AeicTBma «OnoBeCcTUTb 06 NHLMAEHTE» BO BCEX CNyyasnx
chopmmpyeTcs coobuieHne AccessControl Accident (cuctema KOHTPONS U yNpaBieHUst AOCTYNOM U
OXpaHHasa cUrHanu3auus - UHLUUAEHT).
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6. HewtaTtHble cuTyauun

B cnyuae, korga moaynb «bactuoH-3 - CC TMK» He cMoOr 3anycTuTb [/1aBHYKO CAyXO0Y, B OTNafouHyIo
KoHconb TK «bacTuoH-3» BbiBedeTcs coobuweHne 06 ownbke. 3ITO MOXeT OblTb  OLINOKa,
CBMAETEe/NbCTBYIOWAA O TOM, YTO MOAY/Ib HE MOXET BOCMNO/b30BaTbCA YKa3aHHbIM B MapamMeTrpax nopTom
NS 3anycKa ceTeBbIX C/IYX0 NO NpUYMHE TOro, YTO NOPT 3aHAT APYIUM NpUoXKeHneM. [N ycTpaHeHus 3Tol
HenCcnpaBHOCTY cneayeT CMEHUTb NMOPT, UCMO/b3YEMbIR cyx6amu mogynsa «bacTnoH-3 - CC TMK».
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