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1. O6Lwue cBeaeHUsA

1.1. HasHaueHue 1 06n1acTb NPUMEHEHUS

Mogaynb «BacTuoH-3 — XpaHunuwie CekpeToB» npeAHasHaveH Ans uHTerpauyym MK «BacTnoH-3» ¢
cUcTeMamMmn XpaHeHus cekpeToB Ha ocHoBe HashiCorp Vault.

Mpn uncnonb3oBaHMM 3TOro0 Moayns Bce cekpeTbl MK «bacTuoH-3» 6yayT XpaHUTbCA B OTAENIbHOM
cneynanmanpoBaHHoM xpavwimwe. B B MK «bacTnoH-3» un oainax JsoKa/ibHbIX HacTPOeK BMECTO
3HaYEHNIi CEKPETOB XPaHATCS NyTW A5 NOYYEHNS 3HAYEHWI CEKPETOB U3 XpaHunuLa.

K cekpeTam MK «BacTnoH-3» 0THOCSATCA BCE BUAbI MHpopMaLyK, NO3BO/ISIOWME ayTEHTUMLMPOBATLCS UK
aBTOPM30BATLCS [1/151 BbINO/IHEHUS ONpeaenéHHbIX AeNCTBUIA B cucTeMe. KOHKPETHO, 3TO MOTYT GbiThb:

1. CepTudpmkatsbl TLS.

2. TokeHbl API.

3. Naponw.

4. Knwoun wndppoBaHus.
Mpn ncnonb3oBaHun mMopynsa «bactuoH-3 — XpaHunuue cekpetoB», MK «bacTnoH-3» Tonbko nosy4vaet
MHOpMaLMIo O CekpeTax, HO He ynpasnseT ein. Takum o6pa3om, Npy NPUMEHEHUN BHELLHErO XpaHunauwa
CEKpeToB MOXHO OpraHvM3oBaThb LEHTPa/IN30BaHHOE YrpaB/ieHNe CekpeTamMum Ha OCHOBEe KOpnopaTuBHbIX

CTaHAapTOB. Hanpumep, MOXHO LEHTPasIM30BaHHO NEPEBLINYCKaTb CePTUMKATLI 1 YNpaBAsTe NPOLECCOM
CMeHbI naporneil.

1.2. YcnoBust npUMeHeHuns

Onsi pa6oTbl Moayns «bacTMoOH-3 — XpaHunulile CeKkpeToB» TpeGyeTca OTAesbHas cepBepHast JILEH3MS.
Mogy/b COBMECTUM C UCMOSIHEHUAMU cepaepa «CTaHAapTHbIN» 1 «<KOpnopaTUBHbLIN».

NInueHsust Ha Mopdyfb NpoBEPsieTCs MOc/e MNOAKMIOUYEHUsI K cepBepy cucTembl. Ecnu uHTerpauusi c
XPaHWMLLEM CEKPETOB Bblsia BK/IOUEHA NPU OTCYTCTBUM NINLEH3UN, TO K/IMEHTLI 6YlyT OCTaHAB/IMBATL CBOK
pa6oTy nocse NoslyyeHns MHgopmMaLuumn, Heo6XoAMMONA /15 NOAKTIOUYEHUS K CEPBEPY CUCTEMBI.

[ns pa6oTbl Mogynst Tpebyetcs nogknoyeHme k HashiCorp Vault unn aHanornyHoii cucteme c 1eMm xe
nporpamMmmHbIM UHTepdelicom. OnncaHne yCTaHOBKM M HACTPOWKN CUCTEM XPaHEHUSI CEKPETOB BbIXOAAT 3a
paMKu 3TOro PyKOBOACTBA.
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2. HacTpoiika cuctembl

2.1. O6wue cBegeHus

[lns akTMBaLMN MHTETPaLIMK C XPaHUIULLLEM CEKPETOB TPe6yeTCs BbINOMHUTL CeayloLme Lwaru:
1. HacTpouTb NapameTpbl COEUHEHNSI C CEPBEPOM XPaHW/NLLA CEKPETOB.

2. HacTpouTb crnoco6bl NOMy4YeHUs CEKPETOB U UX PACTONOXKEHNS, 1S KAX/A0ro CEKpeTa OTAE/NbHO.

HaCTpOIZKa NOAK/TYEHNA K XpaHW/TULLY CEKPETOB NpPOoM3BOAUTCA Ha KadKAOM KOMMbKOTEpE, rae Tpe6yeTc;|
nosiydatb CEKPEeTbl U3 XpaHunuua, otaesibHo.

HacTpoliky MOXHO BbINOSIHATL C MOMOLLbIO NPUIOXEHUST «JTOKasTbHblEe HACTPOWKM» UMK Yepe3 uHTepdeiic
KOMaHzHoli cTpoku Benfg.

o BHumaHue!

Cekpembl HE06X0OUMO MO/Ty4amb MOJILKO Ha cepsepax cucmembl U 060pydosaHusi. [Toamomy,
Hacmpausamb UHMezpayuto ¢ XpaHuauWeM CEKPEMOB HY)XHO MO/IbKO Ha cepsepax. Ha kaueHmcekux
pabodux mecmax, 20e BbIrOo/IHIFOMCS MOJ/ILKO M0/1b308aMe/IbCKUE MPUIOXEHUST CUCMEMbI, HUKaKUX
Hacmpoek npou3sooumMs He mpebyemcs.

2.2. HacTpoiiKa NnoAK/IIoUEeHUA K XpaHU/INLLY CEKPeToB

2.2.1. HacTtpoiika ¢ nOMOLbI0 NPUNOXEHNA «JIoKa/lbHble HACTPOMKN»

HacTpoiika Npon3BoAUTCA Ha CTPaHULE «XpaHunuiLe cekpetos» (Puc. 1).

N5 BK/IIOYEHWA UHTErpauumn creiyeT yCTaHoBUTL doniar «BKN0UNTL UHTErpaLmio ¢ XPaHUINLLEM CEKPETOBY.

o BHumaHune!

Cucmema He npou3sooUMm 3aruck 0aHHbIX B XPaHU/IULLE CeKPemOoBs HU Mpu Kakux yc/1osusix. [1oamomy, sce
cekpembl 0/IKHbI 6bIMb MPedsapumesibHO HAaCMPOEHb! 8 xpaHusauwe. CAUCOK CEKPemos CM. 8
MpunoxeHuu 1. B MOMEHM BK/TIOYEHUS UHMe2payuu € XpaHu/IuLLeM CEeKpemos HUKaKue Cekpemsi,
XpaHumble 00 3moeo 8 B/ MK «bacmuoH-3», He ydansomcsi. [10c/1e BK/IIYeHUsI uHmeapayuu Heo6xo0UuMo
0/15 KaX0020 cekpema ykaszame e20 PacrosioXeHUe 8 XPaHu/IULE CeKPemos.
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)| Bactuon-2 - Nokanskeie HacTpolicn - m] X

MoaknwueHue
XpaHuauie cekpeTos

Cepsep cucTems!

[#] Brcneouums wmerpaiumie € spasmnmwen cexperos

Ipaduka Xoet localhost

Nuuensuposatue MNepr 8200 il

XpaHunulLe cexpeTos # I AT L

JKypHan oTnaAouHbix coobuieHniA

HacTtonbHblli cunTeiBaTEND

Hactpoliku cTobpaxeHus Buaeo MpocrpascTes wmik (TenasT _

Cepsep Web-API Myms & asuacky KV bastion_kv
Bepeona asuoixa KV 2 e
My™s & aswsky PKI bastion_pki
Cnocob nony«enwus cepruduxara ssue e
|— Weknrouate Common Name wz SAN ans ceprudmratos, sanpawwsaeme y PK
TTL (Bpema Kn3HK) CEPTHGAKATA, NOAYUAEMOro 12 Vault, MuHyTs! 60 b
Cnocob ayrermindumxawsmn Wrapped secretld ~
JpexTopya ANA NOAY-EHHA 1 XpaHeHKA wrapped secret_id D:\tokens =
Roleld naueHue S errnrsnnsssnsrasaasannens
Knrow ans nonysenia Secretid us WrappedToken secret id
+ | AeTomaTueckn ofkoBnRTE wrapped token & Saiinosoi ¢ e
Wurepsan obuosnenns wrapped secret_id & aiinoBoi cucTeme, MUHYTsI 2 AV

Coxparmrs

Puc. 1. HacTpolika NoAKMtoUYeHnst K XpaHUsLLY CEKPETOoB

Janee, HeO6XOAMMO HACTPOMTb, B COOTBETCTBUM C HACTPOMKaMK XpaHWMMLLA CEKPeTOB, crepytowme
napameTpbl (X 3HaUEHNUA CrefyeT YTOYHUTL Y afMUHMCTPATOPA XpaHWunLLa CEKPETOB):

Xocm — cepBep, r4e pacnonoXeHo XpaHW/uLLEe CEKPETOB.
lMopm — nopT, KOTOPbIA 6yaeT NCNONb30BaTLCA A/15 NOAKMIOYEHNS K XPaHUULLY CEKPETOB.
Ucnonb3zosame SSL/TLS — ncnonb3oBaTh NN 3aLlMLLeHHOe NOAKMIYEHWNE K XPaHUULLY CEKPETOB.

Mposepsimb cepmuchukam cepsepa — EC/IN BK/IOYEHO, K/IMEHT OyAeT MpoBepsiTb [AeiCTBUTENILHOCTb
cepTudrkaTa cepBepa XpaHumLa CEKPETOB NPU NOAKIOUEHUN.

lposepsimb uMs cepsepa — €CNu BKIIOYEHO, NPW MPOBEpKe cepTudmkara cepsBepa XpaHuuvwia
cepTncomkatoB 6yaeT NpoBepsATbCH, UYTO cepTudukaT BblgaH CepBepy C MMEHeM, CcoBnajalwwum ¢
napameTpom XocT.

KopHesoli cepmugbukam — cepTudmkart, KoTopblii A0/DKEH ObIThb B LIENOYKe AOBEpPUsS cepTudmkara cepeepa
XpaHWnLLa CEKPETOB.

MpocmpaHcmeo UMEH (meHaHm) — MPOCTPAHCTBO MMeH (namespace) AN 0GecneyeHns M3onauMn Ha
ypoBHE TeHaHTa. Ec/iu umcnonb3yemblii ak3emnnap Vault He CKOHMWryprpoBaH Ha MCMosib3oBaHue
MPOCTPAHCTB MMEH, 3HaUeHne 3Toro napameTpa 6yaeT UTHOPUPOBATLCS.

Mymb k 0Buwxky KV — nyTb, MO KoTOpoMy 6yayT npou3BoauTbCcs obpalieHus k aBumxky Key/Value B
XPaHW/NLLE CEKPETOB A5 NOSTYHEHUSI CTATUYHbIX CEKPETOB MO KtOYY.

Criocob nosyyeHusi cepmugbukama — cnocob nosyyeHns cepTudpukarta us Vault. locTynHbl BapuaHTbI:
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¢ |ssue — cTaHAapTHbIA cnocob 3anpoca nonyyeHus ceptudpmkarta us Vault, korga n ceptudpmkart un
NpUBaTHbI K/IKOY reHepupyroTCa 1 Bo3spalyatotcsa Vault;

¢ Sign — cnoco6, TpebyoLLMIA reHepauunio NPMBATHONO K/IloYa Ha CTOPOHE KIIMEHTCKOM cucTemsl. MNpn
3TOM A/151 3anpoca cepTudmkara ncnonbayetcs Certificate Signing Request. Ha6op HacTpavBaeMbIx
ANna nonyvyeHns cepTudinkara napameTpoB paclumpsaeTcs AONOHUTENbHbIM NapaMeTpoM —
DistinguishedName (yHukanbHoe umsa ans ceptudvkaTa).

e Fetch — cnoco6, npumeHnmbIn ansa SecMan. OT Sign oTAnYaeTcst HAMYNMEM AOMONHUTETbHOTO
napameTtpa — Email, a Takke Tem, uTo ecnu cepTudmkar ¢ 3anpalluvBaeMbIMU NapameTpamm yxe
cyllecTByeT, TO 6yJeT BO3BpaLLéH OH BMECTO reHepalmmn HOBOro cepTudimkara.

Bepcusi dsuxka KV — 1 unm 2, B 3aBUCUMOCTM OT UCMNOIb3YEMON BEPCUM B XPaAHU/ULLIE CEKPETOB.

Mymb k 0Buxky PKI — nyTb, no koTopoMy OyayT Npou3BOAUTbLCA obpalleHms K aBwkky Public Key
Infrastructure B xpaHunuiLe cekpeToB (MCNOMb3yeTcs AJ1s NOSyYEHNS CEPTUUKATOB).

Vickmoyams Common Name u3 SAN 0715 cepmugbukamos, 3anpawusaembix y PKI — napameTp, KOTOpbIii
ncnonb3yeTcs Ansi ynpasreHus Tem, BkaodaTb i Common Name (CN) B cnincok Subject Alternative Names
(SANSs) npu 3anpoce cepTudmkara.

TTL (Bpemsi xu3HU) cepmuchukama, rnosyyaemoeo u3 Vault, MuHymsl — onpefensieT, B TeYEeHUU Kakoro
nepuoga BpemeHun ceptndmkaTsl, noaydaemole n3 Vault, 6yayT 4eACTBUTENBHBI.

B cucteme gocTynHo 3 Bua ayTeHTU(MUKALUM B XpaHUIULLLE:

1. Token. Ba3oBblii MeTog, ayTeHTUDMKALMN. AYTEHTUGIUKALNOHHbIA TOKEH MOXHO NoslyvyaTb B BUAE
HEMnocpeACTBEHHOIO 3HAUYEHUs,, U3 NepemMeHHoi cpefpl, unu 13 CLI (komaHaoi).

2. AppRole. AyteHTndukaunsa nponssoautcs no Roleld (ugeHTudpmkatop ponu B Vault) u Secretld
(cekpeTHast yacTb). U Roleld, n Secretld moxHO nonyyaTb 0gHMM 13 TPEX CNOCOBGOB: B BUAE
HEMOCPeACTBEHHOIO 3HAUYEHMS, N3 NepeMeHHol cpegpl, v 13 CLI (komaHaow).

3. Wrapped Secretid. AHanornyeH metoay AppRole, HO B oT/iMume OT npegplayLiero cnocoba, Secretld
JocTaBnsieTcs B BUAe Tak HasbiBaemoro wrapped token, KOTopblli npegHa3HaveH ana eaMHOpasoBoro
3anpoca Secretld 13 xpaHunumLla CEKPETOB.

1 aToro cnoco6a ayTeHTUMKALMN AONOTHATENIbHO TpebyeTcs ykasaTh:

Jupekmopusi 0151 nosy4eHus1 u xpaHeHust wrapped secret_id — kaTasnor, KOTopbIil 6yaeT NCnosib30BaThCs B
(haiinoBoii cucteMe Ana NoAyYeHWss U xpaHeHus dpaina ¢ wrapped token, cogepxawmm Secretld. Ha
MOMEHT 3anycka cepBucoB K «BacTnoH-3»: JlokanbHoro areHTa wunu cepsepa Web-APl B ykazaHHOM
Katanore pgomkeH cogepxartbca paiin LocalAgent.token wnnn BwebAPl.token cooTtBeTcTBeHHO. daiin
OO/HKEH COfepXaTb KOPPEKTHbIA M HEenpocpoYeHHbln wrapped token C akTyalibHbIM WM MPUFOAHbLIM A5
ayTeHTMdmkaumn Secretld. Ecnim He BkIKOYeHa onums Asmomamuyecku 06Hos/simb wrapped token B
¢padisniosoli cucmeme, To npu nepesanycke cepsucoB MK «BacTnmoH-3» HanuMune B Katanore ¢oaisioB c
npurogHeiMn wrapped token go/mkHO NoAAEePXNBATLCS BHELLUHMMUW CPeACTBaAMM.

Roleld — npeHtudpmkatop ponu ana AppRole.

Knrou onsi nonydeHus Secretld us WrappedToken — ko4, MO KOTOPOMY MOXHO MOfAy4nTb 3HaveHue Secretld
n3 wrapped token (wraped).

Asmomamuyecku 06Hos/19mb wrapped token 8 ¢haliiosoli cucmeme — cuctema ByAeT nepeunTbiBaTb haiin
3aBEPHYTOro TOKeHa OAWH pa3 B YKa3aHHbIi UHTEpPBasT BDEMEHW.

Cnoco6 ayTeHTUMKaLMK CrieayeT CornacoBaTh C aMMHUCTPATOPOM XpaHUINLLA CEKPETOB.
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2.2.2. HacTtpoliika ¢ NOMOLbI KOHCO/IbHOI yTUnuTbl BCnfg

Vicnonb3oBaHue:
bcnfg vault [komaHpa []]
[ocCTynHble KOMaHAbl:
view  MPOCMOTP NapameTpoB MHTErpauum ¢ XpaHuInLWem cekpeToB
set 3a/iaHre napaMeTpoB NMHTErpaLmmn ¢ XpaHuinLeM CeKpeToB
JocTynHble napameTpbl:
--format=<text|xml|json>
dhopmar BbIBOZA HACTPOEK NPW BbIMOSIHEHWMN KOMaHAbl View
(no ymonuaHmio: text)
--use_secrets_storage=<on|off>
BKJ/THOUYMTb / BbIK/THOUUTL NOJTyYEHNE CEKPETOB M3 XpaHW/IMLLA CEKPETOB
(no ymonyanuio: off)
-—host=1MM4A
nUms /aapec cepeepa XpaHuamLa CEKpeToB
(no ymonyaHuio: localhost)
-—port=MNOPT
HOMep nopTa cepBepa XpaHunuLLa cekpeToB
(no ymonuaHuio: 8200)
--use_ssl=<on]|off>
BK/HOUNTL / BbIKOYUTL UCMONb30BaHMe SSL/TLS
NPV NOAKTHYEHUN K XPaHWU/INLLY CEKPETOB
(no ymonuaHuio: off)
--validate_server_certificate=<on|off>
NpoBEpPATHL CepPTUdINKAT cepBepa XpaHuMLa CEKPETOB
(no ymonyaHuio: off)
--validate_server_certificate_common_name=<on|off>
NPOBEPATL UMS CepBepa XpaHWIuLLa CEKPETOB
(no ymonuaHmo: off)
-—root_cert_file=MNYTb
nyTb K dpanny KOpHEBOro cepTudmkaTa
-—-namespace=NAMESPACE
NPOCTPaHCTBO UMEH ()
--kv_engine_path=MYTb
nyTb K ABWKKY KV (M0 ymonyaHuio: secret)
--kv_engine_version=<1|2>
Bepcusa aBmxka KV
(no ymonyaHuio: 1)
--pki_engine_path=
nyTb K ABWKKY PKI
(no ymonuaHuo: pki)
--certificate_retrieval_method=<issue|sign|fetch>
€nocob nosiyyeHns ceptTudmkaTos
-—auth_method=<wrapped_secret_id|token]|app_role>
cnocob ayTeHTNdMKaLmmn B XpaHU/IMLLLE CEKPETOB
--wrapped_token_dir=
OVPEKTOPUS 4118 NOSTyYEHUA N XpaHeHns wrapped secret_id
3HayeHue Ncnosb3yeTcs TOMbLKO NpK cnocobe aytTeHTUMKauumn Wrapped secretId
(-—auth_method=wrapped_secret_id)
--secret_id_key=K/OY
KMoy gna nonyydeHna SecretId u3 WrappedToken
(no ymonyaHuio: secret_id)
3HauyeHue UCcnonb3yeTcs TOILKO Npu cnocobe ayTeHTUdnkauum Wrapped secretId
(-—auth_method=wrapped_secret_id)
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--refresh_wrapped_token=<on|off>
aBToMaruyeckm obHoBNATbL wrapped token B haiiioBoi cucteme
(no ymonuaHuno: off)
3HayeHue ncnosb3yeTcs TOMbLKO Npu cnocobe ayteHTUMKaumn Wrapped secretId
(-—auth_method=wrapped_secret_id)
--refresh_wrapped_token_interval=
WHTepBas 06HOBNeHNA wrapped secret_id B ¢aii/ioBoi cucteme B MUHyTax (Mo yMOAYaHUIO :
5)
3HayeHue UCnonb3yeTcs TOILKO Npu cnocobe ayTeHTUdnkauum Wrapped secretId
(-—auth_method=wrapped_secret_id)
--role_id=SECRET_SOURCE
napamMmeTpbl UCTOYHNKA Roleld
3HauyeHue Ncnonb3yeTcs TO/IbKO Npu cnocobax ayteHTndukaumm Wrapped secretld
(-—auth_method=wrapped_secret_id) u AppRole (--auth_method=app_role)
dopmaT SECRET_SOURCE: TUN_UCTOYHMKA[ :NapaMeTp UCTOUHMKA] .

notSet - MCTOYHWK He 3agaH. Wcnosnb3yeTca gns cépoca Roleld.
direct:3HAUEHVE_ROLE_ID - B KayecTBe MCTOYHMKA RoleId wucnonb3yetcs BHO
3ajaHHOE 3Ha4YeHue.

env:MA_MEPEMEHHOW - B kauecTse UcTouHnka Roleld ucnonb3yetcs 3HauYeHWe 3aAaHHOV
nepemMeHHOol OKpPYXeHUS.

shell:KOMAHOA - B kayecTBe UCTOYHMKA Roleld wucnonb3yetcsa pesysbTart BbiNOSIHEHUS
BHELLUHEWN KOMaHAbl .

[omxHa BbiBeCTM Roleld Ha yCTPOMCTBO CTaHAAPTHOrO BbiBOAA W 3aBEPLUNTLCS C KOAOM O .

--secret_id=SECRET_SOURCE

napamMeTpbl UCTOYHNKA SecretId

3HayeHune Ncnosb3yeTcs TOSIbKO NpU cnocobe ayteHTudrkauun AppRole

(-—auth_method=app_role)

®opmaT SECRET_SOURCE: TUN_MUCTOYHMKA[ :mapamMeTp UCTOYHMKA] . [JOCTYMnHblIE NCTOYHUKMN:

notSet - WUCTOYHWK He 3afaH. Vicnonb3yeTtca gnsa copoca Secretld.

direct:3HAYEHVE_SECRET_ID - B KayecTBe UCTOYHMKA SecretId MCNONb3yeTcs ABHO
3a/laHHOe 3HayeHue.

env:VMA_MEPEMEHHOW - B kauecTBe UCTOYHMKA SecretId ncnonb3yeTcs 3HaueHue 3afaHHoi
NepeMEHHON OKPY>XEHUS.

shell:KOMAHOA - B KkayecTBe UCTOYHMKA SecretId wmucnonblyetcs pesynbTar BbiNOSHEHUS
BHELWHen komaHabl. KomaHza gomkHa BeiBecT SecretId Ha yCTPOMCTBO CTaHAAPTHOrO BbiBOAA U
3aBepLUMTbLCA C KogoMm 0.
--token=SECRET_SOURCE

napamMeTpbl UICTOYHMKA TOKEHA ayTeHTumkaumm

3HayeHue Ncnonb3yeTcs TOJLKO NPU cnocobe ayTeHTUdMKaLUN N0 TOKEHY

(-—auth_method=token)

®opmaT SECRET_SOURCE: TUMN_MUCTOYHMKA[ :mapaMeTp UCTOYHMKA] . [OCTYMnHbIE NCTOYHUKN:

notSet - WUCTOYHWK He 3afaH. Vicnosnb3yeTcsa s copoca TokeHa ayTeHTUdnKaLun.

direct:3HAUEHVME_SECRET_ID - B KayecTBe UCTOYHMKA TOKEHA ayTEeHTMdUKaLUM NCNOAb3yeTcs
SIBHO 3a[iaHHOe 3HayeHue.

env:VMSA_MEPEMEHHOW - B kauecTBe UCTOYHWKA TOKEHA ayTeHTU(UKALMN NCMOMb3yeTCs
3HaJeHne 3aaHHON NEPEMEHHOIN OKPYXXEHNSI.

shell:KOMAHJA - B KayecTBe MCTOYHMKA TOKEHA ayTeHTUMKaLMN NCNONb3YeTCa pesy/ibTar
BbINO/IHEHNSI BHELUHEN koMaHabl. KomaHza fo/mkHa BbIBECTV TOKEH HAa YCTPOIMCTBO CTaHAAPTHOrO BbiBOAA U
3aBepLnTbLCA € Kogom 0.
--exclude_common_name=<on|off>

ucknoyate Common Name u3 SAN gnsa ceptudpmkatoB, 3anpawmeaembiXy PKI

(no ymonyanuio: off)
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--cert_tt1=MVHYTbI
BpeMs Xxmn3Hu (TTL) cepTudpmkata, 3anpaliMBaemoro y XpaHuaua CEKPeTOB, B MUHyTax

2.3. HacTpolika nyTeii K cekpeTaM B XpaHuUnuule

ONsi KKAOro cekpeTa, KOTOPbI JO/MKEH NPUCYTCTBOBATL B XPaHW/IMLLE CEKPETOB, HEO6X0MMO HACTPOUTh
Cnocob ero NoslyuYeHus «XpaHunuLLLe CEKPETOB» U NYTb K CEKPETY B XpaHWU/ULLE.

MyTn COCTOAT U3 ABYX yacTeii: 3TO NyTb K CEKPETY M KoY K 3HaueHuo B cekpeTe (Kaxablii cekpeT cam u3
cebsl npeAcTaBnseT c/oBapb, HA60P 3/IEMEHTOB TUMa KNou-3HaueHne). MoaToMy NyTu K CeKpeTam A0/KHbI
6bITb B BUe "bastion3!/secret_word1", rae "!/" - aTo pasgenutesns.

Hanpumep, Ha Puc. 2 npeAcTaB/ieHa HacTpolika No/lyYeHnst CEKPETHOrO C/10Ba AM1A ayTeHTUGIMKALUN CITYXO
U3 XpaHWNMLLA CEKPETOB.

MO/HBIA CNCOK CEKPETOB, XPaHEHNE KOTOPbIX MOXHO NEPEHECTUN B XpaHU/NLLE, NPUBEAEH B [PUIOXKEHNN.

) Bactuon-3 - flokansHsle HacTpoiiku = O x

MNogknwoueHue &
MapameTpbl NOAKAOYEHWNA K CEPBEPY CUCTEMDI

CepBep cMCTEMBI N SSR PR

lpaduka
CayxObl
.ﬂMLl,E'HBMFJOBaHME‘ XocT localhost
XpaHWaulie cekpeTos Moot 5300 P
EI-CI[DO NponycKoB Cnocob ayTeHTuduKaLmm cnyxb:
)KypHan OTNAAGUHBIX COOBLLIEHEA . Cekpetnoe cnoso | Xpanwmmwe cekpetcs | ™ || bastion3!/secretword

Ceptndukar
HacToNbHEIA CUMTHIEATENL
I:' Wcnonezosats SSLTLS

Hactpoiiku oTobpaxeHua BMaeo
FDOEEp!Tb NoOgKADYEHHE

Cepeep Web-API

MpunoxeHus
Xoct | localhost
Mopr | 6300 FaSh'4

I:‘ Wenonezoeate S5L/TLS

r:JCIEE'p/Tb NogKnHYeHne

Puc. 2. HacTpolika noslyueHns cekpeTa U3 XxpaHunamiia

B cnyuae, Korga us xpaHunuuia cekpeToB HeobXxoAnMo NoAyYnTb cepTudmkaTt, cneayeT ykasatb napameTpsbl
3TOr0 cepTudmkata. XpaHuuLEe CEKPETOB MOXET [eHepuMpoBaTb HOBbIA CepTUdIMKAT MNPU  KakaoM
NOAK/IOYEHUN C yKasaHHbIMW napameTpamu. B kayecTBe napameTpoB MOXHO YKasblBaTb pO/ib, cOMMON
name, a TaKxke Ha6op AONOSHUTENbHbIX naeHTUdKKaTopoB (Subject Alternative Names, SAN).

Hanpumep, Ha Puic. 3 npuBeAeHa HacTpoiika NoslydeHnst KNIMEHTCKOro cepTudimkaTa u3 xpaHuamiia cekpeTos
co cnegytowmmmn napametpamu: Ponb: b3client, Common Name: bastion3, DNS Subject Alternative Name:
smr0025.
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[Ns nonyyeHve KOPHEBOro cepTudMkaTa ykasbiBaTb NapameTpbl He TpebyeTcs. [ Bcex cepTudukaTos
6yaeT MCnosb30BaThCs OAVH KOPHEBOI cepTUdomKar.

CTnpaenaTh CepTHOKMKAET KNMEHTE

CepTndukaT kiMeHTa XpaHuavwe CeKpeToE e
Pone b3client
CN bastion3

DNS SAN | smrD025

IP SAN

LRI SAMN

Cther SAN

Email

Puc. 3. HacTpoiika nonyueHue ceptucukata u3 xpaHuamiia
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3. MpunoxeHuna

3.1. MpunoxeHue 1. CNNCOK CeKpeTOB

CekpeTt

Cnoco6 ayTeHTUduKauum cryxo /

CekpeTHoe C/ioBO

CepTudomkar KnmeHTa

KopHeBoii cepTudomkart

CekpeTHoe CNnoBo

CepTuchukat cepBepa CUCTEMbI

KopHeBoii cepTudmkat cepepa
CUCTEMBI

Basa faHHbIX, Naposib A
NOAK/OYEHNS

Basa faHHbIX, KTMEHTCKWIA
ceptudmkar

Ba3a faHHbIX, KOPHEBOL
ceptudpmkar

Cepsep Web-API, Ceptudmkar
KneHTa

Cepsep Web-API, KopHeBoii
ceptudpmkar

Cepsep Web-API, Ceptudmkar
cepsepa

Cepsep Web-API, KopHeBoii
ceptudpmkar

MecTo HacTpoiiku

JlokanbHble HacTpolikm / MogknoyeHe

NokanbHble HacTpoiikn / MoaknoueHne (cnyxoébl)

JokanbHble HacTpoiikK / MogknodeHne (Cnyxoéb)

JokanbHble HacTpolikm / CepBep CUCTEMbI

NokarnbHble HacTpoiikv / CepBep CUCTEMBI

JokanbHble HacTpolikm / CepBep CUCTEMbI

NokarnbHble HacTpoiikm / CepBep CUCTEMBI

JokanbHble HacTpolikm / CepBep CUCTEMbI

NokarnbHble HacTpoiikm / CepBep CUCTEMBI

JokanbHble HacTpolikv / Cepaep Web-API

JlokanbHble HacTpolikv / Cepsep Web-API

JokanbHble HacTpoliku / Cepaep Web-API

JlokanbHble HacTpolikv / Cepsep Web-API

HeoG6xoaumble
napameTpbl

MyTb

MapameTpbl
cepTucpmkata

Het

MyTb

MapameTpsbl
cepTudpmkara

Het

MyTb

MapameTpbl
cepTucpmkata

Het

MapameTpbl
cepTucpmkata

Het

MapameTpbl
cepTucpmkata

Het
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Maponb Ans cepepa ncxogsilei MaHenb ynpasneHus / CTpykTypa ob6bekTa / MyTb
nouThbl HacTpolikm nouThbl
Maponb SMPP ans «<bactnon-3 — MaHenb ynpasnexus / Hhopm MyTb
MHhopm»
Telegram Token gns «<bacTnon-3 — MaHenb ynpasnexus / NHopm MyTb
MHhopm»
CepTucukar ans nogkMoUeHns K MaHesnb ynpasnexunsa / Onepartopsb! U NosiHoMouus / MapameTpbl
OpenID Connect Monutnkm 6e3onacHocTn / ABTopm3auuns yepe3 OpenlD = cepTudimkata
Connect
KopHeBoii cepTudimkat ans MaHenb ynpasnexusa / OnepaTtopsbl U NosIHOMouUs / Het
nogkntodeHuns k OpenlD Connect Monutnkm 6e3onacHocTn / ABTopu3sauumsa yepes OpenlD
Connect
Maponb ans asTopmsauum Ha MaHenb ynpasneHusa / Onepartopbl U NOSHOMOYKSA / MyTb
cepsepe LDAP Monutnkm 6e3onacHocTn / ABTopu3aumsa LDAP
CekpeTHOoe cnoBo AN MaHenb ynpasnexua / MUH / LeHTp MyTb

nogknoyeHunii MLUH

CepTtudmkaT ans nogxaoHeHni Manensb ynpasnenua / MUH / LeHTp MapameTpbl
nuH cepTucpmkarta
KopHeBoii cepTudmkar s MaHenb ynpasnexuna / MUH / LieHTp Het

nogknoyeHunii MLUH

CekpeTHoe €/1oBO AN MaHenb ynpasnexus / Pennvkauus / dunnansl MyTb
NOAKMOYEHUIA pennukaumnm pennvkaumm

CepTudomkat Asis noaKIHYeHNi MaHenb ynpasnexus / NMUH / dunnansl pennvkauum MapameTpsbl
penavkauum cepTucpmkata
KopHeBoii cepTudpmkat ans MaHenb ynpasnenua / MUH / dunvansl pennvkauum Het

NOAK/OYEHNI pensimkaumum

SNMP Agent, V1GetCommunity MaHenb ynpasnexnust / SNMP AreHT / HacTpoiiku MyTb
SNMP Agent, V1SetCommunity MaHenb ynpasneHus / SNMP AreHT / HacTpoiiku MyTb
SNMP Agent, V2GetCommunity MaHenb ynpasnexnust / SNMP AreHT / HacTpoiiku MyTb

SNMP Agent, V2SetCommunity MaHenb ynpasneHus / SNMP AreHT / HacTpoiiku MyTb
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SNMP Agent, V3Password

SNMP Agent, V3PrivacyPhrase

CC TMK, Naponb

CC TMK, CepTtudomkat

CC TMK, KopHeBoii cepTudmkar

OPC Cepsep, CepTudmkat

OPC Cepsep, KopHeBoii
ceptudpmkat

Bce naponu gpaiisepos (nons tuna
Pass), nomeueHHble aTpuGyTOM
"|sSecretSourceSupported”

MaHenb ynpasnexnust / SNMP AreHT / HacTpoiiku

MaHenb ynpasnexus / SNMP AreHT / HacTpoiiku

Manensb ynpasneHus / CC TMK

Manenb ynpasneHus / CC TMK

Manensb ynpasneHus / CC TMK

MaHenb ynpasnexus / OPC Cepsep / HacTtpoliku

MaHenb ynpasnexusi / OPC Cepep / HacTpoiiku

YHuBepcasibHbIn KOHhUrypaTop ApaiBepos

MyTb

MyTb

MyTb

MapameTpebl
cepTucpmkarta

Het

MapameTpebl
cepTucpmkarta

Het

MyTb
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