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1. O6mue cBegeHus

[ApatriBep «bactnoH-3 — Domination» npegHasHayeH Ana opraHusaumMm HabawaeHus, NPocMoTpa

BMAE0APXMBA M yNpaBieHuA TenemeTpuel Ha 6ase unopoBsbix Buaeopernctpatopos Domination

n3 MK «bactnoH-3».

MepeyeHb OCHOBHbIX PyHKUUI ApaiiBepa:

® MPOCMOTP «KMBOTrO» BUAEO OT BCeX Kamep Ha paboyem mecte MK «bacTnoH-3»;

e OTOOpa)KeHWe MHTEPAKTUBHbIX MUKTOrpaMm TesieKamep U BUAEOPErncTpaTopoB Ha

rpadryecKkom nnaHe;

® POTOKO/IMPOBAHUE COObLITUI

oT

BMAEOKaHanosB

(oBbHapykeHue

ABUXEHUA,

I'IpOI'Ia,CI,aHMe/BOCCTaHOBJ'IeHMG BnaeocCurHana, I'IpOI'Ia,CLaHMe/BOCCTaHOB}'IEHMe CeTh,

cobbITuA dHAa/INTUKHN, PpaCNO3HaBaHNE HOMEPOB TPAHCNOPTHbIX Cpe,CLCTB),'

® POCMOTpP BMAE0APXMBA;

® ynpaBaeHUe NOBOPOTHbIMU BUAEOKaMEPAMMU, BKTIOYAA BbI3OB NPeayCTaHOBOK,

MepeyeHb AOCTYNHbIX COObLITUA U AeUcTBUA AnA apansepa «bactMoH-3 — Domination» yKasaH B

MpunoxeHuu 1.

Cepeep oDopyLoBaHKA
MK "BactmoH-3"

CoSbiTHA [
KomaHaw

CobbiTR | KomaHgel
wepes
RestAPl / WebSocket

Cobbimna / komaHgel
qepes
RestAPl/ WebSocket

Cepeep CUCTEMEI
MK "Bactmon-3"

Cobuitia /

KomaHaw

'BACTUOH-3 - MOCT 0xpaHbl

[ =1

/—'

RTSP
Yepes
TCP fUDP

Puc. 1. Cxema noaknoueHuii gpansepa «bactmonH-3 — Domination»

[na nonyvyeHua BUAEOMOTOKOB K/MEHTbl COEAMHAOTCA C cepBepamu Domination Hanpsmyto.

MNepepaya cobbITUI WU
obopynosaHua MK «bacTnoH-3».

KOMaH/A4, Yynpas/ieHMA BbINOJIHAETCA 4epe3 cepBepa CUCTembl U
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2. YcioBusa npuMeHeHus

2.1. Tpe60BaHUA K COBMECTUMOCTH
B Tabnvue 1 npusepeHbl TpeboBaHMA K TEXHUMYECKMM XapaKTEPUCTMKAM KOMMbOTEPa,
Heobxogmmble ana paboTtbl gpanBepa «bacTMoH-3 — Domination».

Tabnuua 1. CuctemHble TpeboBaHuA

MuHMManbHbIE PekomeHayemeble
(pna OAHOBPEMEHHOrO | (ann O[lHOBPEMEHHOr0
BbIBOAA 8 Kamep) BbiBOAA 16 Kamep)

Mpoueccop Intel Core i3 Intel Core i5

OnepatneHaa NamaATb 4Tb 8Tb

BupaeokapTta OuckpetHaa 1 Tb OnckpetHaa 2 b

OnepauynoHHble cuctembl Windows XP, Windows 7, Windows Server 2008, Windows Vista
He nopaepKMBaeTca BBMAY OTCYTCTBMA peanusaumm texHonornm Web Socket.

MNopaeprknBaemble onepaunoHHbie cuctembl (OC): Windows Server 2008 R2 m ctapwe, Windows
8.1 v cTtapue, a Takke OC Ha 6ase Linux.

Opaiisep pabotaert c MK «bactnoH-3» Bepcmun 2023.1 1 Bbiwe. Bepcua MO Domination 2.0 1 Bbiwwe.

Opaiisep nogaepkmnsaet paboty Ao 99 Buageopernctpatopos. MaKkcMmanbHOE KOIMYECTBO Kamep,
KOTOpOe MOXKeT bbITb A06aB/EHO K OAHOMY BUAEOPErncTpaTopy — 256 wr.

MaKcMMaibHOE KOIMYECTBO OKOH C *KMBbIM (TPEBOXKHbIM) BUAE0, KOTOPOE MOMKHO OA4HOBPEMEHHO
oT0b6pa3nTb B NOAM3KpaHe — 16 wr.

BHumaHue! B cryvae 8KAOYEHUA/OMKAOYEHUA UAU yOaaeHUs Kamepbl Ha pe2ucmpamope
Domination Heobxo0umo 3aHOB0 MOOKAYUMbLCA KOHueypamopom Opalisepa K
peaucmpamopy Domination, mak Kak nocnedHul He popmupyem cobbimuli 06 usmeHeHUU
KOHebueypayuu. B npomusHom cay4yae uHgopmayus o o0ocmynHelx ycmpolicmeax 86
dpatisepe moxcem 6bimb He aKMyasbHOU.

BHumaHue! B OC Windows, 0518 KoppekmHoii pabomesi dpalisepa Heob6xo0umo ycmaHo8UMb
aKkmyarnbHble 06HosneHus u3 «LleHmpa obHoeneHus Windows». B cnyyae ecau npu nepsom
3anycKke Opalisepa nooKAYeHUe K sudeopeaucmpamopy He ocyuwecmesnsemcs, U npouecc
VideoClient.exe He 3anyckaemcs, Heobxodumo ybedumecs, 4mo 8ce 0b6Ho8AeHUSA
YCMQaHOB/EHbI.

2.2. JluuieH3MpoOBaHUe

JlnueHsnpoBaHue gpaliBepa NPoU3BOANTCA MO YMUC/Y BUAEOKAHANOB.

O6paboTKa cobbITUIN aHANUTUKK (B TOM Yncne cobbiTUiA 0 pacno3HaBaHMKM HomepoBs TC) goCTynHa
TO/IbKO MPU HanMunM AONOAHUTENBHbIX NLEH3MN «bacTMoH-3 — Domination+» Ha KaXabl KaHan,
Nno KOTopomy TpebyeTca nosiy4aTb COObITUA aHANNTUYECKUX AETEKTOPOB.
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NnueHsnun «bactnoH-3 — Domination+» obecneymBatoT NoAydeHUE COObITUI aHANUTUKN, NepPeYEHb
KOTOpbIX NnpuseaeH B [MpuaoxkeHnu 2.

3. YcTaHOBKa M OOHOBJIEHHE JApaiBepa

3.1. YcraHOBKa ApaiBepa
B OC Windows gpaliBep ycTaHaBamBaeTtca B cocTaBe MK «bacTMOH-3» Kak OTAE/IbHbIA KOMMOHEHT

(Pvc. 2). Mpu ycraHoBke MK «BbacTMoH-3» B AepeBe YCTPOUCTB «BuaeoperncrpaTopbi»
Heobxoammo BbibpaTb «bacTMoH-3 — Domination».

Apaiisepbl 0bopyaosaHna

BribepvTte TUNE ApadBepos, KOMNOHEHTE! KOTOPLIX HeoBxogumo By eT 0BHOBMTE Ha BaleM KOMNbIOTEpE™:
ey

SecurOs FaceX
Suprema
Uface

4 Jpaiisepw ONC

4 | = | Bugeogpaiisepel

+'| Domination

Intellect
Intellect
Macroscop
SecurOS
Trassir

3 CreunansHeie Apaisephl

*DAHEE YCMAOHOGAEHHBIE KOMANOHEHM! munoe dpalisepos, komopsie 6ol He swfipanu, Bydym ydaneHbl

Hazag

Puc. 2. YcTtaHOBKa ApaiiBepa B coctaBe MK «bacTMoH-3»

Ona yctaHoBKM apansepa otaenbHo ot MK «BactnoH-3» B8 OC Windows HeobxoamMmo BbINOMHUTD
YCTAHOBKY C/1IeAyHOLWMX NaKeTOB:

1. ESprom.Taurus.Clients.VideoPlayer.msi
2. Drivers.Video.Domination.msi

Ona yctaHoBKM apaiiBepa otaenbHo oT MK «bactmoH-3» B OC Linux HeobxoAumMO BbINOJIHUTH
YCTAHOBKY C/1IeAyHOLWMX NaKeTOB:

1. bastion3-videoplayer_*
2. bastion3-driver-domination_*
3.2. OGHOBJIEHHUE ApaiiBepa

Mpu obHoBAeHnn AlMK «bacTtnoH-2» go MK «bactMoH-3» ¢ nomouwbto wrtaTtHoro MO «YnpaBneHue
cxemamu 6a3 AaHHbIX» NPOM3OMAET aBTOMATUYECKaA KOHBepPTaLMA AaHHbIX gpansepa. Mpu sTom
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nocne obHoBeHNs Heobxoanmo byaeT B KOHPUrypaTope ApaliBepa 3aHOBO HacTpouTb IP-agpec u
naposib NO/Ib30BaTeNA AS1A KaXKA0ro perucTpatopa. Ana Kamep HaCTPOMKKU aHANUTUKKM cbpocATes B
3HAYeHMA MO YMOIYAHMIO: BCE CTAHYT OTK/OYEHHbBIMM.

4. HacTtpouka

4.1. Hacrpoiika I10 Domination

MNepen pobaBneHMem ppariepa B [IK «bacTMoH-3» cnepyeT HacTpouTb cepsBepHoe [10
Domination. Ha cepsepe Domination gonxHbl 6bITb HACTPOEHbI MOAKAOYEHMA KO BCEM KaMepam,
KOTOpble MAaHMPYeTCA MCNONb30BaTb A/1A NPOCMOTPA BMAEO B MoAy/e MHTerpaumun. B nepsyto
oyepeab Ha cepBepe HeobxoanMmo A06aBUTb NOb30BaTeNa ans UHTerpaunm c MK «bacTnoH-3»,
KOTOpPbI ByAeT NCNo/b30BaTbCA B HACTPOMKAxX KOHGMIypaTopa B NapameTpax nogakntodeHuma. Ona
3TOro HeoH6xoAMMO NepenTM Ha BKNaAKy «be3zonacHocTb» WM 406aBUTb HOBOro NOJb30BaTeNs C
MaKCMManbHbIMM NpPaBamm, NM60 HAaCTPOMUTL NPaBa Yy OAHOTO U3 yXKe cylecTsytowmx (Puc. 3).

Domination Configurator 2.13 e | = o %
& swwm + - HacTponka BuaeocepBepa:; Buaeoc 192.168.22.254:7040
By iz @ (D) cramerwna F Osume B Ceme G’ Besonacnocts  EFY Bpewennbie sonbn ) ¥pawwwwe ([ Astomamusaumn ﬂ\ Cepauc

o= Buneccepeep BO1-IP-16-4

» om
= 68.22 2547040

&), Monsaooarenn (g Monmina GeaonacHosTH

User
¥poseHE gocTyna 10 '
Orpanwaesue Tpadnka, MENT/cek.  Ee

CeTesol wHTEphefc HCNONE30BATE BCS AOCTYNHEE MHTEpdERcEH -

3aA4TE HOBEIA NAPONE

OTMEHA

Puc. 3. flo6asneHune nonb3oBarensa B KOHpurypatope Domination

TakKe HeobxoAMMO OTMETUTb BCE Kamepbl, KOTopble 6yayT MCNo/b30BaTbCA B ApanBepe
«bactnoH-3-Domination» pgns  COOTBETCTBYHOLLEro MoO/b30BaTeNss Ha BKAagke «lMonuTuka
6e3onacHocTn» (Puc. 4).
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A ounp + - HacTtpoika eueocepeepa: Buneocepeep B 192.168.22.254:7040
£t o @ Beoonackeets B} Bosmmine sonel [} wpanwmnue [ Anomameauss -\ £r
Cepaep ToAkNKLEHHE HaCTPOiKE ADHME YNpABneHME
r [ Baneocepsep BITIP-16-4 1 -3 % -3 & - o3 &
e
-
VPOBEHb. LBC Ty
-
% a e = 1
- Obbesr TIOAKMSOMEHME HacTpoika @ Apwwa [ Ynpaanesde Sy fonkn. [ 38YKADME
b ] Brasocepesp BO
- B *ypean
e - amepa 1 DS, =
- - aanz =
- - Kauan ® = = =
- [p— 5
rl - fauena S -] -] =
- - aan = = =
- - -

- auan T

Puc. 4. Hactpoiika npas nonb3oBaTens Ansa Kamep

BHumaHue! B cny4yae, ecau yposeHb docmyna roae308amess, UCMNoAb3yrouulica 8 HaCmpoUKax
noodknroyeHus 0aa uHmezpauyuu ¢ K «bacmuox-3», 6ydem Hedocmamo4HsiM, mo odpalisep
«bacmuoH-3-Domination» He cmoxcem noay4ams cobbimus om Kamep, 8 0mMsaAA004HYIO KOHCO/b
«bacmuon-3» 6ydym nocmyname coobuieHus o6 owubKkax Access Denied.

Ona  ynpasneHuns TenemeTpuenn M3 apamBepa  «bactmoH-3-Domination»  Kamepbl B
BuAeopernctpatopax Domination aonkHbl 6biTb NoakntodeHbl Yepe3d ONVIF. Ha Kamepax, ans
KOTOpbIX AocTynHO PTZ ynpasneHwe, B HACTPOMKAX KaHasa HeOb6XOAMMO BKAOUYUTb MYHKT
«YnpasneHue» (Puc. 5). bonee noapobHO O HACTPOMKax TeNEMETPUM MOXKHO O3HAKOMWUTLCA B
PYKOBOACTBE HA KOHUrypatop Ana suaeo cepsepa Domination B nyHKTe «PTZ ynpasneHue,
peaakTMpoBaHUe Npeano3nLmmny».

Yrpasnexme ¢
TpesomHBIE BXOObI 1 -
TpeBO¥HbIE BLIX0gbI 0 -

Puc. 5. BKioueHWe ynpasneHus Tenemetpuent

BHumaHue! [palisep «bacmuoH-3-Domination» obecrneyusaem ynpasaeHue menemempueli
mornbKo ¢ cepsepamu Domination He Huxce sepcuu 2.1.x.x. B cnyyae Heobxodumocmu obHo8neHUs
mekyweli gepcuu cepsepa Ha bosiee 8bICOKYIO ciedyem 0b6pamumecs 8 MeXHUYECKYIO MO0OepHCKY
000 «BUTIAKC+».

BHumaHue! Heobxoduma obsa3amenbHAs HACMPOUKA CUHXPOHU3AYUU 8pemMeHU C ntp-cepeepom u
YKa3aHue KoppekmHoli epemeHHOU 30HbI 8 sudeopeaucmpamope «Domination». B npomusHom
cnyyae, rosay4yeHue 0palisepom apxusHo20 8Udeo nomoka byodem rnpoucxooums HEKOPPEKMHO, CO
cMeweHuem epemeHU OMHOCUMesbHO /10KAAbHO20 8peMeHU sudeopeaucmpamopd.

Ona nonyyeHuns sBuaeonoToKa ucnosbayerca nopt RTSP 7005, a ansa nosy4eHUs NoToKka cobbiTui
oT cuctembl Domination ncnonb3yotca nopt REST APl 7004 (Puc. 8). laHHble NOPTbI HACTPOEHbI B
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KoHdUrypaumum cepsepoB «Domination» no ymonyaHuio HaunHan c sepcum 2.0.x.x. B cnyyae, Korga
TpebyeTca WX nepeHacTpoika, Heobxoaumo obpatutbca B KomnaHuiwo OO0 «BUMAKC+» 3a
KOHCy/AbTaumen, noapobHee 0 KOHTAKTaX MOMKHO Y3HaTb Ha caiTe https://domination.one/.

4.2. lo6aByieHue ApaliBepa

Ona HacTpPoOMKM cUCTEMbl CHayana HeobxoauMmo Ao06aBuTb gpaliBep «bactMoH-3 — Domination»
(Puc. 6).

[EI BacTtwoH-3 — MNMaHent ynpaeneHka Onepatop: g

OCHOBHOE MeHi0 ¥ [lpaWBepbl ¥ CepBepbl 0bopynoBaHUA

4 7 Cepeepsl 060pYA0BEHNA ([
§ AVM-ASTRAX64-3 Domination
4 B AVM-ASTRAXG4-4 | Twn opalieepa:
#2 Domination | EacTWoH-3 - Domination

g AVM-ASTRAX64-8

Puc. 6. Jo6aBneHue gpanBepa «bactmoH-3 — Domination» B cucremy

JobasneHue ppaiisepa B K «bacTMoH-3» onucaHo B AOKymeHTe «bacTuoH-3. PykoBOACTBO
agMUHUCTpaTopa».

4.3. HacTpo¥ka BUAEOK/IUEeHTA

HacTpolika BUAEOKIMEHTa ABNAETCA 06LLEel ANA BCceX ApaliBepoB BUAEOHabN0AEHMA U ON1CaHa B
AOKyMeHTe «bacTnoH-3. PyKoBoACTBO onepatopay.

4.4. HacTpo¥Ka CBOMCTB ApaiBepa

HacTpoiky apaliBepa MoXKeT ocylecTBnATb Aoboi nonb3osatens MK «bacTMoH-3», nmetowmi
HeobxoaMMbIlA ypOBEHb MNOAHOMOYMIA, C nboro paboyero mecrta. MpU HaKaTUM  KHOMKMK
«KoHourypatop» (Puc. 7) B 6noke «bactmoH-3 — Domination» Ha 3KpaHe NoABMTCA FMaBHOE OKHO
KoHoUrypatopa gpansepa (Puc. 8).

OcHoBHoe MeHio ¥ [ipaiieepl

B3 Cepsepbl 060pyn0BaHNs @ YnpasneHue apaieepamu (_1; CMHXPOHN3aLINA BpEMeHN [lononHuTensHsle nons
BB o akiuposakue cnucka cepeepos e i Us A LORK= CenRenoR HacTpoiika ra) S R et e o e

Domination

K

Konurypatop

Puc. 7. KHONKa OoTKpbITUA KOHdUrypaTopa apansepa «bactmoH-3 — Domination»
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OcHoBHOe MeHIo ¥ [lpaiBepbl ¥ Domination. Kondwurypatop

|+ - & &

MoHCK... Q | MapameTtpsl | KoHdurypaums  [loYepHue yCTpOMCTEa

4 | Dominationl

4 [ BupneoperucTpaTop 01

5 Kamepa 2 v HacTpoiikn aBTopu3aLm
% Kamepa 3 T
Wwma nons3osatens
% Kamepa 4
2 Kamepa 5
&2, Kamepa 6 ~ HacTpoikn BpeMeHn
3 Kamepa 7 Yacoeol nofAc Camapa (MCK+1, UTC+4)
% Kamepa 8 ~ HacTpoiik1 noaknoYeHna
IP-appec 192.168.22.170
MopT Rest API 7004
MopT RTSP 7005

BKAHUTE OTA3A04HEIE cooblieHuaA | Het

HazgaHue BupeopeructpaTop 01

Tvn ycTpoWcTEa Cepsep

Puc. 8. Konduryparop gpaiisepa «bactnoH-3 — Domination»

4.5. HacTpoiika BUAe0operucTpaTopoB

Ons pobaBneHua BuaeoperucTpaTopa HyXKHO BblIOpaTb KOPHEBOW y3en B AepeBe YCTPOWUCTB U
HaXaTb KHOMKY «+» Ha NaHe/In MHCTPYMEHTOB (PMC. 9). Mocne atoro OTKPOETCA OKHO ,CI,O6aBJ'IeHMﬂ
BMOEOPErNCTPATOPa, B KOTOPOM MOMKHO YKas3aTb 4YMCNo AobaBnsemblx permcrtpatopos. [pu
Ha*KaTum KHonKkn «OK» Tpebyemoe Yncio BuaeoperncTpaTopoB byaeTt 4o0b6aBAEHO B cUCTEMY.

Onsa paboTbl C BMAEOPErUCTPATOPOM HEOHXOAMMO HACTPOWUTb COOTBETCTBYHOLIME MapamMeTpbl
nogKkntoyeHua. [na 3Toro HyXXHO BblGpPaTb pPerucTpaTtop B AepeBe YCTPOMCTB U HA BKAAgKe
«[MapameTpbl» yKa3zaTb «IP-agpec», «Mma nonb3osaTtena» u «lfaponb». TakxKe B none «HaseaHue»
MOXHO NMOMEHATb MMA permuctpaTtopa (Puc. 9).

B none «lMopTt Rest API» HeobxoaMmo yKa3aTb 3HaYeHMe NMopTa, UCNOJIb3yeMOoro Ans Mnoay4yeHus
cobbITMIM OT pernctpaTtopa (no ymonyaHuio 7004).

B none «Mopt RTSP» HeobxogmMmo ykasaTb 3HayeHue nopTta RTSP, ucnonb3ytoweroca ans
nosly4eHna BUAEO CUrHaNa OT pernctpatopa (no ymonyanuto 7005).
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Bacrion-3 - MNanens ynpasnenns Oreparap: g - O *
OcHoeMoe menio ¥ [Opadieeps # Domination. Koudgwmryparop
+--|8 9
T o[
[« B Dominstion
B Bugeopervemparep 01
¥ Ofiepe napametpa
Anpac
|l .Bvﬂe:\pem:?pmnp o1 155
| .Tun YETPOACTEA .Eepse: |

= HacTpniis aETOp#IaipN

Wmr nonssosarers root

Napotes L
= Hacrpodinn spessrn

Yacosoi noRc Maocxea (MCK, UTC+3) ~
™ Hactpodion nogca s

IP-agpec 192.168.22.170

.f‘-sp- Rlest API j?ﬂ“

Nopr ATSP ;005

DBRzaTENEHER NEpaVETR
Tonexo uteHe

Puc. 9. lo6asneHne BuaeoperucTpatopa B KoHduUrypatope apaiisepa

B none «Yacosoi nosc» HeoH6XoAMMO yKa3aTb 4acOBOWM NOAC pPerncTpaTopa, B NPOTUBHOM C/y4ae,
cobbiTa apaiisepa 6yayT nonagatb B npoTtokon MK «bacTMoH-3» ¢ HeBepHbIM BpemeHem. Mo

YMO4aHUIO 4YacoBOM NOAC BbICTaBnAeTcA B «30HaA cepBepa CUCTeMbI», 4YTO O3Ha4aeT, 4TOo

BUAEOPETrNCTPATOP U cepBep CUCTembl MK «bactnoH-3» HaXxo4ATCA B O4HOM 4aCOBOM MNoOACeE.

MNocne BbINONHEHUA HACTPOEK UX HYKHO COXPaHUTb, Ha*XaB Ha COOTBETCTBYHOLLYHO KHOMKY.

[obaBneHne BMAEOKAMEpP MPOUCXOAUT C MOMOLLBbID KHOMKM «MmnopT uM3 obopyaoBaHMA» Ha
BKNaake «KoHdurypaumsa» (Puc. 10). NMpu HaxKaTUK Ha HEE NOABUTCA CMUCOK Kamep, NONyYEHHbIN

OT BUAeoperncTpaTopa.

Bactatan- 3 - Manens ynpasnesus Onepatop: g
OcHoeHoe MmeHw ¥ [paiieepe ¥ Domination. Kouduryparop

AX|+—|®a -

| Plowse Q.| rfapaue Kosgurypausa

| 4 Bl Domination
| MMnopT KoHGUrypaumm

flna koppexTHod paBote gpaieepa “Domination” HeoGX0AMME CHHXDOHHOCTE KOHGUIYPALMA B ADaRERDE ¥
oBopyaoBaHKM.

+ B Bugeopericrparop 01
Bl Busecpermcrparcp 02
B Busecpermerparap 03

Brwmarmel Mpr wunopTe mockeT BeiTe yTEPAHA TEKYILER KOHGHIYDAUMA, EKIFUER CLUEHADMM, DEAKLMH HE
ColBITHA W MKOHKK YCTRORCTE Ha NNaHaK.

%’f’.} Musnopr us nﬁnp}',qcsanun! [ S ———

3KCNOpT KoHdWrypauum
COXpaHEHME KOHEHIYPaLMm. MenoneayeTca ANA BwrpYINE KOHEUIYRAUME NO 3ANPOCY CAYKBy Tex,
MOAIEPHIA.

E SwcnopT B dadin |

Puc. 10. UmnopT Kamep BuaeoperucTpatopa
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4.6. HacTpoiika cepBepOB aHAJIUTUKU

Ona pnobasneHns cepBepa aHa/IMTUKN HYXXHO BblOpaTb KOPHEBOW Yy3en B AepeBe YCTPOMCTB U
Ha)KaTb KHOMKY «+» Ha NaHenu MHcTpymeHToB (Puc. 11.) MNocne 3Toro oTkpoeTca oKHo aobaBneHun
cepBepa aHAMNTUKN, B KOTOPOM MOKHO YKa3aTtb YMNCNO AO6aBHHEMbIX cepBepoB aHaNAUTUKW. lMpu
Ha)kaTum KHomnku «OK» Tpebyemoe 4ncio cepBepoB aHaUTUKK byaeT nobaBneHOo B cucTemy.

Ona paboTbl C cepBepom aHAMTUKM HEOBXOAMMO HACTPOUTL COOTBETCTBYHOLIME MApameTpbl
nogKkntoyeHna. Ona atoro TpebyercA BblOpaTb cepBep aHANUTUKM B AepeBe YCTPOUCTB M Ha
BKNnagke «llapameTpbl» yKasaTb «IP-agpec», «Mma nonb3osatena» mn «lfaponb». TakKe B none
«Ha3BaHMe» MOXHO NOMEHATb MMA CepBepa aHAIUTUKMN.

B none «[MopT cepBepa aHaAUTUKN» HEOBXOAMMO YyKa3aTb 3HAYEHWE NOPTa, UCMONb3YEMOrO ANA
nosy4yeHuna cobbiTUIA OT cepBepa aHaNUTUKM (No ymonyaHuto 5000).

B Bactuon-3 - lNanens ynpaenequa Onepatop: q - [m] X
| OcnoBHoe MeHro ¥ [paiisepul  Domination. Kondurypatop
|

| - &

| Mo Q Mapametpsi
4 [ Ipaiisep

| B Cepeep amanumucy

|P-aapec 192.168.22.170

Wma nonesosatens bastion

Mapone | esesess

MopT cepBepa aHaNKTHKA 5000

BrntounTs oThagouHsie coobuierng | Her v

Hassanue Cepsep aHanuTWKM oY%,

OfrzaTenEHEId NapaMeTp
Toneko uteHne

e ————————

Puc. 11. lo6aBneHune cepsepa aHaIMTUKN B KOHUrypaTope apaiBepa

BHumaHue! Mopm, ucnons3dyemsili 048 pabomsl ¢ cepeepom aHAAUMUKU (MO0 YMOAYAHUIO
5000), 0onxieH 6bimb c80600eH U He 3aHAM Opyaol npo2pammoli, 8 MPOMUBHOM cray4vae
Opatlisep He b6ydem noayyams cobbimus AHAAUMUKU, @ 8 0mMaAAa004YHY0 KOHcosnb [1K
«bacmuoH - 3» 6ydem npuxodume owWUBKA. 3M0o makice omHOCUMCcA U K 0pya2um nopmam
(REST APl u RTSP). B cay4ae, ecau HoMep KaGKO20-mo nopma rno yMosa4YaHuro 3aHAm opyeaoli
npozpammoli, 3ameHume e2o n11bbiM c80600HbLIM U BHECUMe coomeemcmeayouue npasxKu
Kak 8 pecucmpamope Domination, mak u 8 KOHgu2ypamope opalisepa.

BHumaHue! [JobasneHHble 8 MOMeHMe cepgepa aHAAUMUKU d8mMomMamu4yecKku Moasamcsa 8
cnucKe «[lTpusA3aHHbIl cepsep aHAAUMUKU» pa30ena HacmpolKu sudeokamep.

BHumaHue! [pu nepexode u3z K «bacmuoH - 2» 6 [IK «bacmuoH — 3» nepeyeHb
umerowuxca 8 pasdene «/[palisep» cepsepos8 aHanumuku b6ydem o4vuuwjeH. [Mosmomy
Heobxodumo 8py4Hyo 00b6asume U Hacmpoume cepsep(bl) AHAAUMUKU.
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4.7. HacTpoiika napaMeTpoOB BUJeOKaMmep
CTpaHuL,a HacTPOMKN CBOWUCTB BUAEOKamep npmseseHa Ha Puc. 12.

\EI BacTtnoH-3 — Makens ynpaenedna OnepaTtop: g [m]

OcHoBHOe MeHo ¥ [lpaieepbl $ Domination. Kondurypatop

H x| &

Mouck... Q.|| napametpsl |

4 | dmn

b 8 ‘ |j-.| KONWpoBaTs NapaMeTphl B APYrie YCTPOMCTES...
4 & BupeoperncTtpatop 22.254
% cam 1 samsung ~ 06lWe napameTpsl
&2 Kawmepa 3 Appec 7
% Kamepa 6
E HazgaHue Kamepa 7 N

% Kamepa 7

Twn ycTpoRcTBa Tenekamepa
B Cepsep aHanuTuku

|

» B BugeopervcTpaTop 22,170 OcHoBHEIE HICTPOMKN

InnTensHocTL 3anvck (parmedTa (cekyHa) 10

JocTynHo yrnpasnexne FTZ Het

Wcnons308aTe KaMepy AKTHEHZ

<

~ HacTpoiikn aHanuTuKn

Homep KaHana NpWBA3aHHOMD CEpBEPa 3HANUTUKK 0

MpUBA3IaHHLIA CEpPEER aHANMNTUKKM CepBep aHanWTUKK

PaspelluTe cobbITuA oT AETEKTOPa aHAMNTUKK Oa

PaapeLume cobbITHA pacnosHaBaHWA aBTOMOBK MBHBIX HoMepoBs Na

SEAESKS

COXpakATE M306paMenna PACNOZHaHHOMO HOMEPE B Ga3e Oa

HoMep KaHana NPMBA3AHHOIO CEpBEpPa aHANMTHKKH
Lenoe 4ywucno, oT 0 go 255

Puc. 12. CtpaHuuUa CBOMACTB BUAEOKamepbl

Ha3saHue — 3aaaeT Ha3BaHUe Kamepbl B MK «bacTMoOH-3» (He A4oNXKHO NpeBbIwaTb 255 cumeonos).

AnumensHocms ¢paesmeHma 3anNuUcU — YKasblBAeTCA NPOAO/INKUTENbHOCTb 3aMMCU apxuBa no
KOMaHAe «3anucatb pparmeHT».

HocmynHo ynpasneHue PTZ — chnepyeT BKNOYUTL B KOHOUrypaTope cepeepa Domination, 4ytobbl B
MK «BbacTMOH-3» nNOABMAUCL 3N1emMeHTbl ynpasneHna PTZ pnAa Kamepsbl. [locne BKAOYEHMA
ynpaBneHua Ttenemetpuen Ha cepsepe Domination, KoHdurypaumto HeobxoaMMO 3aHOBO
MMMNOPTUPOBATL B AparBep. TakKe ANA KOPPEKTHOM paboTbl MpWM HACTPOWKe YynpaBaeHuWA
TenemeTpueln B KoHpurypatope Domination Heob6XoAMMO HaKaTb KHOMKY «MOAKNHOYUTL Yepes
ONVIF» nnbo aBTOMaTU4YECKM, NMBO BPYUHY!IO.

Ucnonvzosame kamepy — ecam «[la», oT Kamepbl b6yaytr dopmuposatbca cobbitua B MK
«bacTnoH-3» n Kamepa byaeT 3aHMMaTb TNLEH3NIO.

Ona dukcaumm B MK «bacTMoH-3» cobbITUIM aHANUTUKM, HEOBXOANMMO YCTaHOBUTL «[a» B MyHKTe
«PaspewnTtb cobbITUA OT AETEKTOPA AHANIUTUKNY.

Ona dukcaumm B MK «bacTnoH-3» ¢akToB pacno3HaBaHMA HOMEPOB TPAHCMOPTHbIX CPEACTs,
HeobxoaMMo yCTaHOBUTL «[la» B NyHKTe «Pa3pewnTb cobbITUA pacno3HaBaHUA HOMEPOBY.

[na coxpaHeHua wu3o0bpaxkeHMA pacno3HaHHOro Homepa B 6ase HeobxogMMO OTMETUTH
COOTBETCTBYHOLWMM MYHKT.
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[na  KoppekTHoW paboTbl BUAEOKaMepbl C CEPBEPOM  aHA/NUTUKM  HY)KHO  BbIBpaTb
COOTBETCTBYIOLLEE 3HAYeHWe B BbiNajarolem crnucke «lpuMBsA3aHHbLIA CepBep aHANUTUKU» U
yKa3aTb «Homep KaHana NpuMBsA3aHHOIO cepBepa aHaAUTUMKM» (NnoapobHee cm. pasgen 4.9).

BHumaHue! [ns ¢ukcayuu 6 [MK «bacmuoH-3» ¢akmoe pacrno3Ha8aHUs HOMepos
MPAHCNOPMHbIX cpedcme  makie Heobxooumo ycmaHosume «[a» 8 nyHKme
«Pazpewums cobbimus om 0emeKkmopa aHAAUMUKU».

BHumaHue! [emekmop OsuxceHUa He A8aAemcAa 0emeKmopoM aHAAUMUKU. Ymobebl
noay4yams cobbimue «3aghuKkcuposaHoO OsuxceHuUe», Heobxo0umMo rnocmasume Kamepy Ha
OXpaHy 8 uHmepgelice knueHma Domination, @ makxe nocmasume Kamepy HA OXPAHY,
8b/3608 MeEHIO KamMepsbl HA rnaaHe 8 bacmuoHe. [lna asmomamu3ayuu npouyecca MOHCHO
80CM0/163080MbCA «CUyeHapuamu bacmuoHa» u s8bibpams coomeemcmsyrowue delicmsus
0715 Kamepeol (cm. lMpunoxceHue 1).

4.8. HacTpo¥Ka nojib30BaTe/ibCKMX COObITUNA
,U,I'IFI NCNO/Ib30BaHUA MO/b30BATENbCKMX COObITUN CHavana HeO6X0,CI,MMO CO034aTb MaKpOCbl Ha

cTopoHe cepBepa Domination. s 3Toro B KoHoUrypaTope cepsBepa HYKHO OTKPbITb BKAAAKY
«ABTOMaTM3aLma» 1 BblbpaTb «Peakumn» (Puc.13).

Domination Configurater 2.13 al| - o x
ST + — Hactpoiika Bugeocepeepa: Bi 192.168.22.254:7000
B Az o KR Osume o2 Ceo QY besonacwocrs [ Boemennwie soubi [ Xomwmme [ Asromamvaawnn W Cer

o= Bupeocepeep BO1-IP-16-4 cossirun [E[ Peany

f— :'ﬂ:?P'J'F" m g i
+ [o6aBuTL MBKPOC
Alarm Cam 12
1.-"E5°BM SATjRSE ljpAT 1
2."| EB°AB -“lEEM
3. —"ieb"BM DA"IIHSE m'juA° 5

109148
65535, =¢5°BM DA"|uSB

Npepnosuyus 3

Puc.13. Makpocbl B KOHPUrypatope cepsepa Domination

Co3zgaamm makpoc «Mpegnosvums 3», KOTOPbIA MeHAET NO3ULMI0 NOBOPOTHOM KamMepbl, HaKaB
KHOMKY «[Jo6aBnTb Makpoc» (Puc. 14).
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MNpegnozvuywa 3

Komanna ApryMeHT AHaveHne

Au Npeanosuuyus KaHan7 - 3 " - n v 5 -

+ JdoGasuTe KOMaHay OTMEHA

Puc. 14. Co3pgaHue maKpoca

BHumaHue! [lns KoppeKmHo20 3arycKka Ha 6bIMoAHEHUE MAKPOKOMAHO 0palisepom OHU
donMHbl UMems ums, coomeemcmeyrouwee opmamy: «llopsdkossili Homep. HazeaHue
MAKpPOKOMaHObI». Hymepauyua donxcHa HavuHamescs ¢ 0. lone “lNopadkossili Homep” 00aMHO
umems YHUKGbHOe 3HaYeHue 0715 8ce20 CrUCKA MAaKpocos.

Makpocbel, Ha38aHUA KOMOPbLIX He coomeemcmasyrom YyKa3aHHoMy ¢opmamy, Opalisepom
8bINoAHAMCA He 6ydym.

Mocne 3TOro HeO6XOAMMO COXPaHWUTb WM3MEHEHMA W NeperTM Ha BKAagKy «Cobbitna» —
«Monb3oBaTenbckue» (Puc.15).

Domination Gonfigurator 2.13 B[R =ERE

Sanep + - Hactpoiika Bufeocepsepa: Bl 192.168.22.254.7000
B Az @ * OBume .595 Cer G BEIONAcHOCTY % IPEMENHBIE JOHBI Q Xpanunnue FrE' ABTOMATHIBLMA n\ cep
s g .E:;zg_s?q_:_eﬁzte:eoljﬂ‘l-\P-‘\Gﬁi m CobbiThn _E[‘ Z

Nonsaonatenscrme

Mpaea Peakumn Mosenenma
W0 s 109E - 3awoao ~

10 & Npeanosiumn3 - B ouspep ~

HMMEIOTCA HECOXPAHEHHbIE HIMEHEHHA

Puc.15. Co3gaHue no/1b30BaTe/IbCKOro cobbITUA

[anee HeobxoauMmo co3gaTb HOBOE CObObITME WM B BbINAJAlOWEM CMUCKe BblbpaTb paHee
CO34aHHbIM MaKpoc. [locne coxpaHeHUs WM3MEHEHW MaKpPOC CTAHOBUTCA AOOCTYMHbIM ANA
BbINOJIHEHMA.

BHumaHue! [Mpu usmeHeHuUU NMOpAOKOB020 HOMEPd MAKPOCA Ha cepgepe uau dobasneHuu
HOB020 MAKPOCA HEObXOOUMO 8bINOAHUMb MOBMOPHOE MOOKAYEHUE K peaucmpamopy. B
npomusHom cay4yae obHoBaeHuUe OaHHbIX 0 00CMYIHbLIX CUEHAPUAX HAa CmopoHe Opalisepa He
npousotioem.
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[Ona BbINONHEHMA CO3[AHHbIX MAKpPOKOMaHA apansepom «bactmoH-3-Domination», Hy»KHO
co34aTtb cooTBeTcTBYOWMN cueHapuit B K «bactnoH-3». Ona 3toro B moayne «[llaHenb
ynpasneHus» cnegyet BblbpaTb «OcHOBHOoe MeH —» O6paboTka cobbitnit - CueHapuu u
peakumn». ocne 4yero cnegyeTr €o34aTb CUEHAPUMA M yKas3aTb ero Ha3BaHWe. 3aTeM HaXKaTb
«[JobasuTb gericteme», BblbpaTb U3 CNUCKA BUAEOPErUCTPaTOp M yKasaTb B napametpe «Homep
OENCTBUA» HOMepP M0JIb30BaTeIbCKoM KoMaHAabl Domination (Puc. 16).

AobaeneHue aelcTBUA

o=,

alln
4 & Demination = -Bunom-um: AelicTene
4 B Bugssperverpatap 01
& Kamepa 1
5 Kawepa 2
Zy Kawepa 3
& Kaweps 4
& Kamepa 5
& Kamepa b
Zy Kauspa T
5 Kawepa § MNapameTpel
s Kawepa 9 v | Howmep aeiicravr: |3 ||

Puc. 16. lobaBneHue aencTeunii B cueHapui

3aTeM HyXHO HaxaTb «OK» u no6aBuTb cobbiTME, KOTOpoe byaeT ABNATLCA TPUITEPOM 3amnycKa
cueHapus (Puc. 17). Nocne coxpaHeHUA U3MEHEHMIA HAaCTPOMKY MOXHO CUMTATb 3aBEPLLUEHHOM.

JobaeneHne Tpurrepa-cobeitua

Tpurrep-cobuTMe 3aNyCkaeT BuINGAHEHWE CUEHADHA NPW BOSHMKHOBEHNN B cMCTeMe CODLITMA OT YCTPOACTES, COOTERTCTEYHOLER 330aHHLIM B TRUITEpE
YCAOBUAM.

OcHoBHOE yonoBKUe

AR Al

4 & Domination =
q: ;03-‘-;2;:;Crf(790";_3 [ JHUKTHPOBIND AEHKEHHE
& Kawepa 1
% Kawapa 2
2 Kawaps 3
o Kawepa 4
&y Kawapa §
2y Kawepa §
& Kauepa 7
2y awepa 8
2 Ksuepa 8

BOCCTAHOBREHIE ERAECCHNHANE
Buezn TC "%nb'

Bowesa TC "%nb

3aceaTea o bEATHES KAMEDH

Sameninenve SEnekTazE KAMEPS

Indukcuponan Bxos & 2any

e Kawepa 10 FaMKCHpORAND ETORMEHIS B 30y

Puc. 17. lo6aBneHune Tpurrepa-cobbiTa B cLEHAPUA

4.9. HacTpo¥Ka COObITUNA aHAJIUTUKH

Onsa nonyvyeHma cobbiTUiA aHANUTUKM HEOBXOAMMO YCTAHOBUTb M HACTPOUTb CEpPBEP AHAIUTUKM
Domination Analytics Service, a Tak»ke ero KoHourypatop Analytics Configurator. Mo 3aBepweHumn
YCTAaHOBKM aBTOMAaTUYECKU 3anycTtutca cayxba cepBepa aHaAMTMKM c Has3BaHuem NetVideo
Analytics Server co cheayloWMmM HaCTPOMKaMM MO YMONYAHUIO:



&! bactnoH-3 — Domination. PykoBOoACTBO aAMMUHUCTPATOPA 16

— JlorvH 1 naponab admin;
— MopT: 5000;
— TMopT 6a3bl AaHHbIX 5432.

Ona noapobHOro 03HaKOMJIEHUSA C YCTAHOBKOW M HAaCTPOMKOM cepBepa aHa/MTUKK obpaTtuTech K
OOKymeHTy "PykosoactBo Domination Analytics Service", pa3smelleHHOMy Ha caiTe
npoussoauTens https://domination.one/download/d-dominationbr-analytics-service/

OpaiiBep «bactnoH-3 Domination» B3aMmoaencTByeT C CepBEPOM aHaAUTUKKM no nopTy 5000 (Pwuc.
11.) c¢ wucnonb3oBaHuem «WebSocket API». Ha cepBepe aHaiUTUKM HeobXoAMMO CO34aTb
nonb3osaTena U gobasBuTb ero B rpynny «Mosnb3osatenu». (Puc. 18)

4 AZMMHMCTPATOpSI mA Noas30BaTENA
O admin
OnepaTopsbl
4 [lons20Barenu %
o
@ bastion
O oper

HoBsli napons

Puc. 18. flo6aBneHne nonb3oBaTens Ha cepeepe aHanuTukn Domination
Analytics

JlorvH n naponb 3TOro No/sib3oBaTens UCMONb3yeTca ANA NOAKAYeHUA apaiBepa «bacTMoH-3
Domination» npu ao6asneHnn cepBepa aHaINTUKN.

MonyuyeHune cobbITUI aHANUTUKM BKNIOYAETCA B HAacTpOWKax Kamepbl (Puc. 12). [lns 3TOro Hy»KHO B
Kombobokce «Pa3pelwmnTb cobbITUA OT AETEKTOPA aHANUTUKMY» BblOpaTb «[a».

[na nonyyeHua cobbiTUIA O pacnO3HAHHbIX aBTOHOMEpPAX HE0HBX0AMMO [OMNONHUTENBHO BKAOUYNTD
«Pa3pewnTtb nonyyeHne cobbITMN pacno3HaBaHMA aBTOHOMepPoB» U «CoxpaHATb M306paKeHus
pacrno3HaHHOro Homepa B 6a3zex». MNocne 3Toro HeobxoaMMo B KomboboKce «lpnBA3aHHbIN cepBep
aHaZMTUKM» BblIbpaTb A00aBNEHHbIM paHee cepBep aHAAUTUKM (cm. n. 4.6) M HacTpouUTb
COMNOCTaB/IeHME Kamepbl B KOHPUrypaTope ApaiiBepa M HOMepa KaHana, K KOTOpoOMy NpuBA3aHa
Kamepa Ha cepBepe Domination Analytics.

B none «Homep KaHana aHaAUTUKM» HEOBXOAMMO BBECTM HOMEP KaHana aHa/IMTUKK, HA KOTOPOM
BeAeTCcA pacno3HaBaHMe aBTOHOMepoB Ha cepsepe Domination Analytics. 9ta MHPopmauus
HaxoauTca B daiine HacTpoikm cepsepa Domination Analytics (nogpobHee o pasmelleHMn U
CTPYKTYpe daina cm. MpunoxkeHue 3).

Ha Puc. 19 noKasaHo, Kak HalTu Heobxoammble napameTpbl B dalinie HACTPOMKM cepsepa
aHanuTukm Domination gna sanonHeHua nona «Homep KaHana aHaAUTUKN Y.


https://domination.one/download/d-dominationbr-analytics-service/
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3TO BHYTDEHHBIN HOMED HarmMeEpbl CEPEEPa aHAMMTHEHM
"Domination”. 3ToT Homep ByaeT Ha eguHMLy
EeHblle, Yem ajpec Kamepbl B KoHtbUrypaTtope.

Hacrtpofiky koHdmrypatopa
"Homep HaHana aHaaMTHKK"

B3ATb OTCHO4A.
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Puc. 19. ConoctaBneHne Kamepbl B KOHPUrypaTope gpalBepa U KaHaia Ha cepBepe aHAIMTUKU

BHumaHue! ModpobHee 0 KOHuU2ypayuoHHOM ¢aline cepsepa aHAAUMUKU cM. [MpunoxceHue 3. B cayyae
B803HUKHOBEHUS npobsiem ¢ nooKs4YeHUeM K cepsepy aHaaumuku Domination 8 omsaadoyHyro KOHCO/b
BbacmuoH-3 6ydym npuxodums cobeimus 06 owubkax (Hanpumep: Domination.Protocol Reg ListenEvents:
Unable to connect to the remote server, source: System.Net.WebSockets.Client). B maxkom cay4yae
nposepbme HacmpolKu nopma, nposepbme, 4YMO A02UH U NAPOAL C€08NAdAIOM C OOHUM U3
nose3oeameseli, HacmpoeHHbix 044 cucmemsl Domination, makxce nposepsme He 3aHAM AU nopm opyaoli
npozpammodi.

5. Pa6ora c BugeocucreMmou

Opaiieep  «bactMoH-3 — Domination» npegocTtaBaseT  BO3MOMHOCTb  MOJ/Ib30BATE/NIO
NPOCMaTPUBATL XKMBOE N apPXMBHOE BMAEO C pernctpatopos Domination. YnpaBnATb pekumamu
3aMUCU WU YNpPaBAATb MNOBOPOTHbIMM Kamepamu. Pabota ¢ BMAEO OnNMcaHa B AOKYMEHTe
«bacTnoH-3. PykoBoacTBo onepatopa» B pa3aene 9 «PaboTa c Buaeo».

BHumaHue! B apxusHom okHe Opalisepa «bacmuoH-3 — Domination» docmynsl MoOsbKO
cnedyrouue delicmeus:

1. BocnipoussedeHue apxusHo20 8UO€0 (MOMbKO 8 MPAMOM HAMpPAsAeHUU),

2. [laysa,

3. Bbibop 0amei u 8pemeHu NpocmMompa apxusda.

[NA BKAOYEHUS W BbIKNHOYEHMA 3aMMCUM C MJ1aHa HeobXoAMMO COOTBETCTBYHOWMM 06pasom
HacTpouTb 3anucb B KoHodurypatope Domination. MyHKT B mMeHt0 Ha nnaHe «MK BacTMoH-3»
«BKNOYNTbL 3anucb» BKKOYAET 3anNUCb apxMBa Ha Kamepe B pexume «Bcerga. Bce Kagpbi». ITa
HacTpoWKa BpeMeHHasi, OHa He COXpaHaeTcA B KoHourypauum cepsepa Domination. Mpu cmeHe
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BPEMEHHOM 30Hbl WAM Nepesanycke CepBepa PEeXMM 3anucyu BEpHETCA K HACTPOMKam,
YCTaHOB/IEHHbIM Ha cepBepe. MNyHKT B MeHio Ha nnaHe «MK BacTmMoH-3» «OCTaHOBUTb 3anuUCb»
BO3BpalLlaeT peXMM 3anMcuM B 3HA4YeHWe, COOTBETCTBYIOLLME HACTPOMKam  cepsepa.
CoOTBETCTBEHHO ANA YyNPaBAEHMA PeXMMaMK 3anuncu, Ha cepeep « Domination» 3anucb Ha Kamepe
[ONXKHa BbITb B pexXnume «BbIKI».

BHumaHue! B cayyae omcymcmeua @yHKyuoHana «Tenemempuu» 8 Kamepe  uau
coomsemcmayrowux Hacmpoek Ha cepsepe «Domination» (Puc. 20) ¢opma ynpasnaeHus
menemempueli omkpblieameca He 6ydem.

* MoprnioyeHuwe u cTaTueTka () Peskumbl 3anuck o HacTpoiikn ONVIF

HacTpoiiku KaHana J004
TpaHcnopT RTSP TCP - OTKNIOUHTS .
Mepegadya aygWo BoIkn. - Mepeblil NOTOK @
TaiimayT, Cex. 10 CratucTuka
MepEbliA NOTOK
3BYK
Kagpos/cex. 10 Kappos/cex. 0
MuTepsan on.. 29 MuTepsan onopHel.. 0
¥npaBnexne . Paspewenwe  1280x 720 Pa3peleHue 0x0
Tpaduk genb... 3676 Kewut/cex. Tpadwuk gentTa-ka.. 0 KGWT/Ccek.
TDEBOMHBIE BXOLbI 0 - TpanHVK onop... 334 KeuT/cex. Tpamuvk ONopHbIX K.. 0 KEuT/cek.
P o4 O6wmn Tpadur 4010 Keut/cek.  O6WMA TpadMK 0 KeuT/cek.
Konex H264 Konex
ToeBOMHBIE BhIX0ObI 0 -

Puc. 20. HacTpoiika ynpasneHusa Tenemetpueii B KoHpuryparope « Domination»

5.1. IlIpocMoTp U306paKeHUsI paCIO3HAHHOI0 HOMepa
Ona  cobbiTUiA  pacno3HaBaHWsE HOMEPOB MOMKHO HACTPOUTb COXpaHeHMe U306parkeHus
PaCno3HaHHOIro Homepa B 6ase.

Ona npocmoTpa coxpaHeHHOro M3obpaxKeHua M3 KypHana cobbituii B MK «bactnoH-3», cneayet
BblAENUTb U3 CMUCKA MHTepecytolLee CobbITe N B KOHTEKCTHOM MeHI0 BblbpaTb NYHKT «loKasaTb
nsobpaxkeHne» (Puc. 21). YKasaHHbIA MNYHKT MEHIO He [AO0CTyneH, ecnvM ulobparkeHue ans
BbIGPAHHOro cobbITMA HE COXPAHEHO.

B Ygamum

@ ¥ganute BCE
15:38:13 Kamepa 14: Oreyrerene eud [ Konuposats & Bydep Ctrl+C
15:38:18 Kamepa 14: Boceranosnend f3,  Konuposats & Bydep kak XML Cirl+Shift+C
15:39:4% cam ffserver 2245 num1: AnronpokpyTra
15:40:14 Kamepa 14: Orcyrerese ug ¥nopAgosTE MO BpEMErN
15:40:22 Kamepa 14: BoccraHosneq (oo peer . Ctrlsl

B Mokazars ewges [
15:41:07 Kamepa 14: Oreyreneve Bug Omugt ne yerporcrey 3

15:41:08 Kamepa 14; Boccradosnenne BMaSocHrHang

Puc. 21. NMpocmoTp M306pakeHUs pacno3HaHHOro Homepa
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5.2. 3anuch ¢pparmeHTa apxMBa C MCNOJIb30BaHMeM Oydepa npeasanvucu
KaMephbl

[na Kamepsbl, KOTopas byaeT 3anucbiBaTb GPArmMeHT, B HACTPOMKAX BUAEOPErNCTPaATOPA BKAOUYNTD
3anucb no Tpesore. Ecan HeobxoAMMO BKAOYATb Npea3anucb TONbKO AN1A BHELWHUX COObITUM, TO
AETEKTOP Kamepbl A0/MKeH OblTb OTKAOYeH. 3apatb  ANUTENbHOCTb WMHTepBana «bydep
npegsanucn» (nodpobHee cm. «llonHoe pykosodcmeo Mo Hacmpolike eudeocepsepa U
sudeoknueHma Domination», n.7.10 «Pexcumol 3anucu»).

B HacTpoikax BuaeoperucTpatopa Ha ¢popme «Makpocbl/cobbiTMA» co3AaTb MNONb30BaTE/bCKOE
cobbiTe M NpuBA3aTb K HEMY MaKpPOC, OTCblNaloWMn KomaHay «Tpesora» ana Tol Kamepsbl, rae
HyXHa npepasanucb (cm. «llonHoe pykosoocmeo no Hacmpolike sudeocepsepa U 8UOEOKaAUeHma
Domination», n.6.7 «Aemomamu3ayus»).

B cueHapusax MK «bactmoH-3» anAa oAHOro Tpurrepa HasHauuTb «BbINONHUTL AencTBue» (gns
BMAEeOperncTpaTopa). 3To AencTBME AONXKHO BbI3BaTb Ha BMAeopernctpatope cobbiTue, KoTopoe
3anycTUT KomaHay «TpeBora» Ansa HacTpaMBaeMol Kamepbl, MOC/e Yero B apxms nonaayT Kagpbl
n3 bydepa npeasanucu.

Mprmep co3aaHnA 1 HACTPOMKM MaKpPOCOB NpueeaeH B n.4.8.
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6. IIpuioxxeHus

[Ipunoxxenue 1. COobITHA U AeUCTBUA B «bacTHOH-3 - Domination»

Mpw HacTpoike cueHapues MK «bacTMOH-3», A8 Kamep AOCTYMNHbI Cneayowme AeUCcTBUA:

«Bblgecmu Ha 3KpaH» — OTObpakaeT TPEBOXKHOE OKHO B NepBom cBoboOAHOM MecTe
NO/IM3KPaHa.

e «BKaw4yumes 3anuce» — 8KAOYAEM 3auUCh apxXuBa HA Kamepe.

e «OcmaHoBUMb 3aMUCL» — BbIK/OYAEM 3AMUCL apPXUBa HA KaMepe.

e «Apxus» - OmKpbligaem OKHO 014 MPOCMOMpPa 8UOEO apxu8a.

o «Tenemempus» - omKpsieaem ¢opmy 0114 yrpassneHua mnoeopomHol Kamepodu.

e «[locmasume Ha OXpPaHy» - pazpewiaem MPUHUMAMmMb MPEBOHCHbIE COObIMUA Om Kamepbi.
e «CHAMb C OXPaHbI» - 3anpewaem nPUHUMAmMes MpesoXcHsle cobbimusa om Kamepbi.

e «3anucams ppazmeHmM» - BKAKOYAEM 3aMucb pasmMeHma, € HACMPOEHHbIM 8
KOHhu2ypamope spemeHem.

e «BbinonHUMbL npedycmaHOBKy» - rfosopayusaem Kamepy Mo npedycmaHosKe,
HacmpoeHHol 8 sudeo cucmeme «Domination»

[na BuaeoKamep B CLLeHapUAX AOCTYMHbI caeaytolme cobbiTus:
e «Omcymcmeyem 8udeocu2Han» — akTUBUPYET CLLeHapuit Npu noTepe CBA3MN C KaMepoW.
e «3a(huKCUPOBAHO OBUXEHUE» — AKTUBUPYET CLLEHapUIi NPU 0BHapYKEHUN ABUKEHUSA.

e «BoccmaHoseneHue gudeocuzHana» — aKTUBUPYET CLeHapui NPU BOCCTAHOBNEHUWN CBA3K C
KamepoWn.

e «3aceemKka obbeKkmuea Kamepbl» - AKTUBUPYET CLEHapuii Npu 3acBeTke 06bekTMBa
Kamepbl.

e «3amemHeHUe 06beKmuUBa Kamepbl» - aKTUBMPYET CLLEHaPUIA NpU 3aTeMHEHNN 06beKTMBa
Kamepbl.

e «fllocmaeneHa Ha OXPAHy» - aKMusupyem cuyeHapuli Npu NOCMaHo8Ke KaMepbl Ha OXPAHY;
e «CHAMQA C OXPaHbI» - aKMusupyem cyeHapuli Npu CHAMUU KaMepbl C OXPAHbI;

[nsa BuoeopernucTpaTopa AOCTYMNHbI cneayowme cobbiTma:
e «Budeopezucmpamop omkKsnoyeH» — akTUBUPYETCA NPU LUTATHOM OTKNHOYEHUW ApaliBepa.

e «OwubKa coeduHeHUA C B8uUOeope2uCMpPamopoM» — QAKTUBUPYETCA NpPU HeyaavyHOWM
NONbITKE NOAKNIOYEHMA UM NOTEPU CBA3KN C PETUCTPATOPOM.
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e «Budeopeaucmpamop nookawYeH» — cobbiTue dopmMmupyeTca MNpU  YCNEeLWHOM
NOAKNIOYEHUM K PEFUCTPATOPY.

e «HesepHoe umsa nosnv3osamensa unau nNaposab» — GOPMUPYETCA B C/y4ae HEKOPPEKTHbIX
napameTpoB aBTOPM3aLUN.

e «Omcymcmeyem rOOKAOYEHUE K cepeepy aHAAUMUKU» - ¢hopmupyemcs, Koaoa
npousowsa Nnomeps ces3u ¢ cep8epomM aHaaAUMuUKu «Domination».

o «Cepsep aHanUMUKU rOOKAOYEeH» - opmupyemcs, Koz20a Opalisep ycrnewHo
MOOKAKYUACA K cepsepy aHanumuku Domination.

Buaeopeructpatop MO Domination noaaep»K1MBaeT CLueHapuit «BbINOAHUTbL AencTBUE».

[Ipunoxxenue 2. CoobiTHA «bacToH-3 - Domination+»
CobbITHA aHaNUTUKK:

e «3a(hUKCUPOBAHO nepecevyeHUe AUHUU» — aKTUBUPYET CUEHapuii Mpu MNOCTynaeHuu
CobbITUA O NEepeceyeHnn NMHUN;

o «3achukcuposaH 8x00 8 30HYy» — aKTUBMPYET CUEHapuii npu nosasBieHUM ob6beKTa B
KOHTPO/IMPYEMOW 30He;

e  «30(hUKCUPOBAH BbIXOO U3 30HbLI» — AKTUBMPYET CLUEHapui Npu yaaneHuum obbeKkTa u3
KOHTPO/IMPYEMOI4 30Hbl;

e «30(hUKCUPOBAHO BMOpPXHEHUE 8 30HYy» — aKTUBUPYET CcueHapui npu ouKcaumm
3anpeLLEéHHOro ABUXEHUS B KOHTPOIMPYEMOW 30HE;

o «3aghuKkcuposaHo Os8uMceHUE 8 30HE» — AKTUBUPYET CLEHapuii Nnpu puUKcauum ABUKEHUA B
KOHTPO/IMPYEMOW 30HE;

e  «30(hUKCUPOBAHO KypeHue 8 30He» — aKTUBUPYET CLEeHapuit npu ¢GuKcaumm KypsLiero
YyesIoBEKA B KOHTPO/ZIMPYEMOM 30HE;

e «3a(hUKCUPOBAHbLI AUUA 8 MACKAX» — AKTUBUPYET CUueHapuih npu ¢ukcaumm nogen B
MacKax;

o «Ob6HapyxeH YenoseK» — aKTUBMPYET CLLEeHapUi Npu 0bHapyKeHUN YeNnoBeKa;

e «Cpaboman demeKkmop NMpa3dHOWaMaHUa» — akKTUBUPYET CLUEHapUin Npu oBHapyKeHUn
NpasAHOLWATaHMUS;

e «Cpaboman demeKmop O2HA» — AKTUBUPYET CUEHapuii npu cpabaTbiBaHUW AETEKTopa
OrHS;

o «Cpaboman demekmop ObiMa» — aKTUBMPYET CLEeHapuii nNpu cpabaTbiBaHUM AeTeKTopa
ObIMa;

e «Cpaboman 6x00HOU KOHMAKM» — aKTUBUPYET CLeHapui npu cpaboTke BXOAHOro
KOHTaKTa Ha Kamepe (Npu HaIn4mMm BXOA0B);
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«Cpaboman 8biIX00HOU KOHMAKM» — aKTUBUPYET CUEHapui npu cpaboTKe BbIXOAHOrO
KOHTaKTa Ha Kamepe (Npu HaIMYMK BbIXOA0B);

«Cpabomas 0emeKmop opyHCUus» — akTUBUPYET CLLeHapUit Npu 06HaPYKEHNN OPYKUA;

«Cpaboman Oemekmop ocmMassaeHHbIX MpedmMmemos» — akmueupyem cuyeHapuli npu
cpabameigsaHuU demeKkmopa 0CMaeseHHbIX NPedmMemos;

«llpedmem 6bin ocmaeneH 6 30He uau yodaneH» — akmueupyem cuyeHapul npu
uc4ye3zHogeHUU npedmMmema U3 30Hbl UAU NpU MoABAEHUU HEOBUXUMO20 npedmema 8 Kadpe;

«Ob6HapyHEeHo NUY0» — aKTUBUPYET CLLEHAPUIN NPU OBHAPYKEHUM NNLLA YE/T0BEKA B KaJPE;

«®okyc Kamepol 6bla1 USMEHEH» — aKTUBUPYET CLEHapuii MpU NepeHacTporKku ¢oKyca
Kamepbl;

«3ahuKcuposaHo rnepecevyeHue AUHUU 8 HarpassaeHuu A-B» — aKTUBMPYET CLEHAPUIN Mpu
cpabaTbiBaHMM AETEKTOPA NEPeceyYeHnn MHUI B YKa3aHHOM HanpasBaeHUY;

3aghukcuposaHoO nepeceyeHue AUHUU 8 HAMPAsBsAeHUU B-A» — aKTUBUPYET CUeHapuii npwm
cpabaTbiBaHWUM AETEKTOPA NEpPeceyeHmm TMHNI B yKa3aHHOM HamnpaBieHUN;

«3apUKCcupoBaHO OB8UMEHUE C HU3KOU CKOPpOCMbIO» — QaKTUBUPYET CLeHapuin npu
ObHapyXeHUN ABUKEHNA 06EKTA C HU3KOM CKOPOCTbIO;

«3ahuKcuposaHo 0suMceHUEe 8 3anpewéHHOM HAMpPasAeHUU» — aKTUBUPYET CLLEeHapUn npu
0OHapyKeHUN ABUKEHUA 06bEKTA B 3aNpeLLEHHOM HanpaBAeHUH;

«3a(bUKCUPOBAHO OBUMEHUE C BbICOKOU CKOpOCMbIO» — aKmusupyem cueHapul npu
06HapyyeHUU 08uUXceHUA 06beKMa ¢ 8bICOKOU CKOPOCMbIO;

«30GhUKCUPOBAH 38YK» — aKTUBUPYET CLLEeHapuMii Npu cpabaTbiBaHMM AETEKTOPA 3BYKA;

«30a(hUKCUPOBAHO U3MEHEHUE CUEHbI» — aKTUBUPYET CLUEHAPUIN MPU M3MEHEHWUU CLEHbI B
Kagpe;

«3aghuKcuposaH 8xo0 nocemumesnsa» — aKkTUBUPYET CLLEHAPUIA NPU BXOAE NOCETUTENS;

«3ahuKcuposaH B8bIX00 rocemumena» — aKmueupyem cueHapul npu 8bixooe
nocemumesns;

«llpoe3d TC Neo. HanpasneHue He onpedeseHO» — aKTUBMPYET CLUEHApWi npu npoesge
TPaAHCNOPTHOrO CpeacTea, B cayyae. Koraa getekTop He cmor onpegenutb HanpasaeHue
npoesaa;

«Bve30 TC No» — akTUBMpPYET CLeHapuii Npu Bbesae TPaHCNOPTHOro CPeACTBa;

«Bble30 TC No» — aKTUBUPYET CLUEeHAapUit Npu Bble3ae TPaHCNOPTHOrO CpeacTBa.
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[Ipunoxxenue 3. OCOGEHHOCTH HACTPOEK Domination Analytics server npwu
MOJIY4YEeHUHU COOBITUM O PAaCIIO3HAHHBIX aBTOMOOU/IbHBIX HOMepax

Opansep «bactnoH-3-Domination» nonyyaeT pacno3HaHHble aBTOMOBOWUAbHbIE HOMEpPA OT cepBepa
Domination Analytics server, ucnonb3ya TexHonornwo webSockets. Cam cepsep Domination
nepeaér AaHHble TaKMM CNOCOOOM TONIbKO NO/b30BaTeNAM CepBepa aHaIMTUKKM, A06aBNeHHbIM B
rpynny «lNonb3oBatenn», nosTomy HeobxogMmo, 4ToObl MONb30BaATE/b, UCNONBL3YHOWMACA ANA
pabotbl ¢ MK «bactMoH-3», BXxOoAWN B Hee M COOTBETCTBOBA/ TAaKOMY *Ke MO/Ib30BATEN0 Ha
peructpatope Domination. MNMpu co3gaHMM KaHaNoB aHANUTUKKU cepBep aHaauTMKM Domination
NpPMCBanBaET KaHa/llaM YHUKa/bHble MAeHTUOUKATOPbI, HaunHaa ¢ 0, a Npu NPUBA3KE K KaHany
Kamepbl HMYEro, Kpome eé MMeHM, He 3aHOCUT B CBOKD KOHdUrypaumto. B pesynbraTte 3T0ro B
OaHHbIX, NepesaBaeMbix CEpPBEPOM BMeCTe C CObblITMEM O pacno3HaHHOM HOMepe, ecTb TOJIbKO
YHUKa/IbHbIA MAEHTUOUKATOP KaHajla aHa/JIMTUKKM, HO HET HU YHUKaANbHOrO WuaeHTUdUKaTopa
Kamepbl, HU eé nmeHn. Pann KoHourypaumm cepsepa aHanuTukn Domination server config.json
pacnonaraeTca no nyTu:

« /var/cache/vipaks/analytics — ana OC Linux;
* C:\ProgramData\Vipaks\Analytics — ana OC Windows.

Huxe npusenéH npumep danna KoHourypaumm (Puc. 21), rge npeacrasneH maccuB 0H6beKkToB
Channels, 06beKTbl KOTOPOro NPeACTaBAAT U3 ceba «HOMEpP KaHana : HACTPOMKMY.

=H

"Hame": "NetVides Analycics Serwver™,

LI}

"Ori": "netwvideo://bastion:VFOdSWOSBEHVEmogThYTEgE344348192.168.22.170:T7000/1"

HHHHH

nabled”: false,

1/ /bastion:VFOdSWUSBRHVEmogIhYTEQE3de3d61982.168.22.170:7000/1"

¥ "Storage”:

"Integrationa™: {}

Puc. 21 . ®aiin KoHpu2ypayuu cepeepa aHaaumuku "Domination”
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[Ipunoxkenue 4. Cnucok cocrosHuu «bactuoH-3 - Domination»

Bo3MOXKHble COCTOSIHUA YCTPOMUCTB Apaiisep noaydaeT oT [0 Domination npu Kaxaom 3anycke

ZpariBepa 1 BO Bpems ero pabotbl. TaK:Ke CTOUT OTMETUTb, YTO Nt06OIM TUN MOXKET MMeTb Ntoboe

M3 npeacrtaB/s1eEHHbIX B Ta6l'IMLI,e COCTOSIHUMN.

YcTpoicTeo NpeHTUdUKaTOp coCTOoAHMA PacwndposKa coctoaHus
YcTpoiictso (BMaeo 0 CocToAHWE HEM3BECTHO: ApaliBep OTK/OYEH AU He
cepsep), TMn 26 HACTpPOEH.

Cepsep 1 HopmanbHoe cocTosiHWe npubopa, BOCCTAaHOBAEHNE
pacnosHaBaHuA, TMN cBA3u (MocnesHee aKkTyasbHO AJ1A Kamepbl).
24

4 TpeBOXKHOE COCTOAHME: YCTPOMCTBO B TpeBore,
Kamepa, Tun 1 npuvwna Tpesora ycTpolictea ot N0 «Dominationy.

(akTyanbHo ans yctpoiicte Tvna 1)

5 HencnpaBHOe cOCTOAHME: YCTPOMCTBO HE Ha CBA3M
WX NpULIAA HEMCNPABHOCTb ycTpoiicTea oT N0
«Domination».

34 Pabouee cocToAaHWe ana ycTponcTs Tuna 26, 24 nau
Ha oxpaHe: ANA ycTponcTts Tvna 1.

2 CocTosAHME OTK/AOYEH 418 YCTPOWUCTB Tuna 24, 26

[Ipunoxxenue 5. UcTopus usMmeHeHU
2025.2 (05.12.2025)
[+] NepeaenaHo nonyyeHune Buaeoapxmsa ans paboTbl C YaCOBbIMM MOACAMM.

2025.1 (11.07.2025)

[+] AobaBneHbl onmcaHma nonein B WabnoH KoHbUrypaumn gpansepa.

2024.3 (21.11.2024)
[+] LobaBneHa noaaeprKka HECKObKMX cepBepoB aHanUTUKK gns MK «bacTnoH-3».

[+] OnTUMK3aLMa ApaiBepa C OTCAEKMBAHUEM HA/IMUNA OTKPbITbIX OKOH C }KUBbIM BUAEO.
[+] nobaBneH pag cobbITUIA aHANUTUKM

2024.2 (06.09.2024)
[+] Aob6aBneHbl CKpUNTbI A1 KOPPEKTHOrO 06HOBAEHUA ApanBepa c Bepcumn AMNK «bacTnoH-2» 2.1.

[*] He npuxoauno cobbiTne «BoccTaHoBNeHUMe BUAeOocMrHana». MicnpasneHo.

[*] B MOMeHT Korga npuxoguno cobbiTMe OT aHa/lMTUKKM, MOKa3 BMAEO NpeKpawanca ¢ coobuweHnem

"HapyweHue casn". UcnpasneHo.

[*] He npovcxoanna npueaska M3obparkeHns K cCObbITUAM MO pacno3HaBaHUIO Homepa. McnpasneHo.
[*] HacTpoiika « AKTMBHa» He B/IMANA Ha BO3MOXKHOCTb CMOTPETbL XUBOE BUMAEO C Kamep. McnpasneHo.
[*] Henb3s 6b1710 OCTAaHOBUTL BKIOYEHHYIO 3aMMUCb A1 Kamepbl. McnpasieHo.

[*] Npun npocmoTpe apxmBa oTOBpaXKaeTCA KMUBOE BUAEO. McnpasaeHo.



Q! bactnoH-3 — Domination. PykoBOoACTBO aAMMUHUCTPATOPA 25

[*] CueHapwmit "BbinonHUTb AencTBMe" OT BUAeOperucTpaTopa He paboTtan (ans npeasanucu). McnpasneHo.

[*] UcnpaBneHo MO3MLMOHWPOBaHWE B apxuBe MNpu paboTe pasHbIX KOMMOHEHTOB CUCTEMbI B PasHbIX
YacoBbIX NoAcax.

2023.1 (29.12.2023)

[*] Mpu noTepe cBA3KU C BUAEOPErUCTPATOPOM M306parKeHMe C Kamep 3aBUCaI0O U BOCMPOU3BELEHUE He
BO306HOB/ANOCHL NOC/Ie BOCCTAHOB/EHUSA CBA3U. McnpaBaeHo.

[*] CobbiTuAa oT BUaeoperncrTpaTopa U OT KaMep MOTAU NPUXOAUTb C HEBEPHbIM BpemMeHeMm. McnpaBaeHo.

[*] HacTpoiikn wucnonbsyemoro npotokona (TCP/UDP) He npumMeHANMCb cpasy noc/ie W3MeHeHuA B
«JIoKanbHbIX HacTpoliKax». McnpasieHo.

[*] Ons cobbiTmii «TC. LWTaTHbIN Npoe3a» yctaHoBneH npodunb «TC. LUTaTHbIN npoe3a».

1.0.1 (01.09.2023)
[+] NepBan Bepcus, BKAOYEHA B KOMNAEKT NocTaBku MK «bacTMoH-3».
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