BIBASTION S

bactnon-3 — Elsys Mobile. PykoBoacTtso
aAMUHUNCTPATOPA

Bepcua 2025.4

(25.12.2025)

BYCom

@ TBUHIIPO

rpynna KomnaHUU

Camapa, 2025



5’ BactnoH-3 — Elsys Mobile. PykoBoacTBO agMUHUCTpaTOpPa 1

OriiaB/ieHUue
O LS T Tl ol= 1<V <] [ TR 2
1.1 HaBHAUEHME CUCTEMDBL . ceeeetuuuuieaeeeeeeeeeetettaeteeu e aaeeeeaeeeeteeteetessaa e aeeeeaeeeaeeeeeessnnanaaeaeeeaaens 2
1.2 OBNACTD MPUMEHEHUA CUCTEMDI...cvvvvvrrrerrrereerrreereessreesrssssessssssssssssssssssssssssssresssessssessr... 3
2 YCNOBUIA MPUMEHEHMA . .cceetetieeeeeeeeetttiieeeeeeeeettaeta e e e eeeetatesaaa s aeeesetassnaaseeeeeeeesnnannneeeeeeeensnnnn 3
2.1 TPEOOBAHMSA K COBMECTUMOCTM..everrreeeeeeeeeeereeeeiieiiessnssssssssseessereessseeseeseessessimmssssssssssssssssssseens 3
2.2 JINUEH3UPOBAHME CUCTEMDL..ceeeruruuuieeeeeeeetetetesiuiasaeeeeeraettesnanaaessesaeeeeeteresnnnnssaeseeeserenesnnnnnns 3
3 YCTAHOBKA CUCTEMDI.ceuuuueeeeeeeeeeiteenetui e s e e eeeeteeeeennna e eeeeeeeeeeeeesanaa e eeeeeeeneeesnnnnaneeeeeeereeennnnnnnnes 4
4 HACTPOMKA CYCTEMDI..uuuvvtveeeeeeeeeeeeitetteeeeeeesssassesaeeeeeeeessaasssssseeaesesssssnssssseeeeesssssssssssneeeeesssnsnnnns 4
4.1 flobasneHune gpaneepa «bacTMoH-3 — Elsys Mobile».......cooviiiiiiiiiiiiiiiiiee e 4
4.2 HACTPOMKA [ PAMBEPA. . uuuuuuuurunurrnnrnnnennnssnnsssessasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnnns 4
4.2.1 OCHOBHDBIE HACTPOMKM..ceeeeieeiieeeieeieeeeeeereeeeeeeseeeseeeseeseessseesserereesseeeseseseeeseeereeesrresseesseeeeeens 4
4.2.2 Pernctpauma MODOUTBHBIX TOUEK ZLOCTYMB.cccvvrrrrrrrnnrnnnnieeeseeeeeeeeeeeeeeeseesesssssssmsssmnnnnnnneenns 6
4.2.3 HacTpOMKa MOBUABHBIX TOUEK LOCTY M ...uuuurrrrrrrrrreerrerrrereeeerrereereeeeeaaraasaaaaaaaeeeeeeseeseessenns 6
4.3 MobUNbHbBIE CYNTBIBATENIM B YPOBHAX [OCTYMA cuuurrieeeeruurreeeessiunreeesssureeeesssisneeeesssnsseeesssnnns 9
4.4 HacTPONKN QR-TIPOMYCKOB....cevtreerrriieieeeieeeeaeaaaaeaeaeeeeseessassasaaaesaaaaaassnsssssssssssssssssssrssesseesseens 11
o YZ 02 Te Y Ta=T 21 < TRt 11

MPUNOKEHNE 1. UCTOPUA UBMEHEHMM . ....evvveieeeeeeiiiiiieeeeeeseiieteeeeessesaaeeeeeesessssnsseeeesessnssnsnees 11



5’ BactnoH-3 — Elsys Mobile. PykoBoacTBO agMUHUCTpaTOpPa

1 Oo6mue cBeJeHUs

1.1 Ha3HayeHHe CUCTEMBI

Cuctema «bBactnoH-3 — Elsys Mobile» npeaHasHayeHa Ans UCNOSb30BaHWA MODBWUJIbHBLIX YCTPOMCTB

(tepmuHanos) nog ynpasneHmem OC Android B pamKax eanHoit cuctembl CKY MK «BbacToH-3».

KntoueBble BO3MOXHOCTU CUCTEMbI BK/IHOYAIOT:

10.

11.

12.

CunTbiBaHME KapT A0CTyNa Ha MobuAbHbIX ycTpoicTBax Yyepe3 NFC ¢ pernctpaumein cobbiTuin B

MK «bacTtnoH-3».
CuntbiBaHme QR-KogoB., BblgaBaemblix B MK «bacTnoH-3».

MoAfep:KKa Tpex pexkxnmoB paboTbl KaxkAoro MobuIbHOIo TepMUHana:

a. Peructpaums npoxoaos B 0A4HOM HanpasaeHUK (TOIbKO BXObl NN TONbKO BbIXObl)
6e3 noaTBepKAeHNA onepaTopa.

b. Peruncrpauus Bxo40B M BbIXOAOB Ha O4HOM MOBMABLHOM YCTPOICTBE MO OAHOM TOUKe
npoxoa ¢ NoATBEPKAEHNEM ONepaTopa (AOMNOAHUTENIbHO ONepaTop MOXKET BBECTU
KOMMEHTapUi1 K COBbITUIO).

c. Pexum nposepku nonb3osatenei CKY/, 6e3 perncrtpaumm cobbitmit.

MonHasa noanepKka oHNanH n oddaaiH perknuma paboTbl. B oHNalH-perkume gns
NOJIHOLLEHHOW PaboTbl cucTembl TpebyeTca Hannume cBssu ¢ cepepom MK «BacTnoH-3». B
oddnaitH pexkmme Bcs B, nponycKoB 3arpy»Kaetcs Ha mobuabHoe ycTponcTso. Onepartop

MOBUNBHOTO TEPMUHAIa UMeET BO3SMOKHOCTb BUAETb BCE CBEAEHNA O MPONYyCKe, NPOBEPATb €ro

NONHOMOYMS U PETUCTPUPOBATL COBLITUA AarKe Npw oTCyTcTBMM CcBA3M C MK «BacTnoH-3». Mpu
BOCCTAaHOB/IEHWM CBA3M BCe HAKOMJIeHHble cObbITUA NepeatoTcs Ha cepeep MK «bacTMoH-3».

Bo3moxHocTb nepeaatb B bactnoH poTtorpaduio eBmecTe ¢ cobbiTUEM (B pexnme c
noATeepXAeHvem onepartopa).

YnpaeaeHue nperpaxaaoWwmmm ycTpomcTBaMm No cobbITUSM NpeabsaBieHUs KapT K
MOBWIbHBIM CYUTbIBATENAM.

BO3MOMKHOCTb MOHUTOPUHTIA cobbiTuiA MK «BbacTMoH-3» Ha TepMUHane (No HacTpaMBaemomy
dunbTpy).

Perucrtpauma mobuabHbIX ycTponcTB B bacTMoHe yepes QR-Kozbl.

OrpaHuyeHue reorpaduyeckoit obnactm paboTtbl KaxKa0ro mobunbHOro TepmmHana (obnacto
paboTbl MOXHO 3aaaBaTb yepes Google Maps, Google Plus Codes n What3words).

PerucTtpauma mecta (reorpadmyeckont KoopaMHaTbl) Kaxkaoro cobbiTus.
Pernctpauma nepcoHana no Kaptam gocTyna B To4Ke cbopa npu aBaKyaumu.

HacTpolika 1 nonyyeHune yBeAOMIEHUI O MPOXoLe onpeaesiEHHbIX NLL,.
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1.2 06/1aCcTh IPUMEHEHUSA CUCTEMbI

KntoueBble cueHapmnm MCNOb30BAHMA CUCTEMbI BKAOYALOT:
1. CrpouTenbHble NAoOLWaAKM, He 060pyA0BaHHble CTaunoHapHbim CKY/.
2. YpaneHHble 06bEKTHI, rAe OTCYTCTBYET NOCTOAHHAA CBA3b.
3. Peructpaumsa cobbiTnin Ha Bxoae / BbIXxoAe 13 TpaHcnopTa.
4. [lononHWTeNbHAA NPOBEpPKa NPaB COTPYAHUKOB M NOCETUTENEN, HAXOAALLMXCA HA TEPPUTOPUMN.
5. Yuet pabouero BpemeHu COTpyAHUKOB, paboTaloLWnNX YA3IEHHO UK Ha Bble3ae.

6. KOHTPO/Ib MECTOMONOMKEHNA COTPYAHUKOB N MOCETUTENE, B TOM YMUC/IEe KOHTPO/b cobtoaeHun
peXMma KapaHTUHa UM CaMOU30NALUN.

2 YciaoBus NpUuMeHeHUus

2.1 Tpe6GoBaHUS K COBMECTUMOCTH
Ha moaynb «bactmoH-3 — Elsys Mobile» pacnpocTtpaHsiotca Te e TpeboBaHMA K annapaTtHOM u
nporpammuoit nnatpopme, yto u gas MK «bacTnmon-3».

[ns ynpaBneHus nperpaxgaolmmm ycTponcTeamm Tpebyetca Haanume CKY/ ELSYS.
KoHTponnepbl ELSYS-MB-SM He moryT 6bITb UCNO/Ib30BaHbI.

ObmeH AaHHbIMM Mexay ApaiBepom «bacTnoH-3 — Elsys Mobile» n npunoxkeHnem Ha MoOBUAbHbIX
YCTPOICTBax ocyllecTensetca no npotokony HTTP wuau HTTPS, B 3aBMCMMOCTM OT BbibpaHHOro B
HACTPOMKaxX pexunma.

Mogaynb coBmectum c MK «bacTnoH-3» Bepcuit 2023.1 v BblLwe.
Ons paboTbl moayna HeobxoAnMMO MMeTb ycTaHOBAeHHY Bepcuto .Net Framework 4.5.2 unu Bbiwe.

Ons mobunbHOro npuaoxKeHua Tpebyetca ycTpoicTBo nog ynpasneHnem OC Android sBepcuun 7.0 nam
BblLLeE.

2.2 JIMueH3UpoOBaHUE CUCTEMbI
Ona pa60TbI moayna Tpe6VETCF| AONONHUTEeNbHAaA TNLLEH3UA.

NnueHsnpoBaHue NPoOn3BOANTCA MO KOAMYecTBY A06aBAEHHbIX B CUCTEMY MOBU/bHbLIX TOYEK AO0CTyna.
Mcn. 1 npeaHasHayeHo aas paboTbl 04HON MOBWIbHOM TOYKKM AOCTYNa.

3 YcTaHOBKA CUCTEMBbI
Ons paboTbl cuctembl HEOBXOAMMO YCTaHOBUTL gpanBep «bactnoH-3 — Elsys Mobile». B OC Windows
Mmoaynb yctaHaBnameaetrca BmecTte C [K  «bacTMoH-3». YcTaHOBKA MNpouM3BOAMTCA B  NAmnKy
<Bastion2>\Drivers\ElsysMobile.
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B OC Ha 6a3e Linux apaliBep noctaBnsieTcA B BMAE YCTAaHOBOYHOro naketa ¢opmata DEB mnm RPM c
UMeHeM bastion3-driver-elsysmobile_*. Opaiisep yCTaHaB/IMBaeTCA B KaTanor
/opt/bastion3/Drivers/ElsysMobile.

MobunbHoe npunoxkeHue Elsys Mobile yctaHaBnnsaetca us Google Play Market unm Huawei AppStore.

4 HacTpo¥Ka cucTeMbl

4.1 Jo6aBsieHue apaiBepa «bacTtuoH-3 - Elsys Mobile»

Ons 3anycka AgpaiiBepa cnegyet p[ob6aBuTb ero aksemnnsp B KoHourypaumto MK «BacToH-3».
OobasneHne ppaiBepos MK «bBacTMoH-3» onucaHo B A0KymeHTe «bacmuoH-3. Pykosodcmeo
adMuHUCmpamopa».

4.2 Hacrpoiika gpanBepa

4.2.1 OCHOBHBIE HACTPOMKH
Hactpolika [fpaviBepa OCYLLECTBASETCA B HECKO/NbKUX pasfeniax, HaxoAAlWMXCcA Ha CTpaHuue
«[parisepbl» NaHenn ynpasnenusa NK «bactmon-3» (Puc. 1).

Npaieep "Elsys Mobile"

4 Y
A N '
MoBunbHble OCHOBHLIE PerncTpauma no
TOYKM JOCTyna HACTPOMKM QR-Kkogy

Puc. 1 KHonKku gpaiBepa «bactmoH-3 — Elsys Mobile»

[na HacTpoWKu apailiBepa cieayeT BbINONHUTL Caeaytolme AeAcTBus:

1. YcraHOBUTb OCHOBHbIE HacTPOIKK paboTbl CUCTEMBI;
2. [Oo6aBuTb M HaCTPOUTb NapameTpbl MOBMLHBIX YCTPOMCTB, KOTOpPble BYAyT MCNONb30BaThCA B
KayecTBe MOBUIbHbIX TOYEK A0CTYNa;
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[g BacTvoH-3 — MNaHenb ynpaeneHwa Onepatop: g - 0O x
OcCHOBHOe MeHIo » [ipaiieepbl ¥ OCHOBHbIE HACTPOIMKH

H x

Cnyxba

Mopt: |50?? |V|/\.|
[ |ncnonszosats HTTPS

CepTudmkar

WMzpaTtens:
CyObekT:

Cpok OefcTEMA: C no

| 3arpysuTh cepTUdMKaT

| CreHepUMpoBaTE HOBbIA CepTUdMKaT

|3KCI'IOpTHpOBaTb cepTudmkaT

| MHpopMauma o cepTudmkare

MNapameTpbl 408 MOBWAEHLIX YCTPOACTE

PaspewwTe MCcNonb3oeaHue QR-nponyckos
|:| PaspeluMTb PeXUM 3BaKYaLMK

PazpewuTs oTobpaxeHwe goTorpadui

BpeMﬂ HMIHWM KNWEHTCKHUX NOANMWMCOK Ha coBbITHA: | o] |/\|

PerucTpaums ycTpoicTe

ApOpec cepeepa: | 192.168.0.55 | V|

Puc. 2 Pasgen oCHOBHbIX HAacTPOeK apaiisepa «bactnoH-3 — Elsys Mobile»

OcHoBHble HacTpolKkK (Puc. 2) npeactasfieHbl NapameTpamMy CeTEBOro cepsuca, 06CNYyXKMBAIOLLErO
NOAK/IOYEHNA MOBUIbHBIX KTMEHTOB U YYETHBIMU AAHHBIMU A1 UX MOAKNHOYEHUSA:

lMopm — ceTeBOW NOPT, HAa KOTOPOM DyAET BbINONHATLCA OCHOBHAs ceTeBas C/y»Kba, a TakkKe NoboyHble
CNyx6bl, 0bCNyKMBAOLWME MNOAMNUCKM Ha COOLITMA. 3HAYEeHNEe AONKHO BObiTb YMCAOM B AManasoHe 1 —
65535. BblbpaHHbIA NOPT A0/KEH ObiTb OTKPLIT B CETEBbIX 3KPaHax, B MPOTUBHOM C/ly4ae BO3MOXKHbI
npobaembl ¢ OCTYNOM K CepBUCaM.

Ucnonezosame HTTPS — akTMBaLMA 3TOM HAaCTPOMKN MEHSET MCNONb3YEMbIA MPOTOKON KOMMYHUKALUM C
HTTP Ha HTTPS. ns pab6otbl no npotokony HTTPS Heobxoaumo, 4Tobbl 6bin npueasaH TLS-cepTudukat
(cm. HUMKe).

Cepmughukam — TLS-cepTnduKaTta 414 MCNONb30BaHMA 3alMLLEeHHOro npotokona HTTPS. [lna 3arpysku
HOBOrO cepTUdMKaTa HeOBXOAMMO BOCMO/b30BaTbCA KHOMKOW «3arpy3uTb cepTuduKaT». Mpu 3arpyske
daiina ceptudmkata HeobXoAMMO YKasaTb KOPPEKTHbIM Naposib, KOTOPbIM 3allULLEH 3arpy*Kaemblit
cepTudukat. [lonyckaetca 3arpyska cepTudukaTa u3 odainina ¢dopmatos *.PFX u *.P12. daiin
cepTUdUKaTa AOMKEH coaepKaTb B cebe NPMBaTHbIN KoY.

CeeHepuposams  Hoebili cepmugukam — aBTomaTMyeckada reHepauua TLS-cepTudukata U
MCNO/b30BaHMe ero B 3awmlieHHom npoTtokone HTTPS.

JKcriopmuposame cepmuguKam — 3KCMOPTUPYET paHHEe 3arpyeHHbii ceptudukat B daiin dopmata
DER.

UHpopmayusa o cepmugpukame — OTobpakeHne KpaTKoli MHGOPMALLMK O 3arpy*KEHHOM CEPTUUKaATE.
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Paspewums ucnone3osaHue QR-npornycko8 — HACTPOMKA, BKIOYAIOLWLAA Ha MOBM/bHBIX YCTPOMCTBAX
bYHKUMIO CKaHMpPOBaHWA QR-NpPonycKos.

Paspewiums pexum 38aKyauuu — BKAKOYAET BO3MOXHOCTb WMCMNO/b30BaTb 3aperMcTpupoBaHHble
MOBUNbHbIE TEPMUHAAbI B KauecTBe ToueK cbopa npum aBakyauum.

Paspewums omobpaxceHue ¢omozpaguli — NPU BKJOYEHUU 3TOW OMUUM HA MOOUbHBIX TOYKax
npoxofa 6ypet pocTynHo oTobpaxeHue ¢oTorpaduii BRagenbLeB MNPONycKoB (ecin B HacTPOMKaXx
KOHKPETHOM TOYKM AOCTYMa HEe CTOUT PeXMM 0TobparkeHna AaHHbIX «Tosibko DUO»).

Bpems MCU3HU KAUEHMCKUX rnoonucoK Ha cobbimus — Bpems, YKasblBaemoe B MWHYTAX, 3a KoTopoe
KAMEHTCKasA noAanucka Ha cobbitna ByaeT XpaHUTbCA B OnepaTMBHON NamsaTU Apansepa. Nocne notepu
CBA3M MOBMILHOIO KAWEHTA C ApariBepom cobbITUS s KAneHTa ByayT HakanamMeaTbCA A0 TexX Nop, NoKa
CBSA3b HE BOCCTAHOBUTLCS M/IM MOKa NoAnucka He yaanutca. Mpu yaaneHuy noanucok KaneHTbl byayT
NbITaTbCA CO34aBaTb HOBbIE.

Adpec cepsepa — IP-agpec, Ha KOTOpom paboTaeT cepsep.

4.2.2 Perucrpanust MOGMJIbHBIX TOYEK AOCTYyNA

Ecnm mobuibHOE yCTPOMCTBO HAaXOA4MTCS HEMOCPEACTBEHHO Nepes, pabounm MecTom ¢ KOHPUrypaTopom
[ApaiBepa, TO MOXHO BOCMO/1b30BaThca GyHKUMeN «Pernctpauma no QR-kogy». [Jaa 3T0ro cneayer Ha
cTpaHuue KoHdurypaTopa «OCHOBHbIE HAaCTPOMKU» B Mnose «Aapec cepsepa» BBECTU UM BbiBpaTb U3
BbINAJaloLWEero cnucka IP-agpec KomnbtoTepa, Ha KOTOPOM BbINOJHAETCA Apaivisep «bacTnoH-3 — Elsys
Mobile», BbIiT U3 KOHUrypaTopa U HaxKaTb KHOMKY «Perncrpauma no QR-koay» (Cm. Puc. 1).

Mocne HaKaTuA KHOMKKM Ha 3KpaHe oTobpasutca QR-Koa. Ero Hy»KHO OTCKaHWMpOBaTb MOOMAbHbIM
npunoxerHunem Elsys Mobile, Ha)kaB B ero HacTpomKkax KHOMKy «Permctpauma no QR-kogy».

Ech MOOUABbHBIA  KAMEHT CMOXET COeAMHUTbCA C  CEepBEPOM NO  ajpecy, YKasaHHOMY B
HacTpolike «Aapec cepepa», TO MOBMAbHAA TOYKa JOCTYNa NOABUTCA B KOHPUIypauuun aparieepa, a Ha
MOBWIbHOM YCTPOMCTBE aBTOMATUYECKM 3aNONHATCS HACTPOMKM NOAKAIOYEHUS.

[obaButb MOBUIbHOE YCTPOWMCTBO, He npuberas K ¢yHKUMKM «PerncTpauma no QR-Kogy», MOXKHO
BPY4HYI0, BbibpaB B aAepese y3en «MobuabHble TOYKM AOCTYyMa» M Ha)kaB B MaHe/u MHCTPYMEHTOB
KHOMKY «[o6aBuTb». Jna gobaBneHus ycTpoiicTBa noTpebyetcs BpyyHyto BBectu ero AndroidID. 3T1oT
MAEHTUOMKATOP MOXKHO Y3HaTb Ha CTPaHMULLE HACTPOEK MOBUIBLHOIO KANEHTA B HUMKHEWN YacTU 3KpaHa.

BrHumaHue! AndroidID 2eHepupyemca cucmemol Android 0OuH pa3 npu co30aHUU HOB020
npogunsa nonv3oeamena HA KOHKpemHOM ycmpolicmee. YoaneHue npogunsa
none3osamens Ha ycmpolicmee npusodum K yodaneHuto AndroidlD. [locne cmeHsbl
npoguns nonezoeamend HA MobuabHom ycmpolicmee moxcem nompebosamocs
3apeaucmpuposame e2o 8 cucmeme Elsys Mobile 3aHoso.

4.2.3 HacTpoiiKka MOOGMJIbHBIX TOYEK AOCTyIa

B pasgene «MobunbHble TOYKM AOCTyMa» HAcTpamBaloTCA MOOWU/IbHbIE YCTPOMCTBA, KOTOPbIE MOTYT
nogKnaoyatbcs K cucteme. [na pobaeneHnss HOBOro MOOWMABHOIO KAMEHTA CleAyeT HaxKaTb KHOMKY
«[106aBUTb» Ha MaHeNn WHCTPYMEHTOB KoHbuUrypaTopa, AN8 YAaNeHUs — KHOMKy «YAanuTby».
HacTpoikn Kaxkporo mMobunbHOro KaneHTa u3obparkeHbl Ha Puc. 3 U npepactaBneHbl cneayowymm
napameTpamu:
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OcHoBHblIe
VimMsa — Nnpon3BoabHOE TEeKCTOBOE Ha3BaHWE MOBMIBbHOTMO KAMEHTA.

Asnsemca moykoli cbopa 38aKyayUU — BKAOYAET parknm «TOUKM c6opa Npu 3BaKyaLMm» Ha KOHKPETHOM
MO6UMAbHOW TOYKe AocTyna.

JsycmopoHHuli pexum — npu aKTMBaumm 3TOW OMNUMM MOBWAbHAA TOYKa AOCTyMa nepexoauT B
OBYCTOPOHHUI PEXUM, NPU KOTOPOM OHA MOXKET PerMcTpmMpoBaTb cObbITUA BXO4A U BbIXOAA, a TaKKe K
Hell MOXHO NpuBA3aTb ABa cuuTbiBaTena CKY/[, (K 04HOCTOPOHHEN TOYKE MOXKHO NPMBA3aTb TOLKO
OAMH cunTbiBaTens CKY/).

Android ID — yHUKanbHbIA uaeHTMMKATOP MOBUAbHOro ycTponctea. o Hemy npoucxoauTt
naeHTUOMKauMa MOBUNBHOrO KAMEeHTa Npu noAakatoYeHun. HeobxoAMMO yuuTbiBaTb, YTO ecau
YCTPOMCTBO COPOCUTL K 3aBOACKMM HAaCTpOMKam, Ha HEm o6HoBuTcA Android ID.

Pexcum peaucmpayuu rnpoxoda — 3HaYeHWe 3TON HACTPOMKM onpeaenseT aencreme MobuabHON TOUKK
[0CTyNa Npu NpUKAaL4bIBaHUM KapTbl fOCTyNa.

Pexcum omobpaxeHus nepcoHasnbHbIX OGHHbIX — 3HAYEHUE 3TOW HACTPOWKM onpefenseT To, KaKkue
JaHHble 0 nepcoHax byayT BbIBOAMTLCA Ha MobuabHOM ycTpoictee. PoTorpadmm nocetutenein byayt
0oTOBPaXKaTbCA TO/bKO B TOM C/yyae, €CAM He OTKAoYeH napameTp «Paspelwntb oTobpaxeHue
¢doTorpadmin» B OCHOBHbIX HAaCTPOMKaXx.

Mpueaska npezpaxcdarowjux ycmpolicme

MpussazaHHsbIli cuumeieamens (8x00) — cumTbiBaTenb CKY/, Elsys, Ha KoTopbl ByaeT oTnpaBaATbCA Kog,
NpUKAagblBaeMoi K MOBMABHOMY CUMTLIBATENO KapTbl MpPM pernctpaumm cobbitus «Bxog» Ha
MobUNbHOM TepmuHane. Ecam y Bnagenbua NpuKkaaabiBaeMon K MoOBUAbHOMY TEPMUHANY KapTbl €cTb
OOCTYN K COOTBETCTBYtOWEN Touke npoxoaa CKY[ Elsys, nponsongér eé oTkpbiTne. KHonka «BblbpaTtb
CYMTbIBATENbY OTKPbIBAET [AOMOJIHUTE/NIbHOE [AMAaZIorOBOE OKHO CO CMMCKOM BCEX AOCTYMHbIX
CYMTbIBATENEN, CpeaM KOTOpbIX ciedyeT BblopaTb Tpebyemblt U NpuBsA3aTb €ro K MObMIbHON TOYKe
poctyna. KHonka «OTBA3aTb CYMTbIBaTE/IbY» NO3BONAET OTBA3ATb CYMTbIBATENb TOUYKM npoxoga CRY/, Elsys
OT MOBMNBHOWM TOYKM AOCTyna.

MpusAzaHHbIli cHumbieamens (8bixo0) — NapameTp AOCTYMNeH, ecau AAA MOBUIbHON TOUYKM AO0CTyna
3afaH OBYCTOPOHHUI pexum. MapameTp aHanornyeH npeablayliemy C TOM pasHuULEM, YTo OTKpbITUE
nperpa)aatllero ycTpomcTsa npovM3onaeT npu pernctpaumm cobbitua «Bbixog» Ha MOBUAbHOM
TepMUHane.

JononHumenvHaa uHgpopmayus nponycka

Bblgo0ums UHGOPMAYUIO O MPAHCIOPMHBIX MPONYCKAX — MO3BOAAET BK/AOYUTb WAU BbIKNHOYUTD
OTOOparkeHne cBeAEHMM O TPAHCMOPTHbLIX MPOMYCKax, CBA3AHHbLIX C BAAAENbLEM MNEPCOHANbHOIO
nponycka, Ha MobUIbHOM YCTPOMCTBE.

Boligodume uHGopmMayuto 0 MamepudsabHbeiX MPOMYyCcKAX — MO3BOAAET BKAYUTb WAU BbIKNOYUTD
oTObparkeHne CBeAEHUN O MaTepuasbHbIX MPOMYCKax, CBA3AHHbLIX C BAaLE/NbLEM MNEPCOHANbHOrO
nponycka, Ha MobUIbHOM YCTPOMCTBE.
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[g bacTros-3 - Naxenb ynpasnesna Onepatop: q - 0O x
OcHoBHoe MeHK ¥ [ipaiieepbl ¥ Mo6 TOUKM AOCTyna

+ -

BeeguTe uMs MOGMIBHOI TOHK A focTyna OcHoBHLIE -

ﬁ MobBunbHas rpynna 1

WmMa: ‘Moénanaﬂ rpynna 1 |

7 MoGunekas rpynna 2

D Aensetcs Toukoi cbopa Npu 3eakyaunn

[ ] maycropomtmii pexam

Android ID: ‘ sdfagsdtesasadf |
PeXMM pervcTpaumi npoxoga: |( NOATEEEKAEHUEM |v|
Pexum UTUﬁpa)KEHVIﬂ HEPCDHEHDHMK A3HHbIX: | Bce |v|

TpHBR3Ka NperpaxaioLyux YETPORETE

TPHBAZaHKEIA CHUTEIBATENS (BX0A): CHMTIZaTEME F2 02

| BbibpaTs ” OTBAzaTE |

JIoNoAHWTENEHAA MHEIOPMALLAR MPOMYCKa

BbIEOANTE MHOPMALMIO O TRAHCNOPTHBIX MPONYCKaKk

BbIEOAWTE HHOPMALIMIO O MaTEPHaNbHbIX NPOMYCKaX

rearpatiMyeckoe nonoxeHme

D OrpaiuyMBaTL MeCTOMoNoXeHHe

LWupoTa: ‘ 4] |V|A|
DonroTa: ‘ 0 | V|A|
COKpaLeHHbI2 KOCPAWHATEI: ‘ KoopauHatel & Gopm es unu What3w H MprUMeHUTL Kog,
MaKCMMansHoe fONYCTUMOE OTKNOHEHME (M): ‘ 0 | A|

Puc. 3 HacTpoiiku mobuibHbIX TOYEK A0cTyna

leozpadpuyeckoe nonoxeHue

Oz2paHU4uUBaMb MecmornosoxeHue — NpU aKTMBauMKM 3Toro ¢nara OyaeT BbINOAHATLCA MPOBEPKA
HaXoXKAeHna MOBUABbHOrO YCTPOMCTBA B 3a4aHHOM reorpapuyeckoit obaactn, Kotopas onpegensercs
TOYKOW C yKasaHMeM A0/roTbl U WMPOThl, @ TaKKe MaKCMMasfibHO AOMYCTUMbIM OTK/AIOHEHMEM OT 3TOM
TOYKM B METpax. TakMm 06pas3om, yCTPOMCTBO, C KOTOPOTO MOAKNHOYAETCA MOBUBHBIN KANEHT, LOMKHO
HaxoAMTbCA B 3afaHHOM 061acT, B NPOTUBHOM C/yyae Bce cobbITUA OT Hero 6yayT MrHOPMPOBaTLCA
cepBepom.

LLlupoma — wnpoTa ONOPHOMN TOYKN MECTOMOJIOKEHUA MOBMNBHOTO YCTPOMCTBA.
Jlonzoma — fonrota onopHoOM TOYKM MECTOMOJIOKEHMA MOBMIBHOMO YCTPOMCTBA.

CokpaujeHHble  KOOpOUHAMbI —  COKpalLeHHble KOOPAMHATbl  reorpaduyeckoro  MOJIONKEHMUS,
npeacrasneHHble B Buae Google +koaa (PlusCode) nnm What3Words. Google +Koa gonxeH BBoanTbCA
B nonHom dopmate, Hanpumep 7GXHX4HM+3C, popmaT ¢ HasBaHuem ropoga (Hanpumep, 765W+H9
Camapa, Camapckas 06/1.) NoKa He nognep:kvBaeTcs. [MoAHbIN +Kog MOXKHO BbISCHUTL Ha caiTe
https://plus.codes. CoKpalleHHy0 KoopanHaTy Heobxoammoro mecta B popmate What3Words moxHO

BbIACHUTb Ha canTe https://what3words.com.
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Makc. donycmumoe OmEKAOHeHUe (M) — paguyc AONYCTUMOTO OTK/JOHEHWUA MEeCTOMOJ/IOKEHMUS
MOB6UIBHOrO YCTPOMCTBA.

YKazamb MOYKy HO Kapme — OTKPbIBAeTCA OKHO C KapTamu Google, B KOTOPOM YKa3blBalOTCA
HeobxoaMmble KOOpAMHaTbI. [ YyCTaHOBKM MapKepa Ha KapTe MCMo/b3yeTca ABOMHON LLEeNYOK 1eBO
KHOMKOW mblwu (dyHKLMA HegocTynHa B OC Linux).

Mepedaya cobbimuii us MK «bacmuoH-3» (Puc. 4)

MuHumaneHelli npuopumem — Ha MOBUAbHbLIN TepmuHan ByayT nepenaBaTbCs TONAbKO COb6bITUA C
npuoputetTom 60abLINMM B0 PaBHbIM 3HAYEHMIO 3TOrO NapameTpa.

LLImamHele cobbimus — €Cnn aKTUBMPOBAHaA 3Ta HACTPOMKa, Ha MOOW/IbHbLIM TepmuHan byayT
nepesaBaTbCs WTaTHbIE COObLITUS.

TpegoxHble cobbiIMmuAa — €eCcAW aKTMBMPOBaHa 3Ta HACTPOMKA, Ha MOOMUAbHbLIM TepmuHan 6yayT
nepefaeaTbCA TPEBOXKHbIE COBbITUA.

HeucnpasHocmu — eCnn akTMBMPOBaHa 3Ta HACTPOMKa, Ha MOBWbHBIN TepMUHan ByayT nepenasaTbes
COb6bITMA O HEMCNPABHOCTSAX.

Ycmpoticmea — 3T0T pasgen coaepKuT aepeso Bcex ycTponcts MK «bacTnoH-3». MobuabHbIN TepMUHan
6yaeT noNyyaTb cobbITUA TONLKO C TEX YCTPOMCTB, KOTOPbIE OTMEYEHbI B AiepeBeE.

[g\ bacTiox-3 - MNaxenb ynpasnedns Onepatop: g

Oc MeHio ¥ 7 ¥ Mobi TOUKM AocTyna
+ -8 x
= MoGunbHaa rpynna 1
1= MoGunsHas rpynna 2 i NpUopUTeT cobbim _
HopManbHble coBbiTHA: [l
TpesoKHbIe CoBBITHA:
HeucnpaeHocTy:
2|8 | @ @ |novaycrpoiicrea.. al
[ Je#nons3oearens -
4 [ Opaieep cueHapyes
DECueHapMV\
[legnus
[legeisys v2
4 [ ggzarya
4 [ ]B Cepaep unrerpaumu
[ nusmm canzu
[] cevessie rpynnel
4 ﬁi MyHKTHP-C

- ‘t\'KDHTponnepm

4 [V]EKontponnep 01
[ Jaeronn
[+]

« [€xBxonp MB-C (LIP)

23Bbixoap!
\ﬁBmﬁpouaTw\AKM

4 [V]Bkortponnep 02

'\'t:vao,um

%3Bxoabl MB-C (LIP)

\&Bhlxoum

m‘GBmﬁponaTmeM =

Puc. 4: HacTpoiiku nepepgaum cobbiTuilt Ha MO6UAbHbIE TOUKKU AOCTYNa

4.3 MoOu/bHbIE CYUTHIBATE/IM B YPOBHSX AOCTyNa
Kaxkpaa uns MOBUNBbHBIX TOYeK AO0CTyna npeacrasBsieHa OoAHUMM UKW OABYMA CYHUTbIBATE/NIAMU, KOTOpPbIE
cnenyet Ao6aBNATb B YPOBHWU AOCTyNa HapaBHe C peanbHbIMK cyUTbiBaTENAMM (Puc. 5). CuntbiBaTens
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BXOAHOIO (MM eaMHCTBEHHOIO B OAHOCTOPOHHEM PEXMME) HamnpasieHUs MObUIbHOW TOUKKM 4OCTyna
nmeeT UMA «<Mma MobUNbHOM TOUKKM AocTyna> R1», cuMTbiBaTENb BbIXOAHOIMO HanpasieHus — «<Mma
MODBUNBbHOM TOYKM AocTyna> R2».

Hannuune cumTbiBaTena MobUNbHOM TOUKM AOCTYMNa B YPOBHE AOCTyMNa No-pasHOMY BAWAET Ha NoBeaeHue
npunoxkeHusa Elsys Mobile B pasHbIx pexxumax pernctpaumm npoxoaa.

B pexxumax «Tonbko Bxoa» U «TONbKO BbIXOA» CUCTEMA Cama NPUHUMAET pelleHne 0 NpeaocTaB/eHnmn
[0CTyna B 3aBUCMMOCTU OT NpaB A0CTyna, 3aaaHHbIX B MK «bacToH-3» (To ecTb, B TO4YHOM COOTBETCTBUM
C YPOBHEM [0CTyNa Nponycka).

B pexnme «c noATBEPKAEHMEM» OMepaTop MOOUNLHOrO TEPMUHANA MOXKET NoATBEPAUTb AOCTYN Ha
BXOZ, U BbIXOZ, BHE 3aBMCMMOCTM OT Npas, 3agaHHbiXx B MK «bacTMoH-3». Ha aKpaHe mobuabHOro
TepMMHana Npu NpeabasBaAeHUN KapTbl OyaeT oTobparkeHo, MMEET I COOTBETCTBYIOLLMI NPONYCK NpaBo
OOCTyna Ha BXOA/BbIXxof 4yepe3 3Ty MOOWAbHYIO TOYKY AocTyna. Ho OKoHuaTenbHoe pelleHue o
npeaocTaBNeHMn AOCTyna Yepes MOOWUbHYIO TOYKY MPOXo4a B 3TOM pPeXMME NMPUHMMAET onepaTtop.
Mpu saToMm AOCTYN 4yepes cBszaHHOe nperpaxgatouwee ycrponctso CKYO Elsys 6yaet npepocrtasieH
TONbKO €C/IN Yy NPONyCcKa ecTb NpaBa Ha AOCTyn Yyepes 3To ycTpoiicteo CKY/ Elsys.

Ons nonyyeHna 6onee noapobHol MHPOPMaLMM O HACTPOMKEe YPOBHEN A0CTYNa U BPEMEHHbIX 30H
cneayet obpaTmTbCA K NYHKTY 6 AOKymeHTa «bacTMoH-3 — Blopo nponyckos. PykoBoAcTBO onepatopay,
BXoAsLLero B Habop gokymeHTaumm MK «bactmoH-3».

CeowictBa nponycka

= E (o] MNepcona @  Mponyck | Yposews poctyna | Mpoduan  Pekeusitsl

Cnocob sagaHus: | Japate BpY4HYO =

Bpemna goctyna | Cocrae

=

=+ — Bpemsa goctyna

M @ Vcnonb30EaTh OCHOBHOE BPEMA 4OCTYNA
(AETOMaTUUECKWIA BpEMEHHOI Bnok)

4 Cuwroizaren (2)

A Jagate ocofoe BpEMA AoCTyna

f

NuHan kapTa cozaana: 20.01.2022 18:53:28

Mponyck cospanx 20.01.2022 18:53:28

OTmexa

Puc. 5 CuutbiBaTeNM MO6GUNbLHOM TOUYKM AOCTYNa B YPOBHE A0CTYNa
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4.4 Hacrpoiiku QR-nponyckos
MapameTpbl ana pabotbl ¢ QR-nponyckamu HacTpauBatoTca B [MapameTpax pasgena «lponyckHow
pexum» naHenu ynpasneHus (Puc. 6).

EI BacToH-3 — MaHent ynpaeneHua Onepatop: q

OcCHOBHOE MeHIo ¥ MponycKHoi pexnum ¥ MapaMeTpel

06uwme
KapTbl noctyna

Hymepauua nponyckos DOPMAT [AHHBIX
,[LOI_I ONHATENbHbIE MONA |6| DECD

QR-nponycka

QR-nponycka ~ MNpu reHepaumm QR-KoAa ANA MPOMYCKa MCMONb3YETCA TONBKO He3almdpoBaHHbIA Koa
MASHTUOUKALWMK KapPThl AOCTYNE, NPUBA3aHHOM K NponycKy.
TpaHcnopTHble Nponycka | Cem
MaTepwanbHble nponycka| — Mpw reHepaumun QR-Koga ANA NPONycka MCNONb3yeTcA WHBPOBaHWE JaHHbIX.
Kntoy WdposaHuA (16 cMBonos)
{ ") HEXD

~ MNpw redepauun QR-koga Ans Nponycka MCnob3yeTcs He3aWwndPoBaHHBIH Kog naeHTMdUKaLKK
KapTbl OCTYNa, MPUEA3AHHOW K NPOMYCKY B WecTHaAUaTepHYHOM dopMaTe.

Puc. 6 MNapametpbl QR-nponyckos

HacTpoliku QR-nponycKoB nNpeacTaBaeHbl CiedyoWwmmMm napameTpamm:

®opmam daHHbIx — 3apaeT opmaTt QR-Koga nponycKa.

Knroy wugposaHusa — knwou wndposaHua QR-koaos B popmaTte ELSM.
CeeHepuposamMb KoY WUGPOBAHUSA — TeHEePUPYETCA CyYalHbIM KoYy WndpoBaHus.

MobunbHoe npunoxkeHne noagep:kumsaet 2 popmata QR-kogoB nponyckos: DECD n ELSM. dopmar
DECD npeactaBnset ns ceba HesalwmMPpoBaHHbIN AECATUYHbIA KOZ KapTbl, KOTOPbIN NoAAep’K1BaAETCA
HacTeHHbIMM cymTbiBaTenammn Tantos TS-RDR-QR. ®opmaT ELSM umcnonb3yeTca TONbKO MOOBUAbHbIMM
cumnTbiBaTenamm Elsys Mobile n npegcrasnsatoT us ceba 3awmndposaHHble QR-Koaa.

[IpuioxKeHus

[Ipunoxenue 1. UcTopusa u3sMeHeHU

BbactuoH-3 - Elsys Mobile 2025.4

. L [obasneHa noaaeprkka ¢yHKUMOHANA ANA PACcNO3HABaHWA aBTOMOBU/IbHBIX HOMEPOB.

® ﬂ ,£|,06aBneHa nogaepXKa orpaHn4YeHmA BpPeEMEHU COXPaHEHUMA KOMaHZL FapaHTMDOBaHHOﬁ
AO0CTaBKM N3MEHEHUN.

. 0 He nogTeepxkpannce cobbiTva npoxoaa, ecam "Bpema akTyanbHOCTU cobbITMn" HbIN10 paBHO
0 muH. UcnpasneHo.
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2025.3 (03.10.2025)

. ﬁl’lpm 6onbwomM uyumcne MobuabHbIX Touek poctyna (6bonee 1000) 3aBucan
KOHpUrypaTop gpavieepa. VicnpasaeHo.

. ﬁﬂ,o6a3neHa noagep>Xka OrpaHUYeHUss BPEMEHM COXPaHEHUs  KOMaHA
rapaHTMPOBaHHOM AOCTAaBKN N3MEHEHWN.

« M peannzosana oamoxHocTs NPUHATUA KOAA KapTbl U3 moayna "bactmon-3 -
Jlornyeckne cxemsl".

2025.2 (31.03.2025)

. ﬁy6paHa NMWHAA HacTpomka "Paspewuntb oTobpaxkeHue doTtorpadpuin" B
napameTpax gpaiisepa.

. O HEKOTOPbIX CUTyauMAaX AUWHWI pa3 3arpykanucb paHHole gns offline-
pexxnuma paboTbl Ha MObUAbHOE YCTPOMCTBO. McnpaBaeHo.

. 0 Cpa3y nocne OTKPbITUA OCHOBHbIX HAaCTPOEK OTobpayKkanca NPWM3HaK Hann4yma
M3MEHEHWUI B KOHOUrypauuu. McnpasneHo.

2025.1 (24.01.2025)

[+] No6aBneHa BO3MOMKHOCTb pasrpaHUYEeHUs AO0CTyNa K PeaakTMPOBaHUIO HAacTPOeK OTAe/bHO ANA
3K3emMnaspa gparisepa.

[+] ApanBep nepesBeaeH Ha AvaloniaUl 11.

[*] WcnpasneHa owwubKa, Korga He Bcerga YyAaBasoCcb BbIMOAHWUTL YCMEWHbIA Npoxoa npu
ncnonbzoBaHuu Elsys Mobile + «bacTnoH-3 — [JocmoTp».

[*] B KoHdurypatope apaiiBepa He paboTano MpMMeEHeHMe COKpalleHHbIX KoopauHaT B dopmaTe
PlusCodes n what3words. Y6paH noaaep»xusaembiii popmat what3words.

[*] OnpepeneHune NoKanbHbIX U NYBANYHBIX IP-aapecoB BMECTO KAMEHTCKOro NpuaoXeHusa «bacTuoH-3
— MNaHenb ynpaBaeHUa» NPOU3BOAUTCA B IK3EMNASPE ApanBepa Ha cepBepe 0bopyaoBaHMA.

[*] UcnpaBneHa owmnbKa HEBO3MOXKHOCTM onpeaeneHnsa ypoBHa AocTyna nepcoHsbl 8 OFFLINE-pexkume.
2024.2 (29.07.2024)
[+] AobaBneHa BO3MOXKHOCTb aBTOpM3aL MM MOBUAbHBIX onepaTopos Yyepes cepsuc OpenlD Connect.

[*] Onepatopbl MOBU/AbHbLIX TOYEK Tenepb aBTOPM3YKOTCA Ha CEepBEPE CUCTEMbI, YTO MO3BOAAET
ynpaBAATb CO34aBaeMbIMU APaAVBEPOM CECCUAMM Ha CepBepe CUCTEMDI.

2024.1 (23.04.2024)

[*] UcnpaBneHus owmnbok
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[+] OobasneH ¢yHKLUMOHAN ANA OTCAEXMBAHUA nepemelteHns ML (npn Hannuum yctaHOBNEHHOrO
mogyna MK «bactnoH-3 — JocmoTp».

[+] JobaBneH py4Hol Nnouck n paborta c QR-MTI nponyckamu (Npu HaMUYUM YCTAaHOBIEHHOrO MOAYANSA
MK «bacTnoH-3 — JocmoTp»).

[+] AobaBneHa noagaep»Ka 7 n 8 6anMTOBbIX KOAOB KapT.

2023.3 (25.01.2024)

[*] KnueHT He noakAtoyasica K cepsepy, ecaun He bbin ycTaHoBeH moayab MTI. UcnpasneHo.
[*] He paboTano ckaHMpoBaHne QR-Nponyckos, 3aKoanpoBaHHbIX B ELSM.

[*] BosHuKana owubKa BXOAa B CUCTEMY, €C/IM Bpems Ha KAuWeHTe W cepsepe 060py[0BaHUSA
pacxogmnocb 6onblie, Yyem Ha 1 MUHYTY. McnpasneHo.

1.0.0 (07.04.2023)

[+] NepsBbIit penus gpaiBepa BkAtoYeH B cocTas MK «bacTnoH-3».
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