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1. O6Lwue cBeaeHUsA

Cuctema «bacTnoH-3 - LDAP» npegHa3sHayeH Ans cuHxpoHusauuu nponyckoB CKY[ MK «bactuoH-3» ¢
none3osarensmun LDAP.

BO3MOXHOCTWN CUCTEMbI BK/THOYAOT:

¢ VimnopT nonb3oBaTenei ns LDAP B MK «bacTnoH-3» ¢ co3gaHnem 3asiBOK Ha Nponycka;

¢ BosBpart, 6o 6rokMpoBka nponyckos B MK «bacTnoH-3» npu 61oknpoBke B LDAP akkayHTa
BMagenbLia Nponycka;

e HacTtpoliky npaBua NpMcBOeHns ypoBHei gocTtyna B MK «bacTnoH-3»;
e HacTtpoliky cooTBeTCTBUIA Noneli nporiycka n nepcoHsl B MK «bactnoH-3» nonsv B LDAP;

e 3JkcnopT nosnb3oBatesiein B LDAP Ha ocHOBe akTMBHbIX MPOMYCKOB, CO3AaHHbIX U BbldaHHbIX B MK
«BbacTnon-3»;

¢ PyuyHoIn 3anyck CMHXPOHM3aL N AaHHbIX NPonycka u nepcoHbl MK «bacTMoH-3» ¢ nonsMu
nonb3oBartens B LDAP;

e 3anucb HacTpaMBaeMoro TeKcTa CobbIThii Npoxoga nepcoHbl 13 MK «bacTnoH-3» B 3afaHHbIn aTpuoyT
cBA3aHHOro nosib3oBarens LDAP;

o bBnokupoBka paboueii cTaHUMM B OTBET Ha AeicTBus nosb3oBatens B CKY/.

Cuctema cocTouT 13 MoAy/isl pacluMpeHns cepeepa cuctemsl MK «BacTnoH-3», areHTa 6/10kMpoBkK paboueit
CTaHLUMM 1 CTPaHWLbI NaHenu ynpaseHusl, Kak nokasaHo Ha Puc. 1.

«Cepaep cMCTeMbl: E
AlNK "bactwon-3"

Moayne paciunpeHna cepeepa CcHCTeMEI
“"bacTnon-3 - LDAP®

B0 AMK
“BacthnoH-3°

KoHgwrypaTtop fﬂ-n@
(@}

“"bacTnon-3 - LDAP®

Puc. 1. Ctpyktypa cuctembl «<bactnoH-3 — LDAP»

[na HacTpoiikm cucteMbl NOSb30BaTe b AO/KEH 06N1aAaTh 3HAHUAMU O CTPYKTYpe M aAMUHUCTPUPOBaAHNM
LDAP, opraHn3aunoHHOR CTPYKTYpe Nnpeanpusatis n agMmuHnctpuposaHum CKY /[ MK «bacTuoH-3».



a‘ BactnoH-3 - LDAP. PykoBoACTBO agMUHUCTpaTopa 5

2. YcnoBus npuMeHeHus

2.1. Tpe6boBaHMA K COBMECTUMOCTU

Ha mogynb «bactnoH-3 — LDAP» pacnpocTpaHslTcsa Te e TpeboBaHWA K annapaTHON M NporpaMMHO
nnatcpopme, uto 1 anda MK «bacTnoH-3».

[nsa pabotbl TpebyeTcs MK «bacTnoH-3» Bepcumn He Humke 2023.1.

TexHonoruss  uHTerpaumMm nogpasymeBaeT BO3MOXHOCTb  WCMO/Ib30BaHUS B KayecTBe kartanora
nosb3oBartesieit nobblie cepsepbl LDAP, ogHako, TeCTUpoBaHMe CUCTEMbI NPOM3BOAWIOCL TOMBKO ¢ Active
Directory.

2.2. JlnueHsupoBaHne CUCTEMbI
[na paboTbl cUCTEMbI TPEOYyeTCs HanuuMe B K/Ye 3aluTbl CTPOKM akTuBaumm moayns «bacTuoH-3 —
LDAP». Moaynb He MMEET KOJIMYECTBEHHbIX OrpaHNYeHni i Ha 06BEM CUHXPOHU3NPYEMbIX AAaHHbIX.

Kak BMAHO 13 cxeMbl Ha Puc. 1, Bcerga TpebyeTcsa Hanuume ogHoro moayns «bactmon-3 — LDAP» Ha kaxaom
cepBepe CUCTEMBI.
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3. YcTaHOBKa

Mogynb «bactuon-3 — LDAP» ycTaHaBnuBaetcsa B coctaBe K «bacTnoH-3». [19 ero yCTaHOBKM HYXHO
OTMETUTb COOTBETCTBYIOLLWIA (hiiar B CMMCKE KOMMNOHEHTOB pacLUMpeHus.
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4. HacTtpoika

4.1. OCHOBHbI€ HAaCTPONKMU

UT06bI cMHXpoHM3auns ¢ LDAP Havyana pabotartb, HE06X0AMMO MpeABapuUTesibHO BbIMOMHUTL HACTPOMNKY —
yKazaTb AaHHble As1a nogxnoyeHus k cepsepy LDAP 1, onuymoHasibHO, HACTPOUTL COOTBETCTBUE YPOBHENA
[0CTyna opraHu3aumoHHbIM eguHnuam (Organizational Unit — ganee OU).

HacTpoiika mMofyns ocyllecTB/SeTCa C MOMOLLbIO MpunoxeHus «lMaHenb ynpasneHusi», HeobXoanMo B
MeHI0 BblbpaTb «CUHXPOHM3aums ¢ LDAP» n Bam OTKpoeTCsl cneayrolee MeHH, KOTOPOE MOXHO YBUAETb Ha
Puc. 2.

E BacTwox-3 — Maxens ynpaanedua Onepatop: q

OCHOBHO® MeHIo * CMHXpOHM3auMa c LDAP

5] HacTpofikm q OpraHW3auMoHHbIe MOy
L&) HH

Puc. 2. MeHo CuHxpoHusauun ¢ LDAP

N5 HACTPOIAKM CMHXPOHU3ALMIN HEOBXOAMMO BbIGPATL COOTBETCTBYIOLLEE MEHIO.
NHTepdpeiic HacTpoek 13o6paxéH Ha Puic. 3 M npecTaB/eH TPEMSI OCHOBHbLIMM 3/1eMeHTaMU:
MaHesib UHCMPYMEHMOB — COAEPXUT KHOTKM:

o COXpaHWUTb U3MEHEHNS — COXPaHAET BHECEHHbIE N3MEHEHMUS;

o OTMEHWTb U3MEHEHNSI — OTMEHSIET BCE BHECEHHbIE U3MEHEHWS;
Jepeso Hacmpoek — COAEPXUT 5 OCHOBHbIX y3/1a, 3TO:

¢ OCHOBHbIE HACTPOWKN — OCHOBHbIE HACTPOWKM Moayns «bacTnoH-3 — LDAP»,

e IMNopT — HacTpolikn umnopTa nonb3osarteneii us LDAP B MK «bacTnoH-3»;
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SKCNOPT NEPCOH — HACTPOIKM 3KCMnopTa nosib3oBatenei 3 MK «bacTnoH-3»;
JKCMOPT KapT — HACTPOIiKM aKkcnopTa KapT u3 MK «bacTuoH-3»;

JKCMOpT cOBbLITWIA NPOX0a — HACTPOIKM 3KCNopTa cobbITHIA Npoxoda 13 MK «bacTuoH-3».

O6s1acmb Hacmpolku — COAepXWUT AOCTYMHble AN pefakTUpoBaHWA napameTpbl BbiGPaHHOrO B AepeBe
HacTpoekK y3na.

OCHOBHble HaCTpOVIKM npeacrtaB/ieHbl HA Pwuc. 3.

E Bactuox-3 — Makens ynpaanedun Onepatop: q - 0 x

OCHOBHO® MeHI0 * CMHXPOHMZaUMA c LDAP * HacTpoikn

OCHOBHbIE HACTPORKKA

MMnopTt

3KCNOPT NepcoH NopknioyeHne K cepeepy

JKcnopT KapT Appec cepeepa: 192.168.31.177

IKcnopT coBBITHA Npoxoa Mopr: 636 |
HIM&A nons30BaTens. AgMuHKCTpaTopi@Bastion.net
Mapone: srsssraranen -
ATpubyT, copgepkawmni rnobaneHsd wgesTupukatop (GUID) 2anuck: | objectGUID L

OCHOBHbIE HACTPOMKK

Mepevncneqne objectClass gna onpegeneHns o Broextoe LDAP-ax KayH top,person,crganizational Person,user

—l TpancdopMuposats rnobansHem ngeHTudmkaTop nons3csatenei (UID) 8 dopmar HEX

THN ayTEHTUGMKALNN; Basic L
v | Wecnonwzosate TLS

|| OTenioumT BepHdKaLmio cepTHdMKaTa cepBepa
{Ha OC Linux 408 oTKARYEHHA BEPHEHKOUMH CERTHEHKOTS Cepaepa HEoOXOOMMO YCTOROBHTE NepeMennya cpeqer LDAPTLS REQCERT=never)

Bepcua NpoToKona: 3 ~
Cnocol GnoKMpOBKH AKKayHTOR: Het L
TaAMayT NOAKMKHEHHA K CEPEEPY, CEKYHA: &0 |
KonuyscTen NoMbITor NOQKNOYEHHA K CPPBFP',‘Z 1 ~~

MNposepwTs NogKNK4MEHNE C cepeepom LDAP

ABTOMaTH4YecKan CHHXPOHW3AaUHA
: | BRNKDHWTS BTOMATHSECKYI0 CHHXDOHNIALAKD

Mepuof CUHXPOHMISLMN, Ces: 600 el Bt

Puc. 3. OKHO «OCHOBHblE HACTPOKM»

OCHOBHblE HACTPOWKN BKNHOYAKT B CEOS:

Adpec cepsepa — IP-agpec nnn gomeHHoe nvs cepesepa LDAP;

lMopm — nopt cepBepa LDAP;

Vimsi nosib308ame/is — NorvH nonb3osarensa LDAP, umerowero npasa Ha YteHne AaHHbIX
nonb3oBarteneli, Bknoyas gaHHole User Account Control (UAC);

lMaposib — naponb nonb3oBartend LDAP;

Ampubym, codepxxawjuli 2/106a/1bHbIl UOeHMUthukamop 3anucu — aTpubyT, cogepxalinii GUID
3anvcu. JocTyneH BbI6Op M3 TUNOBbIX BApUaHTOB, a Takke BO3MOXHOCTb BBECTU Ha3BaHue atpnbyta
BPYUHY!IO;

lMepeducneHue objectClass 07151 orpedeneHusi 06bekmos LDAP-akkayHmos — nepevncrieHHble yepes
3anATy0 Ha3BaHNsa TUNOB 06 BHEKTOB /19 TOYHOro onpeesnieHns nosb3osartesniei cepsepa LDAP.

Ha6op objectClass MoxHo y3HaTb npu nomoum cmd-komaHApl Idapsearch Ha fMHyKce nnv B yTunuTe
AD Explorer gns Active Directory;
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¢ TpaHcghopmuposams 2/106a/1bHbIG udeHmughukamop noss3osamerneli (UID) 8 gpopmam HEX — cnoco6
npeacTasneHns naeHTudmkaTopa nonb3osaresneii LDAP B Buge ctpokn nnn B HEX-chopmate
(Hanpumep ans Active Directory);

o Tun aymeHmudbukayuu — cnocob ayteHTudmkaumm Ha cepeepe LDAP. M3 Hucnagatowiero cnmucka
Heo6xoAMMO BbIGpaTb NOAXOAALLMNIA 4718 KOHKPETHOro cepeepa LDAP Tun ayteHTudmnkaumm;

e Vcnonb3osame TLS — akTuBaUMst aHHOR onuMy BKKOYAET NOAK/IIOYEHNE C UCNOMb30BaHnem TLS
(LDAPS);

o  Omk/i4Yums Bepugbukayuro cepmughukama cepsepa — Npu BKIHOYEHNN 3TO HACTPOKM
noaknoyeHne K cepsepy LDAP 6yaeT nponcxoanTb gaxke B TeX Cnyvasix, Korga He yaaéTcs npoBepuTb
NOA/IMHHOCTb CEPTUINKATS;

e Bepcusi npomokosia — Bepcusa npotokona LDAP ans nogkntoueHms. MoxHo BbiGpaTb 1,2 nnm 3;

e Criocob 6/10KUPOBKU aKkayHmos — HacCTPOKa onpeaensiet cnocob, KOTOPbIM MOAY/1b CUHXPOHM3ALNN
onpeaenset npu uMnopTe AaHHbIX ¢ cepBepa LDAP, ABnseTca /v akkayHT nonb3osaTens
3a610KMPOBAaHHBIM, & TaKXe BbINOHAET 6/10KMPOBKY/Pa36/I0KMPOBKY akkayHTOB MPU 3KCNOPTE AaHHbIX
Ha cepBep LDAP. Heo6xoayMo BbIGpaTh OJIMH U3 YETLIPEX BAPMAHTOB: «HET» (B 3TOM C/ly4yae
6/10KMPOBKA aKKayHTOB He OTC/IEXNBAETCs NPy UMNOPTE 1 He Npon3BoanTcs npu akcnopte), <UAC» -
[JaHHbI BapuaHT HeobX04MMO BbiGpaTh, €C/M BbINOMHAETCS NOAKIYEHNe K cepepy Microsoft Active
Directory, «PPolicy» - 3T0T cnoco6 cniegyeT BblbpaTb, €C/IM BbINOHAETCSA NOAKIHYEHME K CEPBEPY
Open LDAP wnn gpyromy cepsepy LDAP, KOTOpbIil NCNO/b3yeT NOANTUKY 6/10KMPOBKM aKKkayHTOB
ppolicy, «[pyroii (ykasaTb aTpubyT)» - AaHHbI BapUaHT NMO3BOMUT BPYYHYHO YKa3aTb, Kakoli aTpubyT
COAEPXUT faHHble 0 6/10KMPOBKE NOJIb30BATESIA N Kakoe 3HauYeHne AaHHOro aTpubyTa ABniseTcs
NPM3HAKOM 3a6/10KMPOBAHHOTO aKKkayHTa;

o Ampubym, ucrosib3yembili 07151 6/10KUPOBKU akkayHma — AaHHbIi napameTp AOCTyNeH, eCnun B
npeablayliein HacTpoiike BbibpaH BapuaHT «pyroii (ykasaTb aTpubyT)». B kauecTse 3HaueHus
Heo6Xx0AMMO yKa3aTb UMS aTpUbyTa, KOTOPbI COAEPXKUT AaHHbIE O G/TOKMPOBKE akkayHTa
nonb3oBartens Ha cepsepe LDAP;

e 3HayveHue, 18/isroujeecs npusHakom 6/10KUPOBKU — B AlaHHYH HACTPOIKY HE06X0AMMO BBECTU
3HauYeHne, ABMALLEECH NPU3HAKOM B/10KMPOBKM akkayHTa Ha cepeepe LDAP. Mpu nmnopTe AaHHbIX
06HapyXeHue ykasaHHOro 3HavyeHuns 6yaet o3HavaTb 415 MOAYNSA CUHXPOHM3ALMU TO, YTO AaHHbIA
akKkayHT nonb3oBaTens sBnseTcs 3ab10kMpoBaHHbIM. [Mpy aKcnopTe gaHHbIX Ha cepBep LDAP B
aTpubyT, yKasaHHbIn B NpeablayLueli HacTpoiike, byaeT 3anucbiBaTbCA AaHHOE 3HAYEHNE Npu
6/10KUPOBKE MOJIb30BATESS, U CTUPATLCS 3HaUYeHWe (YCTaHaBMBATLCS NYCTOe) Npu pas6b/IoKMPOBKe
aKKayHTa;

o Talimaym nook/I04EeHUsT K cepsepy, CeKyHO — TaiiMayT nogktoveHus k cepeepy LDAP;

e Kosiu4ecmso ronbimoK NOOK/II0YEHUST K cepsepy — Npw yCTaHOBKE B JaHHOWN HACTPOiKe 3HaYeHus,
OT/IMYHOTO OT 1 MOAY/b CUHXPOHM3aLUMN ByeT BbIMOMHATL HECKOMNBbKO MOMbITOK NOAK/YEHMUS K
cepBepy CMCTEMbI Npexae, YeM coobLWNTL 06 owmrbKe nogknyeHns k cepsepy LDAP;

e Br/o4uUmMb aBmoMamuyeckyro CUHXPOHU3aYUo — NPU OTK/TIOYEHHON CUHXPOHU3auun He byaeT
BbIMOIHATLCA HU MMMNOPT Nosib3oBateneli ¢ cepeepa LDAP, H1 akcnopT gaHHbIX Ha cepsep LDAP;

¢ [1epuod CUHXPOHU3aYUU, CEK. — BPEMEHHOI NPOMEXYTOK B CEKyHAAX MEXAY UTepauusimm
CUHXPOHU3ALUN.

HacTpolikun nmnopTta npeacraBneHsl Ha Puc. 4.
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OcHoBHOE MeHI0 ¥ CUHXpoHU3aLMA € LDAP » HacTpoilkn

OCHOBHbIE HACTPOMRKK
Wmnopt

JIKCNOPT NepcoH
IKCNOPT KapT
IkcnopT cobbImiil npoxoaa T CHHXPOHHINPOBATE YPOBEHE SOCTYNA TONBKD OAWH Pai:

EI BacTwoH-3 — Nadens ynpaesnesna OnepaTop: q - O x

UmnopT

|| BEAKHHTE MMNOPT =

MyTb NoWCcKa: DC=adsync,DC=test

Oefcrese npu BAOKMPORKE BKKAYHTS
@) Bozapar npanycka

Bnokwposka nponycka

ATpUGYTEI

DU e
TaGensHelA HOMEp:
HonwHocTs:

j DoTorpadua:

[]7un noxymena:
Cepua QokyMeHTa:

T Homep aokyMenTa:

: Oprau, BsiaBILHA LOKYMEHT:

'_ NaTa BEOaYM NOKYMEHTE:
DaTa poxgeHus:

f MecTo poXAeHHA:

; AJpec NpoXHBAHMA
Homep Tenedona:

|| MpaxpatscTeo:

Puc. 4. OkHO «/IMnopT»

HacTpoliku nmnopTta Bk/Io4aeT B cebs:

Bk/1r04ums UMIopm — Npv OTK/IKOYEHHOW MMnopTa He ByAeT NpoM3BOAMTLCA UMMOPT AaHHbIX 13 LDAP;

lymb rioucka — nyTb K opraHn3aunoHHoli eguuuue LDAP (gomeH nnn OU), us koTopoii 6yayT
3arpyxartbcsi Nosib3oBaTesiM, 0hOPMEHHLI MO NpaBuIaM UMeHoBaHWs 06bekToB B LDAP, Hanpumep,
«0U=0rgUnitOne,DC=test,DC=comy;

CUHXpOHU3UpOBamb ypoBeHb docmyra moJ/ibKo 00UH pa3 — NpWU BKNIOYEHNM 3TON HACTPOKM YPOBEHb
JocTyna Ans co3gasBaeMblx B poLecce nMnopTa 3asBOK Ha npornycka 6yeT BbICTaBNATbLCA TO/IbKO
OJVH pa3 Npu co3aaHnn 3asBkn (Npy o6HapyxeHun B LDAP HoBoro nosib3oBaTenst uin npu
pa361oKMpPOoBKe NOb30BaTENS, paHee GbiBLIEro 3a6/10KMPoBaHHbIM). MNPy CMeHe YPOBHS AocTyna s
OU, B KOTOPOM Haxo4uMTCs NOJb30BaTeslb, UK NPU CMEHEe YPOBHA A0CTyna B aTpubyTe, 3a4aHHOM B
HaCTPOliKe «YpoBeHb AOCTyna» B rpynne «ATpuGyTbl» (MPW akTUBHOI HaCTpolike «/cnosb3oBaThb
ypOBeHb A0CTyna U3 atpubyTar) He ByAeT U3MEHATLCA YPOBEHb A0CTYNA YXKe CYLLECTBYIOLLER 3asBKM
Ha NPOoMyCK UM akTUBHOIO BblJAHHOIO NO/b30BATE/H0 NPONYCKa,;

Jelicmsue ripu 6/10KUPOBKE akKkayHmMa: 3Ha4YeHne 3Toi HaCTPOKK onpeaensieT AencTeme,
BbINOJIHAEMOe npu 6/10knpoBke akkayHTa LDAP. Ha BbI6op fOCTYyNHbI ABa BapvaHTa: Bo3Bpar
nponycka (BbINO/HSETCSA BO3BPAT BCEX aKTVBHbIX MPOMYCKOB NO/b30BATESSA, & TAKKe 3a5BOK) U
6/10KMpOBKa (Clyyae BbINosHsAeTCst 6/10KMPOBKA BCEX aKTMBHbIX NPOMYCKOB NO/Mb30BaTe Ns);

®UO —aTpubyT, KOTOpbIN ByAeT ncnonb3oBaTbcs Ans uteHns @O nonb3oBaTenel;
Tabe/ibHbIl HOMep — aTpubyT, KOTOPbIA ByAEeT MCNOIb30BaTbLCA A1 YTEHMS TabeibHOro HOMepa;
JomkHocmb — aTpnbyT, KOTOPLIA ByAET NCNO/b30BaTLCA A1 YTEHUS JO/DKHOCTY;

®domoepacpusi — aTpubyT, 3HAUEHUE KOTOPOro GyAeT UCMOMb30BaThCA ANs NonydveHust dootorpadum (B
chopmate Base64). doTorpadimsi n3 LDAP 3arpyxaeTcs To/IbKO OAUH pas;



‘ BactnoH-3 - LDAP. PykoBoaCcTBO agMMHUCTpaTopa 11

o Tun dokymeHma — aTpubyT, 3HaYeHne KOTOPOoro 6yAeT UCMOoMb30BaTbLCA A5 UTEHNUS TUNa JOKYMEHTa,

o Cepus dokymeHma — aTpubyT, 3HaueHne KOToporo 6yAeT UCMO/Ib30BaTbCsA A5t YTEHUSI cepun
[OKYMEHTa;

o Homep AokymeHma — aTpubyT, 3HaUeHne KoToporo 6yaeT UCM0/b30BaTbCA A/18 UTeHMs HoMepa
[IOKYMEHTa;

o OpeaH, Bbidaswuli 00KyMeHm — aTpUbyT, 3Ha4eHne KOToporo 6yaeT NCNonb3oBaTbCs A5 YTEHMS
opraHa, BblAaBLUEro AOKYMEHT;

¢ [Jama sbldayu 0oKyMeHma — aTpubyT, 3HaueHne KOToporo 6yAeT NCNo/b30BaThLCS /18 UTEHUS AaTbl
BblAaun JOKYMEHTA;

e [lama poxdeHus — aTpubyT, 3HaUYeHNe KOTOPOoro 6yAeT NCMONb30BaTbCS A5 UTEHUS AaTbl POXAEHWS,

e Mecmo poxxdeHusi - aTPUBbYT, 3HAYEHNEe KOTOPOro ByaeT NCNonb30BaTbCs 4151 YTEHUS MecTa
POXOEHUS;

e AOpec npoxusaHusi - aTpMBbYT, 3HaUYEeHNe KOTOpPOro 6yAeT UCMONb30BaTbCS A1 UTEHUs agpeca
NPOXUBaHUS;

* Homep menechoHa — aTpnbyT, 3HAUYEHME KOTOPOro ByAeT UCMN0/b30BaTbCs AJ/19 YTEHUA HOMepa
TenedoHa;

e [paxodaHcmBo — aTpMbyT, 3Ha4YeHNe KOTOpPOoro 6yaeT UCMONb30BaTLCA A1 YTEHNA rpaXaaHCTBa;

e KommeHmapul — aTpubyT, 3Ha4YEHMe KOTOPoro 6yAeT NCnob30BaTbCA A1 YTEHUS KOMMEHTapus;

e Email — aTpubyT, 3Ha4YEHNE KOTOPOro ByAeT NCNO/Ib30BaTbCA A1 UTEHUS S/IEKTPOHHOW NOYTLI;

e Kameeopusi npornycka - aTpubyT, 3Ha4YeHne KOTOPOro 6yAeT NCNob30BaThCs /151 UTEHNSA KaTeropmm
nponycka;

e Kamezopusi npomnycka no ymMo/i4aHur0 — 3Ha4eHne 3TO HACTPOIKM ByAeT UCNO/Ib30BaTbCs B TEX

cnyyasix, korga y nonb3oBatens AD 6yaeT nycTbiM 3Ha4YeHMe aTpmbyTa, ykazaHHOro B KauecTBe
aTpubyTta 15 umnopTa KaTeropmm NpPonycka;

¢ [IUH-KOO - aTpMBYT, 3HAYEHNE KOTOPOro ByAeT UCNO/Ib30BaThCA A1 YTEHMS MWH-KOAA NPOMNyCcKa;

o [lpumeyaHue K rnpomycKy — aTpnbyT, 3HaYeHne KOTOpOro 6yaeT NCNoNb30BaTLCS A/18 YTEHUS
npUMeYaHusi K NPonycky;

e Yicnosb3oBamsb ypoBeHb docmyrna u3 ampubyma — npu BKKOYEHWN 3TO HACTPOIKN YPOBEHb A0CTYNa
AN NPONycKoB 6yAeT BbICTaBNATLCSA B COOTBETCTBUM C aTPUOYTOM, YKa3aHHbIM B HACTPOIike

«YpoBeHb A0CTyna», BMECTO YPOBHA A0CTYNa, 3agaHHoro ans OU, B KOTOPOM HaxoamTcs
nonb3osarenb AD.

¢ YposeHb docmyrna — aTpubyT, 3HaueHMe KOTOporo GyAeT UCNO/b30BaThCS AJ1s1 YTEHUS YPOBHS
JocTtyna (ecnv BKIoUYeHa HacTpoiika «/cnosb3oBaTh YpoBeHb A0CTyNa 13 aTpubyTar). YpoBeHb
[lOCTYNa, yKasbiBaeMblil B aTpubyTe Nosb30BaTe s, O/HKEH CYLILECTBOBATL B CUCTEME.

HacTpoiikn akcnopTa NepcoH npeacTaBneHbl Ha Puc. 5.
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[ BacTvon-3 — Maxens ynpasnesna Onepatop: g

) CUHXpOHU3aUuA € LDAP » HacTpoiku

H X
3;:2';2”'9 HacTpoitkA 3KCnopT NepPCcoH
BKCHUDT nepcOH |7 EKJ'"O“H‘TD FKCNOpT

IKCNOPT KapT K
IKCNOpT CoBLTHE NPoXoRa aTeropMu NponyckoB QNA 3KcnopTa

[+] koHTparesThi ou=oul ,ou=Paople,dc=domain,de=tast
F MoceTureny ou=cu2,ou=Pecple dc=domain,dc=test

|__ CoTpyaHukM

@opmat LDIF-3anpocoB ANA 3KCNopTa NepcoH

PRI

#Konpwrypauws LDIF-3anpoca no ymonyansue, Konpurypaunn cepeepa Active Directory MmoryT oTnvsatecs
#objectClass HeobxoguMo yKa3aTe B OTRENBHON HACTRORKE
# "top,person,organizationalPerson,user”

dn: cn={name}[10] {firsthame][7] {secondMame}[1],{path} #¥yTeqa MakckMansHaa ANMHA & 20 CUMBON NS WMEHW SKKAYHTDE Ha cepeepe AD

cn: {name}[10] {firstNamel[7] {secondMame}[1]
sn:  [name}[10] [firstMame}[7] {secondNamel[1]

displayMame: {fullName}
glvenName: ({firstName}
initials:  (firstName}[2].{secondName}[2].

userPrincipalName: [nameUniDecodelower}[10].{firstNameUniDecodeLower}[7].{secondNameUniDecodel ower][1]@domain.com
sAMAccountName:  {nameUniDecodelower][10].{firstNameUniDecodelower][7].[secondMameUniDecodelower}[1]

Puc. 5. OKHO «3KCnopT NEPCOH»

HacTpoiiku 3akcnopTa NepcoH npeAcTaBfieHbl HACTPOWMKOW «Bk/IO4YUMb 3KCIOpm» — [aHHas HacTpoiika
oTBeYaeT 3a BKIUeHne/BbIK/IoYeHMe aKkenopTa gaHHbIx n3 MK «bacTnoH-3» B LDAP.

[anee cnefyet MEH HacTpPOeK 3KCnopTa MpoMnyckoB MNo kateropusam. OHO nNpeactaBnsieT coboW CnmMcok
KaTeropmin NponyckoB, rae 415 KaXA0N KaTeropum MOXHO BK/IOUYUTL/OTKIUATL B SKCMOPT U ykasaTb NyTb
[ns1 aKkenopTa (KoTopblil fanee MOXHO Mcronb3oBaTk B chopmate LDIF-3anpoca).

Hactpoiika copmata LDIF-3anpocoB pAans akcnopTa MepcoH npegHasHaveHa Ans rmMokoli HacTpoliku
3anpocoB, KOTOPbIMK CO3JaloTcs Nonb3oBaTtenn Ha cepeepax LDAP. MpeactaBnseT u3 cebs TekcToBoe none

C BO3MOXHOCTbIO YKa3aHusi BCeX HE06XOANMbIX aTPMBYTOB 1 UX 3HAYEHWIA, MO KOTOPLIM co3datoTcs LDAP-
nonb3oBaTesnu.

HacTpoliku akcnopTa kapT npefactaBneHa Ha Puc. 6.
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|z BacTuoH-3 — Madente ympasnedna Onepatop: q

OcHoBHOE MeHIo ¥ CUHXpOHH3auMAa ¢ LDAP » HacTpoikn

OCHOBHBIE HACTPOMKM ' 3KCI‘IDDT KapT

WMmnopTt
BKCI'IODT nepcoH |— BEAK4MTD JKCNOPT KOAA KapTol
IKCMOPT KapT ATpUGYT ANA IKCNOPTA KO3 BbIAAHKHOR K3PThl 4OCTYNA: BEeawnTe

IkcnopT cobuimuit Nnpoxoaa

Puc. 6. OKHO «9QKCrnopT KapT»

HacTpoiiku aKcropTa NepcoH BK/YaET B CE6S:

e Brso4ums akcriopm Kooa kapmbl — AaHHas HACTPOika OTBeYaeT 3a BK/IHYeHWe/BbIKTI0YeHne
aKcnopTa fgaHHbIX u3 MK «bacTtnoH-3» B LDAP;

o Ampubym 0719 akcriopma Koda BblidaHHOU Kapmbl docmyrna — aTpubyT KapTel B LDAP, B KOTOPbIi
OyAeT 3anucbiBaTbCA KOA BblAaHHbIX KapT.

HacTpoliku akcnopTa cobbiTuii npoxoga Ha Puc. 7.



5‘ BactnoH-3 - LDAP. PykoBoACTBO agMUHUCTpaTopa 14

[ BacTmon-3 — Nanens ynpasnedwa Onepatop: q R =

OCHOBHOE MEHIO » CHHXPOHM3aUKWA C LDAP » HacTpoMkM

0 ;i »
CHOBHBIE HACTROMKA 3KkcnopT cobeITMiA Npoxoaa

Wmnopt

;')K(I'IODT nepcoH | BKMOYMTE PESKLMID YCTPORCTE Ha cobemvus npoxoga nponycka

IKCNOPT KapT ATpuBYT ANA 3kcnopTa cofomwil Npoxoga:

IKCNOPT CODLITHA NPOXOAA | ©opmaT TekcTa CoSbTHI: {device}: [event}

DOPMAT QATH M BPEMEHN: HH:mm:ss dd.MM.yyyy

MaKCHMANoHAA ANHHAE 3Ha4eHHA aTpulyTa: 4] ~

Puc. 7. OKHO «DKCNOPT COObITMI Npoxoaa»

HacTpoliku akcnopTa cobbITuii Npoxoaa BKIYaeT B cebs:

e Bk/1r04uUmMb peakyuro ycmpolicms Ha cobbimusi rpoxoda npornycka — BKNYaeT yHKUMOHa 3anucum
co6bITWIA NpOXoda NepcoHana B onpefeneHHbIn aTpnbyT A1 BO3MOXHOCTU 6/10KMPOBKM
KOMMNbIOTEPOB MO/b30BaTe Neli B C/lydae Ux Bbixoga U3 onpefeneHHbix obnacTeli KoHTpons. [Ans
JaHHbIA yHKLMN He0bX0aMMa yCTaHOBKa CneLnasibHOro NPUIoXKeHNs-areHTa Ha KoMmbloTepax
nosib3oBaresiein ansa 6:10KMPOBOK UX pabounx CTaHuuii;

o Ampubym 0715 3kcriopma cobbimuli ipoxoda — aTpnbyT nonb3oBartensi B LDAP, B KoTopblii 6yaeT
3anncbiBaTbCs TEKCT COObITUA MPOXOAa;

e ®opmam mekcma cobbimul — 3agaeT oopmar TeKCTa COObITUIN MPoOXo4a C NCMO/Ib30BaHNEM
cneumanbHbIX NePeEMEHHbIX, OKPYXEHHbIX (OUrypHbIMU CKoBKamu;

o Gopmam damsl U BpeMeHU — 3aAaeT yopMaT AaTbl U BPEMEHU, UCMO/b3Ysl CEeLUasIbHbIE CUMBO/IbI.

¢ MakcumasibHasi 0/1uHa 3Ha4eHUs ampubyma — 3afiaeT MakCUMasbHYH A/IUHY /15 aTpUMBYTOB.

4.2. HactpoiiKka peakuuit yCTPOMCTB Ha COObLITUA Npoxoaa

Mepepava cobbITWi NpoXxoAa NepcoHasia OCYLLEeCTBASETCA Npu NoMoLLmM MexaHn3ma CueHapuii, 3 pasgena
«CobbITns 1 peakummn» B MK «BbacTnoH-3». UTO6bI cO3aaTth CcLeHapuii, Heobxogumo fo6asutb [elicTeue
«3anucatb UHpopmaumto B LDAP», koTopoe oTHOCUTCA K CUCTEMHbIM AENCTBUAM. N5 OTCAEeXunBaHus
nepemMeLLeHms nepcoHasia HeobXxoaMmo [06aBUTb HYXHble COObITUS B CMMCOK COOGbLITUIA — TPUITEPOB,
KOTOPbIE UHMLMANN3NPYIOT 3anmcb TEKCTa COOLITUS NPOX0Aa B HA3HAYEHHbLI aTprMbyT NpoLleLlein NepCcoHbl
(Puc. 8).
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[#¥ BacTmon-3 — Nanens ynpaenesws Onepatop: q
OcHoBHOE MeHIo » OGpaboTia coBBiTH ¥ CUeHapUK M peaKuuu
+-= -0
¥ Q Y li AKTHBHROBATE
4 &= Bee | TpebosaTe NOATESPHAEHME
[ Cuenapui
[ cuexapwii 2 @@

Tun Tpurrepa

¥Ycnoewe

CobbiTWe OT yCTpORCTEA <YeTpoicTeo= = “[ipaisep - NpaAsep”

YeTpoAcTao fencTene NapameTp

Cucrema - CucremMa 3anucaTe wHdopMaumio B Active Directory

Puc. 8. HacTpoiiku cueHapus

Takum obpasom, npu [o6aBNeHHOM TPUITEPHOM COObITUK, Hanpumep, «MoTeps cBA3W» BO Bpems paboTbl,
cuctema «bactnoH-3 — LDAP» nepepact B aTpumbyT nonb3oBatesnis LDAP TekCcT cobbITMA cornacHo

HacTpoeHHOoMY chopmary.

4.3. Hactpoiika chopmara TeKCcTa CoOObITUA

B koHdurypaTope «bactnon-3 — LDAP» ecTb BO3MOXHOCTb HACTPOMTbL hopmat TekcTa CobbITUA 4N 3anucu
B arpubyT nonb3oBaTtens LDAP. [ina atoro B 6710ke HacTpoek «[lapamMeTpbl 3KCnopTa» ecTb 2 MNons:

«dopmar TekcTa cobbITuit» 1 «dopmat AaTbl U BPEMEHM».

HacTpoiika «®opmaT TekcTa Co6bITUii» MO3BO/ISET HACTPOWTb TEKCT COObITUA Npoxofda nepcoHana. Ans
HaCTPOIKN WCNO/Mb3YIOTCS CreunasbHble MepeMeHHble, KOTopble Heob6XoAuMO YKasbiBaTb B (OUIYpPHbIX
cko6kax. Mpu NoAroToBke COO6LLEHMSI HA MECTO nepemeHHoii 6yaeT noacTas/ieHa COOTBETCTBYIOLWAs el

nHhopmaums.
Cnncok nepemeHHbIX ansa «dopmara coobLeHNiA»:

¢ {name} — nonHoe ®NO coTPyAHWKS;

¢ {datetime} — Bpemsi cobbITHSsA, (hopmMaT KOTOPOro 3agaeTcs B nose «dopmat AaTbl U BPEMEHU;

o {event} — TekcT cobbITUIA Npoxoga: «LLTaTHbI BXog», «LLTaTHbIA BbIXOA» U ApYyr1ue cobbITUS NPoXoaa;

o {device} — nms ycTpoiicTBa Co6bITUS;

o {cardcode} — HOMep KapTbl A4OCTyNa coTpyaHMKa B hopmate HEX;
» {category} — Ha3BaHWe KaTEropun COTPYAHKA;

e {department} — Ha3BaHWe oTAEN];
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{organization} — Ha3BaHu1e opraHu3aLuu.

B none «<Dop|v|aT Aatbl N BpEMEHU» MOTYT UCNOJ1Ib30BaTbCA Criegyouine nogctaHOBKK:

d — geHb mecsiua ot 1 go 31, ogHopaspsaHble Yncna He AOMONHAITCA HY/1eEM CleBa;
dd — peHb mecsaua ot 01 go 31, ogHopaspsaHble Yncna AONOHAKTCA Hy/IeM CleBa;
ddd - cokpalleHHOoe Ha3BaHue gHSA Hegenw;

dddd - nonHoe Ha3BaHue AHSA Heaenw;

h — yachbl B Buae oT 1 0o 12, ogHopaspsigHble uncna He J0MNoHAKTCS Hy/1IeM CNeBa;

hh - yacbl B Buge ot 01 go 12, ogHopaspsigHble Yncna AoNoNHSATCS Hy/1eM CleBa;

H - vacbl B Buge ot 0 fo 23, ogHopaspsHble yicna He [OMNOJTHAKTCA Hy1eM CrieBa,;
HH - vacbl B Buge ot 00 go 23, ogHopaspsagHble yncia AOoNoNHATCA HyneM CreBa;

K — yacoBoW Nosc;

m — MUHYTbI B Buge ot 0 o 59, ogHopaspsaHble yncna He JONOSHAKTCS HYyleM CeBa;
mm — MuHyTbI B Buge ot 00 go 59, ogHopaspsaHbie ymucna AOnoHATCA Hy/1IeM CNeEBa;
M - mecsay, B Buge ot 1 0o 12, ogHopaspsagHble yncsia He J0MNOHAKTCA HY/1IEM CNEBa,;
MM - mecsy, B Buge ot 01 o 12, ogHopaspsaaHble yncna AONONHATCA HYNIeEM CNeBa;
MMM - cokpallleHHOe Ha3BaHVe MecAaua;

MMMM - nonHoe Ha3BaHWe Mecsua;

S — cekyHAb!l B Buge ot 0 go 59, ogHopaspsaHble yncna He AONOSHAKTCA HY/1EM CNEBa;

ss — cekyHApl B Buge ot 00 go 59, ogHopaspsgHble yncnia AONONHAKTCA HY/1eM CleBa,;

y — rof] B BUE u1cna us ofHoli uam asyx uudp. Eciv rog umeeT 6onee AByxX LUGIP, TO B pesy/ibTarte

0TOGpaXKatoTCs TOMbKO ABe Miaalive uudpbi;

yy - ro4 B BMAe 4ncia u3 ogHoin nnm asyx undpp. Ecnv rog umeet 6onee aAByx Lmdp, TO B pesybTare

oTo6paxatoTcs TOMbKO ABe Miaawve uudpbl. Ecnm rog nmeeT ogHy Undpy, TO OH JOMOJIHAETCS

Hy/ieM CrieBa;

yyy — 10 U3 Tpex undp;

yyyy — rop, u3 yeTblpex uudp;

Z — NpeAcTaB/isieT CMeLeHne B Yacax OTHOCUTesIbHO BpeMmeHn UTC;

ZZ - NpeAcTaB/iSeT CMeLeHme B Yacax OTHocuTelbHO BpeMeHn UTC, ogHO3HauYHble Yyncnia

O0NONTHAKTCA Hy/1leM cneBa.

MpumMep Mcnonb3oBaHMs Wab/ioHOB hopmaTta CoobLLEHNA:

«dopmat cooblieHuii»: «B {datetime} Ha Touke npoxoga {device} 6bin 3adiMKcMpoBaH {event} coTpyaHMKA
{name} un3 opranuzauun: {organization} otpena {department} c kateropueii {category}. Homep KapTbl:
{cardcode}»,

«dopmar gatbl u BpemeHu»: «dd-MM-yyyy HH:mm:ss zz»,

NToroBblIii TEKCT COGLITUSA, 3anncaHHbIi B aTpMbyT nosb3oBatens: «B 21-12-2020 18:50:37 +04 Ha Touke
npoxofa <MMA_TYCTPOMCTBa> 6bIn1 3admkcrpoBaH LUTaTHbIN BbIXOA cOTpyaHMKa ViBaHoB ViBaH VBaHOBWUY 13
opraHu3auMn: <ums opraHusaumm> oThena <uMsa OThena> C Kareropuvein <uma kateropuun>. Homep
KapTbl: 0011223344FC».
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4.4. Hactpoiika npucBoeHUs ypoBHel gocTtyna

[ns kaxaoii opraHsaumoHHol eguHusl (OU) B cicTeMe MOXHO 3a/aTh YPOBEHL [OCTYNa, KOTOpLIA 6yaeT
yCTaHOBMEH A1 HoBOro nponycka B MK «bacTnoH-3», N5 aToro HE06XoAMMO NepeliTh Ha CTPaHWLy naHenu
ynpasneHusi «<OpraHn3aLumoHHble Mogynu» (Puc. 9).

HacTpoilku Kaxx[oro opraHu3auroHHOIO MOAyna npeacTaBfeHbl OfHOW €AWHCTBEHHOW HacTpOMkon -
«YposeHb docmyna», KOTopas onpefenser YpoBeHb [0CTyna Mo YMOSYaHWI0 [7S MPOMYyCKOB BCEeX
nmnopTupyembix n3 atoro OU nonb3osateneii LDAP.

[#¥| BacTon-3 - Nament ynpaenexna Onepatop: q - 0O x
OcHoBHOE MeHIo * CHH XpoHu3auwa c LDAP > OpraHvzayuoHHble MoOgYnHu
[w]
Q

Hout
20U YpoBeHb QOCTYNE: Mo ymon4aHM0o ~
founouz

Hounouz\ouz

Mo YMOAYAHHKD
a1

vA2

Puc. 9. HacTtpolika cBsi3u OU 1 ypoBHeli goctyna

4.5. HacTtpouka cpopmaTtupoBaHus LDIF-3anpocoB ans akcnoprta
NnepcoH

[Ona ypobcTBa HACTPOVKM MMEEeTCs BO3MOXHOCTb MOACTAHOBKM KoHgurypaumin  LDIF-3anpocoB no
ymonyanuio ans cepsepos ALD, MS-AD n OpenLDAP. KoHdurypaumm no ymosnyaHuio cogepxart B cebe
MUHMMasIbHBIA HeobxoamMbIli Habop aTpubyTos ansa LDAP-cepBepoB. Heo6xoamMMo yumTbiBaTh, YTO HAGOPbI
aTpnbyToB MOTYT OTAMYATLCH B 3aBUCMMOCTY OT KOHdmrypauwuii LDAP cepsepa.

ATpubyTbl HeobxoamMmMo 3ajaBaTb B chopmarte «attributeName:attributeValue» no ogHomy 3HaueHuio B
CTpOKe.

[ononHutensHo B none copmatupoBaHus LDIF-3anpoca MOXHO UCNO/Ib30BaTh CNELCUMBOS «#» B KAYeCTBe
CMMBO/IA KOMMEHTApUS, BCE YTO HAXOAMTCA Npasee AaHHOro cnewlcruMBosa byaeTt oTépackiBaTbCs.

[ns hopMaTUMpoBaHMs 3anpocoB MMEETCH BO3MOXHOCTb MOACTAHOBKMA METa-NepeMeHHbIX, KoTopble 6yayT
3aMeHATCA COOTBETCTBYHOLLVMU AAHHBIMU:
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¢ {path} — nytb OU akcnopTa nepcoHsl, 6epeTcs 13 o6LLeit HacTPoikK «yTb akcnopTa» Unu us
«KaTeropuv nponycka [ 3KCnopTa» eciv AaHHble HACTPOKN BK/THOUEHbI

* {password} — naponb No ymonuyaHuto, KOTOpbIli 3aaaeTcs B nosie «Maposib N0 YMONYaHUO»;

¢ {name} — chamnnsi NeEPCOHbI;

o {firstName} — umsi nepcoHbi

¢ {secondName} — 0T4ECTBO NEPCOHbI;

¢ {fullName} — noHoe ®VO nepcoHb|;

o {fullNamelLower} — nosHoe ®O nepcoHbl CTPOUHbLIMK ByKBaMU;

¢ {nameUniDecode} — chamnnns nepcoHbl NaTUHULEN;

o {firstNameUniDecode} — nmsi nepcoHbl NaTuHULEN;

¢ {secondNameUniDecode} — 0T4eCTBO NEPCOHbI NATUHULIEN;

¢ {nameUniDecodelower} — chamnnnsa nepcoHbl NAaTUHULLER CTPOUHLIMU ByKBaMU;

o {firstNameUniDecodelLower} — umsi nepcoHbl NaTVHULIEN CTPOYHBIMU ByKBaMU;

¢ {secondNameUniDecodelower} — 0TY4ECTBO NEPCOHLI NATUHULIEN CTPOYHBLIMK BYKBaMWU;

¢ {fullNameUniDecode} — nonHoe ®VO nepcoHbl NaTVHULIEN;

¢ {fullNameUniDecodelLower} — nonHoe ®VO nepcoHbl NaTUHULIER CTPOYHBIMU GyKBaMU;

¢ {personld} — ngeHTuchukatop nepcoHsl MK «bacTnoH-3;

¢ {personld+<uenoe_uncno>} — naeHtTudukarop nepcoHsl MK «bacTnoH-3» ¢ MHKPEMEHTOM;

o {creationDate} — gata co3zgaHvs NocneAHero BblAaHHOIO NepPCoHaIbHOIO Npomnycka

o {creatorName} — nms BblgaBLLIEro NPonyck,;

o {birthDate} — naTa poxaeHns NepcoHsbl;

o {birthPlace} — mecTo poxaeHusi NepCcoHbI;

¢ {email} — anekTpoHHas no4Ta NepcoH.l

¢ {phone} — TenedoH NepcoHsi;

¢ {personComment} — onucaHne K NepcoHe.
HekoTopble aTpubyTbl Ha LDAP-cepBepe MOryT MMETb OrpaHMyeHust Ha MakCUMasibHYH A/IMHY 3HAYeHWUs,
ona atoro B popmarte LDIF-3anpoca mmMeeTcsi BO3MOXHOCTb A/19 KaXAOoW MeTa-MepeMeHHON ykasaTb
MakCYMasibHYI0 [/IMHY 3HAYeHWsl MOACTaB/ISIEMbIX AaHHbIX. [MpuMep MoACTaHOBKM hamMuinM NepcoHbl C

MakcumasbHoli anvHoit B 20 cumonoB: «\{firstName\}\[20\]». Ecnu ucxogHas A/iMHa CTPOKW MPEBbICUT
NIMMUT CMMBOJIOB, TO CTPOKa byaeT obpe3aHa.
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5. Mpouecc CUHXpPOHM3aLun

5.1. HayanbHaA CUHXpPOHU3aUUA

B cucteme npegycMoTpeHa HauyasibHas cuHXpoHu3auusi OU, uTo6bl onepaTtop CUCTEMbI MOP HasHauUTb
kaxgomy OU ypoBHU flocTyna nepej Tem, kak 6yayT 3arpyeHbl Nosib30BaTe/u.

Onepatop [0/MKEH BBECTM HACTPOIMKM MOAKMNIOYEHUS, HO He CcTaBuUTb doniar «CUHXPOHM3aLUST BK/OYEHAY,
MOC/1e YEro COXPaHNTb HACTPOWKN N HaxXaTb KHOMKY «O6HOBUTL». B pesynbTate cnmcok OU 3arpysutcs u3s AD
N 0TObpasnTCs B KOHUrypartope.

Mocne 3ToOro cnepyeT NPocTaBnTb YPOBHU focTyna ans OU, BKNOUUTL rasiouky «CUHXPOHU3ALMS BKIIOUYEHAY
N HaxXaTb «COXPaHUTb» NOBTOPHO.

5.2. LUTaTHbIN peXxum padoTbl

A]'IFOpI/ITM pa6OTbI CUCTEMbI B LUTATHOM peXnmMe paCCMOTPEH HMXKE.

o CUHXpOHU3aLIMS BbINOJIHAETCS nepuoanuecku ¢ uHTepsanom B N cekyHg, rae N — 3HaueHue
napameTpa «eprof CUHXPOHU3ALIMK, CEK.» B KOH(UTYpaLK.

o [Ipy HAXATUM KHOMKN PYYHOI CUHXPOHM3aLMM B KOHOMIypaTope NpPoLecc CUHXPOHM3aLmMm
3anyckaeTcs HeMeA/IeHHO.

o [1ns1 KaX[0ro aKTMBHOro (He 3a6/10KMPOBAHHOTO) Nosib3oBatesist LDAP, y KOTOPOro elle HeT akTMBHOIO
Bbl4AHHOIO Mpomnycka unu 3asBku Ha nponyck B MK «bacTnoH-3» gobasnsieTcs 3asBka Ha Bblgady
NMOCTOSIHHOIO MPOMycKa. YpOoBeHb A0CTyna A1 Takoro Nosb30BaTtesis BbICTaBISAETCA B COOTBETCTBUN C
HaCTPOEHHbIM B KOH(PUIypaLMn ypoBHEM A0CTyNa no ymonyaHuto s OU, B KOTOPOM HaxoauTes
nonb3osaresib. MecTo paboTbl Nosb3oBaTtens - CTpyktypa OU, B KOTOPOM OH HaxoguTcs. MNpu aToM
BepxHuin OU B nepapxmmn gobaensietcsa B MK «bacTnoH-3» B KauecTBe opraHu3aLun, a BCe Jo4YepHue —
B KauecTBe nogpasaeneHuii.

« ConocTaBs/eHve Nonb3oBatesieli BbINOMHAETCS MO UX YHUKabHLIM naeHTudinkaTopam (UID), koTopble
XpaHATcs B atpnbyTte «objectGUID».

¢ Bblgaya nponycka Ans co3faHHbIX B NPOLECCe CUHXPOHM3ALIMM 3asIBOK BbINOMHAETCS BPYUHYHO
onepaTtopoM «Bopo NponycKoB».

¢ YpoBeHb AOCTyna aBTOMaTU4eckn Ha3HavaeTcs O4uMH pas Npu co34aHumM HOBO 3asiBKM Ha MPOMYCK, T.
e. Npu obHapyxeHnn HoBoro nonb3osartens LDAP unu npu paszénokmposke paHee 3a6/10KMPOBaHHOrO.
lMocne aToro ypoBeHb A0OCTYyNa He ByAeT U3MEHATLCA aBTOMATUYECKN B NPOLLECCEe CUHXPOHMU3ALUN.

e YpOBeHb AoCTyna Ans 3asiBKM Ha NPONYCK WA A1 aKTUBHOIO BblAAaHHOr0 Nponycka MoXeT U3MEHUTb
BPYYHYH onepartop «Bopo NponycKoB».

¢ [pun 6nokmposke B LDAP akkayHTa nosib30BaTes1s BbINOMHAETCSA BO3BPAT akTMBHOIO Nponycka uam
NMepeHoC B apxmB 3asiBKM Ha NPOMYCK 3TOro Nonb3oBaTesns, iMb60 6/10KMPOBKa aKTMBHOIO MPOMNycKa,
€C/IM B HacTpolikax BbibpaHa COOTBETCTBYOLLASA ONUUS.

¢ [pu cmeHe PO nonb3osatens LDAP o6HosnstoTca ero @0 B MK «bacTtnoH-3».

o [Mpu yganeHuun nonb3oBatesnis B LDAP B MK «bacTnoH-3» He BbINOHAKTCA HUKaKnue AeincTeus.
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¢ [pn cmeHe nveHn OU B LDAP B MK «bacTnoH-3» 6yaeT co3gaHo HoBOe nogpasaeneHue, ctapoe npu
3TOM He ygansetcs. s Bcex nonb3oBartenei, Haxogawmxcsa B atom OU, 6yaeT usmeHeHo MecTo
paboTbl B COOTBETCTBUMN C HOBbIM UMEHEM MoApasesieHuns.

¢ MmnopT akkayHToB B LDAP BbINOMHAETCSA A/151 aKTUBHbLIX MPOMYCKOB, BbiAaHHbIX HA OCHOBaHUN 3asiBOK,
CO3ZaHHbIX BPy4HYto onepatopom MK «bacTnoH-3».

¢ Ecnn yenoBek NMeEeT HECKO/IbKO aKTVBHbIX MPOMYCKOB, TO 3KCMOPT BbIMOJIHAETCS B COOTBETCTBUU C €T0
OCHOBHbIM NPONYCKOM. OCHOBHbIM CUMTAETCS MOCTOSAHHBI MPONYCK, BpeMeHHbI nponyck (npu
OTCYTCTBUM NOCTOSIHHOI0), TM60 pa3oBbIli (eCNM OTCYTCTBYHOT aKTUBHbIE NPOMYyCKa APYrux TUMOB).

e DKCMOPT akkayHTa BbINOMHAETCA B COOTBETCTBMM C TUNOM OCHOBHO20 nponycka 1 OU, HaCTPOeHHbIM
ONA faHHOro Tuna nponycka.

e Ecnn OU gnsa skcnopta He 3aaH, TO MePCOHbI 3KCNOPTUMPOBAaTLCA He ByayT.

¢ [1pn BO3BpaTe NocnegHero akTMBHOrO NPoMnycka 3KcnopTnpoBaHHon 13 MK «bacTnoH-3» NepcoHbl, eé
akkayHT B LDAP 6ygeTt 3a6/10kMpoBaH.

¢ [1py NnosiBIEHNM Y NEPCOHbI C 3a6/10KNMPOBAHHbLIM 3KCMOPTUPOBaHHbLIM akkayHToM LDAP HoBoOro
aKTMBHOrO Nponycka, akkayHT B LDAP 6yaeTt pa36nokuposaH.

¢ OU akcnoptupoBaHHoro u3 MK «bacTnoH-3» akkayHTa 3a0aétcs npu aKCcrnopTe O4UH pas, U B
JasibHelleM aBTOMaTUYeCKN MPpY CUHXPOHN3aLNUN HE U3MEHSIeTCS.

e 3HauyeHuve TeroB A1 aKcrnopTta gatbl co3gaHna n ®O co3gasLUero oneparopa 3afalTcs npu
JKCnopTte ognH pas3 n B ,qaaneMLueM aBTOMaTU4eCKn npn CMHXpoHun3aunn He NUSMEHAIOTCA.

e Ecnu gnsa akcnopta AaTbl co3gaHus u @10 BbigaBLLEro NPOMNYCK onepartopa 3ajaH 0AWH W TOT Xe Ter,
To Aaata co3gaHus n O BbigaBLIEro NPonyck oneparopa 6yayT 3KCNOPTUPOBaHbI B 3TOT Ter B
dhopmaTe «<create_date> <oper_name>», rge "<create_date>" — gaTta Bblgaum 0CHOBHO20 Nponycka B
dopmate "yyyy.MM.dd", a "<create_date> - gaTa Bblgaun nponycka".

e [pu cmeHe MO nepconbl B MK «bacTnoH-3» 6yaeT nsmeHeHo PO 3KCNopTUPOBAHHOIO akkayHTa B
LDAP.
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6. HewtaTtHble cuTyauun

6.1. He pa6oTaeTt noagkntoyeHue K Astra Linux Directory

[Nnsi KoppekTHOl paboTbl MogknoyeHnss o npotokosy LDAP Heob6xoguMmo npeaBapuTeNibHO BK/IKYUUTH
npocToit MeTog, ayTeHTUdgmkaumu (Simple Authentication). ns atoro:

1. Ha koHTponepe gomeHa ALD BbINO/IHATL KOMaH bl B TepMuHase (<Al+T>):

sudo apt install Idap-utils
cd /etc/ldap/schema/

1. B kartanore /etc/Idap/schema/ cozgatb chaiin 11-allow-simple-bind.ldif ¢ cogepxmmbiM Nno o6pasuy:

dn: cn=config

changetype: modify

delete: olcDisallows

dn: olcDatabase={1}hdb,cn=config

changetype: modify

add: olcRootPW

olcRootPW: secret

BmecTo secret ykasaTb naposb Ans nogkntodeHns Kk 6ase LDAP oT vmeHu nonb3osaTens admin/admin,
KOTOPbIA 6bl1 3a4aH Ha aTane uHnunanusaumm cepsepa ALD.

1. Monyuuts 6unet Kerberos ¢ nomoLLbo KOMaHabI:
kinit admin/admin
1. BHecTn nsmeHeHus B LDAP:

Idapmodify -f 11-allow-simple-bind.Idif
MopaxntoueHne meToaom simple authentication Bo3amoXHO Tos1bKo Nonb3oBaTenem admin/admin.

6.2. HapyweHune yenoctHoctTu gomeHa Astra Linux Directory

Mocne akcnopTa nepcoHbl U3 MK «bacTnoH-3» Ha cepBep ALD MOXeT 6bITb HapyLleHa LeNoCTHOCTb AOMEHA.
MPOCMOTPETH LENOCTHOCTL MOXHO B HacTpolikax ALD «YnpaBneHne goMeHHOl NOAUTMKOI 6e3onacHOCTU»
(Puc. 10).
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¥ YnpapheHue JOMEHHOR NonuTHKOH Ge30nacHocTy - LLenacTHOCTE

@aidn MpasBka HacTpodkk MoMows
[ ) e Bee
> % aypur a
I & vnpaenewwe ALD cepeepom ~ Cospadwe ALD cepeepa @ Lenoctsocts
- Tpynnw TPUSEPR S JUAERRER JURMER 1D - .
>3 ALD/DOMATH HewtETD. .. ... . ok
TEyne: KeMneRTenoe ALD/DOMAT H/ Next 610, | ok
> Tpynne crywg ALD/DOMATHS HewtTI0. ... . ..ok
a ALDSDOMATH HewtUTD . o e e e s ok
> 3 fosepenrbie Aomenb HDOEQDka uo&gnguuux gorenod . .
o pobepka cepbeprb zaganud. ..
3afaHuA napareTp task-history' ..ol ok
> @ KomnnioTepm HONUHBCTAD Z3BEPWEHHEH 3A0AHUD. . . ..o oo e ok
- MNpoBepka NonuTUKUY pErUCTRAUUL COBETUD NO UMon«aHu., .
> W ManpatHbie aTpWBYTH other: . o e e e .ok
. MpoBepka nonuTuk perucTpauuy cobuTuld nomesoBarensd. . .
25 MonuTrky naponei MpoBepka rpynnoBex NoauTus perucTpauuy coSemud, | .
o MNpoBepka npabun gocTuna « YoTpodcTBa. ..
* == Monozocsateny MNpoBepka yctpodcTh. ..
o aaaaaaaaaa_bbhbbbb... MpoBepka MaHgaTHeX upoBeed. . .
&
= ivanov_ivan_ivanovich
-1 petrov_petr_petrovich
- Noobiepka MaHIETHbH KETeropud. . .
- sidorov__ MNooBepke MaHgaThox ApaB nonezoBatensd. ..
& aasaaaaaaa_bbbbbbbbbb_ccocecoee. ool npegunpekgeHUe
= user Ivanov_ivan_ivanovich. .. .o i e e NpegUNpERgeEHUE
2 user2 petrov.petr_petrovich x - Npegunpexgenue
sidorov__..... i A - NpEgqunpekgeHLUEs
> %= Npuannerin L= s ok
. MSET R o oo amar it 0 i anriiiasnnii iioanssiiaununii iausnniiinegs ok
> NprBAnerdi foMeqa NpoBepika yenocTwocTd Basw ganees ALD copoprupoBana guarsocTuYecikus coobyesud: 6:
@ 1: OrcyrctBuer npuduunan Kerberos gna nonszoBarens iwanov_ivan_ivanowvich'.
2 Cryxbie Cozgadre npUHYLnAan Bpustyl © nomowps kadmin(l) unu ygasuTe u cosgaldTe nonesoBaTens sanoBo o novowss ald-admin' .
= 2; NonezoBiateny ' ivanov_ivan_ivanovich' we maligew,
>~ Bl Yorpocrea v npaswria 3: MonbsoBaten: 'asssssaaaa_bbbbbbbbbb_ccccccoee' e umeeT mawgaTHe aTpuBUToB.
MouHirsen maHgaThe aTpuliyTel paBHony Hum.
4; Monezofatens 'ivanov_ivan_ivanovich' se wMEeT MaHgaTHux aTpufiyToB.
NpUHLMSEH HAHGETHEE ATPUbyYTsl paBubiHL Hyn,
5: Nonszofarens “petrov_petr_petrovich’ we waeer madgarTwes arpubytob
MouHFzer MaHgaTxbe aTpubyto pabuoru Hum .
6: Monezofatens 'sidorov__' He umesT mMawgaThex aTpubyrob,
MouHLHEeH HAHOETHEE ATPUbUTe paBueMy Hum,
MepelT ¥ pOAMTENLCKOMY INEMaHTY Aepasa

Puc. 10. CBegeHus 0 LenocTHocTy gomeHa ALD

MpuynHamu HapyweHus UenocTHOCTN MoryT ObITb HenpaBW/ibHblE MNMEHa nosib3oBartesieil cornacHo
nonutnkam 6esonacHoctn ALD, cnuiikom KOPOTKME nMeHa nnn HeaonyctnmMmble CUMBO/IbI.

O6nA3atenibHO A5 KakAOoro 3KCMOPTMPOBaHHOrO nonb3oBatens ALD Heo6xogumo Bpy4HyH [06aBUTb
npuHuunan Kerberos — 3alyeHHbI NPOTOKO CETEBOI ayTeHTMdmKaumn. 4ns aToro:

1. Ha KoHTponepe gomeHa ALD BbINONHUTL kOMaHAbl B TepMuHane (<Alt+T>): kadmin;
2. BBecTu Kerberos-naposb agmMnHucTparTopa;

3. BbINONHWTBL KOMaHAy addprinc <nofHoe_ums_nonb3osatesns_ALD>;

4

. ykasaTb Kerberos-naposb A51si nosib3oBaTesns CoriacHo nosMTMkam 6e30nacHoCTy.

6.3. Monb3oBartenb nmeet UID, KOTOPbIV MEHbLUE, YEM
MINIMUM_UID

Ha cepeepe ALD mMuHumasibHoe 3HaueHve uidNumber no ymonuanuio paeHo 2500 (10000 B OpenLDAP).
NpeHTudpukatopbl nons3oBatesnieid MA «BacTMoH-3» MOryT 6biTb MEHbLUE YEM MUHMMaSIbHbIE 3HAYEHWS
uidNumber, gns aToro B HacTpoiikax chopmatupoaHust LDIF-3anpocoB HeO6X0AMMO MCMONb30BaTb MeTa-
nepemMeHHyto ¢ MHKkpemeHTom 2500 (10000) unu 6onbLue: {personid+2500}.

6.4. He paboTaeT BO3Bpart NpPonycKoB

[nsa paboTbl PyHKLMM BO3BpaTa NPOMNycKOB 4718 Nosb30oBaTtesnieit, 3abnoknpoBaHHbix B LDAP, Heob6xoaumo,
4TOGbI NOJSIL30BATE/Ib, YYETHBIE AaHHbIE KOTOPOIO UCMOML3YHTCS A1 CUHXPOHU3auun (CM. M.), UMen npasa
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Ha uTeHne AaHHbiXx User Account Control (UAC). Ecnm nonb3oBaTenb Takux npaB He UMeeT, To 6yayT
paboTtaTb Bce (PYHKUUN CUHXPOHU3ALMK, 38 UCKITIOUYEHNEM PYHKLUN BO3BpaTa NPonyckoB 3ab/10KMPOBaHHbIX
nosb3oBartenei.

6.5. He pa6otaet nmnopt nonb3oBaresnei us NK «<bactnoH-3»

[ns wmmnopTa nonb3oBartesniein B LDAP Heobxogumo, 4Tobbl npaBuibHO 6biin 3agaHel OU ans akcnoprta us
MK «bactuoHn-3», a nNaposb No ymMon4yaHwo, ecnu ykasaH B ¢oopmaTe LDIF-3anpoca, cooTBeTCTBOBaU
NnosIMTUKaM, HacTpoeHHbIM B LDAP.

6.6. He nepegaloTcs 3HaUeHNs B aTPUOYT Npu 3KCnopTe COObITUM
npoxopa

Bo3MoxHa HeluTaTHas cuTyauus, ec/iu AJivHa TekcTa 3KCTMOPTUPYEMOro COGbITUS MPOXoAa MpPeBbICUT
MaKkCUMasibHyl0 [AMMHY 3HAYeHWit 3alaHHoro aTpmbyTa. B aTOM c/iyyae aKCnopT MHpopMaLmn cobbiTua He
npousoiigeT. Ana pelleHuss NoAoGHbIX CUTyauuii npeaycMoTpeHa HacTpolika «MakcuManbHas [AnuvHa
3HaYeHust atpubyTar. Mo yMOMUYaHMIO orpaHNYeHns BbIKMOYEHb! 1 3HaYeHne HacTpoiiku pasHo 0. B cnydyae
NPEeBbILIEHUA A/IMHbI 3KCMOPTUPYEMbI TEeKCT 6yaeT o06pesaThCs COMMlacHO 3afaHHbIM HacTpoiikam C
MHOTOTOUYMEM B KOHLIE.

6.7. He paboTaeT 3KCNOPT NEePCOH

Bo3moxHa HewTaTHas cuTyauus, KOrga npu 3KCMOpTe NEPCOH UX akkayHTbl He co3fgarTcs. Bo3moxHow
NMPUYNHON MOXET ObITb C/IMLLKOM ASIMHHOE UMS akKayHTa, NpeBblluatoLee MMUT Mo KOMYeCcTBy CUMBOJIOB.
Vinn no6oli gpyroii atpnbyT cepBepa LDAP umeeT orpaHmyeHne no KonmyecTsy CMMBO/IOB. B aToM cnydae
NMOMOXET YMEHbLUEHNE A/IMHbI MeTa-NepeMeHHbIX 18 NpobaemHbix atpubyTos B LDIF-koHdure.

Tak e akkayHTbl MOTyT He CO3[1aBaThbCsl U3-3a HE YHMKA/IbHOrO MMEHW akkayHTa, KOTOpoe thopmupyeTcs npu
3KCMOpPTE Yy KOHKPETHO NepCcoHbI. [/1s1 pelUeHNs AaHHON NPO6IEMbl MOXHO HATU AyGAVMPYOWNIA akkayHT 1
yAa/IMTb €ro nepef NOBTOPHbLIM 3KCMOPTOM WM U3MEHWUTb aTpubyTbl, OTBEvalolme 3a UAeHTUUKaLUIo
MMEH aKKayHTOB, Takum 06pa3oM, YTOObl [AN51 KaXAOW MEPCOHbI MOr CO34aTbCA akKayHT C YHUKasIbHbIM
VMEHEM.

6.8. CepBep LDAP HepgocTyneH Ha OC Linux uepe3 TLS

MapameTp «OTKIOUNTL Bepudnkaumio ceptudukaTa cepsepar» Ha nnargopme OC Linux moxeT paboTartb
HekoppekTHO. [NpoBepka nogxnoyeHns k cepsepy LDAP no nopTy 636 1 BK/IHOYEHHOW HACTPOIKOL
«Mcnonb3oBatb TLS» Bo3BpalyaeT owmnbky «The LDAP server is unavailable». B aTom cnyyae ans npouecca
BAgentSvc cuctemHyto nepemeHHyto «LDAPTLS_REQCERT=never» HeobGxoAyMo ykasaTb B (haiine «etc/
systemd/system.conf» Ans packoMMeHTUpOBaHHOro napameTpa DefaultEnvironment.

Mpumep:
«DefaultEnvironment=LDAPTLS_REQCERT=never».
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7. NMpunoxeHun

7.1. MpunoxeHune 1. UcTopusa nsmeHeHuwu

7.1.1. BacTnoH-3 — LDAP 2024.1 (05.04.2024)

[*] UcnpaBneHus owMGoK MMNopTa 1 aKcnopTa.

[*] OnTMmM3npoBaHa 3arpy3ka 60/bLIOro Kosnyectsa LDAP-akkayHTOB.

7.1.2. BacTnoH-3 - LDAP 2023.3 (29.12.2023)

[+] Ons nopaepxkn rMBKOro MexaHu3ma aKcnopTa peann3oBaHa BO3MOXHOCTb HACTPOIKM dOpMaTMpoBaHust
LDIF-3anpocos.

[+] OTnaxeHa u npoBepeHa pa6ota moayns ¢ cepeepamu ALD (AstralLinux), Microsoft Active Directory u
OpenLDAP.

7.1.3. BacTnoH-3 — LDAP 2023.1 (03.04.2023)

[+] MepBas Bepcus, BKIOUEHA B KOMNNEKT noctasku MK «bacTnoH-3».
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