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1. O6wume cBegeHUnA

Mopaynb «bactnoH-3 — OPC UA Cepsep» npefgHasHavyeH ana uHTerpaumm MK «bacTUoH-3» ¢ BHELHUMU
cucTeMamu ¢ ucnosb3oBaHem MHTepdelica OPC UA.

Mopaynb cooTBeTcTBYyeT crneuudukaumn OPC UA 1 npefocTaBnsieT crieaytouie BO3MOXHOCTM:

¢ [MonyyeHune cnucka yctpoiicT MK «bacTnoH-3»;
¢ [lony4yeHme cobbiTnin ycTpoincTs MK «bacTnoH-3»;
¢ [lonyyeHune cocTosiHuit ycTpoicTB MK «bacTnoH-3»;

¢ YnpaBneHue yctpoiictBamm MK «bacTnoH-3».

O6uwasn cxema nHTerpaumm ¢ ncnonb3osaHnem OPC UA cepsepa MK «bactnoH-3» npeactasneHa Ha Puc. 1:

CepBep CHCTEM

ANK aBacTHoH » Mogynt
OPC Cepeep | OPCUA Brewnes

AMK «BacTieomHn NPHAGHEHHE

HAKMEHT MAH Cepaep HnMeHT HnW cepaep
ofopyaoaadun AN obopyaoaaHma AR
whacTionrn 1 LA wbactroHs N

Puc. 1. Cxema nHTerpaumm ¢ ncrnons3osaHmem OPC UA Cepsepa MK «bacTtnoH-3»

OPC UA cepBep nonyyaeT AaHHble 06 ycTpoiictBax 3 MK «bactnoH-3» n npegoctaBnsieT ux B BUAe Jepesa
OPC-teroB. Uepe3 OPC UA ocyllecTBnsieTcsl B3aMmogelicteme ¢ cepsepom cuctemol MK «bactnoH-3» ans
nepegayn cobbITUIA, COCTOSIHNIA 1 KOMaHA ynpasneHus. [Ona B3auMoaeicTeums co Bcemu yctpoincteamm MK
«bacTuoH-3» J0CTatoyHO ucnonb3oBatb oauH 3k3emnnsap OPC UA cepsepa, He3aBUCMMO OT TOro, Kyga
nogktovyeHo obopygosaHve B MK «bacTnoH-3». OPC UA CepBep Bcerga nepepaért cBefeHnst 060 Bcex
ycTpoiictBax MK «bacTnoH-3», 4OCTYN K KOTOPbIM pa3peLLéH B NapaMeTpax BblbpaHHOI ponn onepaTtopa.

Cneuundpvkaums uHTepdoelica, npegoctaBnsemoro u4eped OPC UA, MoXeT ObiTb 3arpyxeHa Mo
aapecy: https://opcfoundation.org/developer-tools/specifications-unified-architecture.

[Ana nonyyeHunss obuwein nHdopmaumm o pabote u KoHgurypupoBaHmm MK «bacTMoH-3» pekomeHayeTcs
03HaAKOMWUTLCA C AOKYMeHTamu: «bacTuoH-3. PykOBOACTBO agMuHUCTpaTopa» U «bacTuoH-3. PykoBOACTBO
onepaTopa.


https://opcfoundation.org/developer-tools/specifications-unified-architecture
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2. YcnoBus npuMeHeHus

Ha mogynb «BactnoH-3 — OPC UA CepBep» pacnpocTpaHsloTcs Te e TpeboBaHMs K annapaTtHOn u
nporpammHoi naatgopme, 4to u ans MK «<bacTnox-3».

Onsi pa6otbl OPC UA cepBepa A0/MKHbI 6biTb OTKPbITbI CETEBble MOPTLI, KOTOPble HacTpauBaloTcs B
KOHchurypaumm moaynsi (no ymonuaHumio 62561 n 62563).

Mogynb coBmectuM ¢ MK «bacTnoH-3» 2023.1 u Bbiwe.
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3. YcTaHOBKa moAayns

Mogynb BxoguT B komnaekT noctaBku MK «Bactnon-3». Ans ero yctaHoBkn B OC Windows Heo6xoanMmo
OTMETUTb COOTBETCTBYIOLLYIO ras1ouky B UHCTaunaTope MK «bacTnoH-3».

Ona OC Linux moaynb nocTaBnsieTcss B BuAe oTaenbHoro naketa cpopmara DEB unm RPM, ¢ umeHem
bastion3-opc_*.



6‘ BactnoH-3 - OPC UA CepBep. PykoBoACTBO agMMHUCTpaTopa 7

4. Hactpoiika moayns

[na paboTbl ¢ MOAYIEM €ro He06X0AMMO BKKOUUTL B NaHeNun ynpasneHus «bactnoH-3».

|58 Bacrwon-2 - Nanens ynpasneswa Onepatop: q = [m] X

OCHOBHOE MEHID

ﬁ CrpykTypa obbekTa 83 Onepatopel ¥ NOAHOMOUKA 3%% [ApaiiBepel |
Ofuyan mwd 13LLMA O CTpYKTYpe obnexTa {3CTpOMKA MOAMOMONWIA ONeparopos B R obopyaoEanus, KondurypaTops

rpadUHEcKne NAAHE cucTeme ap

O6paboTka coBbITHI B AyauT cucTem MpOnyCcKHOM pexu
E“_J P K BITWIA YAMT CUCTEMBI PONYCKHOR pPexum
A A N
YueT pabouero speMeHn <ore> OPC Cepsep = SNMP arent

; i . SNMP ) ;
ACTPOVKA NADAMETDOS Y4ETa DADOYErD ACTPOMKK 48R CepEEpa UFL ACTPOWKH A

aﬁb Penaukauma CuHxpoHu3auwms c LDAP

R LEHTRE ¥ BUAMana nocTa Hacrp - KALKE NDOMYEKDE Hacrnodn cuHxposrzaunm © LDAE -

Puc. 2. KHoMka OTKpbITUA CTpaHuLpbl HACTpoek moayns «bactnon-3 — OPC UA Cepsep»

Monb3oBaTenbCKnin MHTepdenc cTpaHnLbl HacTpoek Moaynsa «bactnon-3 — OPC UA Cepsep» npeacTasBreH
Ha Puc. 3.

&) Bactwon-3 = Mawens ynpasnewus Onepatop: q - u] X
OcHosroe meHio » OPC Cepaep

"

@D ©PC cepsep sxnroven

O6wwe HacTporikn OPC cepsepa

TlopT cepaepa 4nA NPOTOKGAB OPELcp: 62561 AV
MopT cepeepa ana npaTokesa hitps: 62563 AV
Pexui nocrpoenss aepesa OPC yznos: ®) Mo noaxarouenro () Mo Tnam ycrporicrs
Mepeaasars wrathbie cobarms: [v]
Mepeassars Tpesowrisie coBuTHS: [v]
Mepeassars cobbimita o HewcnpagHoeTAX ¥l

1 ~
OID vwer onepatopa ~
[¥] Mposepsms cepraixar knvesa
e P PRI
Kopresoil ceprudmrar & X

Puc. 3. iHTepdeiic cTpaHuubl HacTpoek Moy s «bactmoH-3 — OPC UA Cepsep»

34eCb MOXXHO HaCTPOUThL:

¢ TlopT OPC cepsepa ansa npotokona opc.tcp. Mo ymonyaHmo ycTaHOB/IEHO 3HaveHne 62561;

¢ [MopTt OPC cepBepa ans npotokona https. Mo ymonyaHuio ycTaHOBNEHO 3HauYeHne 62563;

e Pexum noctpoeHus gepesa OPC-y3noB. JocTynHO Aga 3HayeHus — «[o nogxoyeHnio» u «Io tunam
YCTPOWNCTBY;

¢ [lepepaBarthb LITaTHble COObITUA. [MNpy OTKAOYeHMN AaHHOW onuun B OPC He GyayT nepegaBaTtbcs
COObITUSA C TUMOM «LLTATHOEY;
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¢ [epepaBaTb TPEBOXHbIE COOLITUSA. MPKW OTKAOYEHNM faHHO onumn B OPC He 6yayT nepeaaBatbecs
COGbITUS C TUNOM «TPEBOTaY.

¢ [lepepgaBaTb COObLITMS O HeMcnpaBHOCTAX. Mpu oTKAUYeHUN gaHHol onuun B OPC He 6yayT
nepegaBaTbCs COObITUSA C TUMOM «HEUCMPABHOCTbY.

o MuHMManbHbIA NpUopUTET NepeaaBaemMbix cobbiTuin. B OPC He GyayT nepeaaBaTbCs COObITHSA,
NUMEIOLME MPUOPUTET MEHbLLE 3HAYEHWUS] faHHOI HACTPOKN.

e Cnocob ayTeHTUdMkauumn — ayteHTudmkaumsa Ha cepsepe OPC BO3MOXHA C NOMOLLbIO JIOTUHA U
napons onepatopa bactnoHa-3 1 no ceptudpukaty (TpebyeTcsi ykasaTb cepTudmkar cepeepa).

o OID vimeHn onepaTopa — yKasaHne Ha CeKUWIo B cepTudmkaTte, B KOTOPOIA XpaHUTLCS UMs onepaTtopa.
TpebyeTca Ans novcka onepaTopa B CUCTEMbI, KOTOPbI UCNO/b3yeT CEPTUMMKAT K/IMEHTA.

o [poBepsiTb cepTudmKat KNMeHTa — onumsa npegHasHavyeHHas s npoBepkn cepTudonkaTa BXOASLLErO
noAaknoyeHns. Ecam oHa BkIoYeHa, TpebyeTcs ykasaTb KOPHEBON CepTUdImnKar.

o CepTudhrkat cepBepa — UCMO/b3yeTcs A5 3aLMLLEHHOTO COeAVHEHNS C CEPBEPOM.

* KopHeBoii cepTudnKaT — MCNO/b3YETCA A5 TPOBEPKM cepTudmkaTa npyu BXOAALWEM MOAK/THOUEHNMN.

o NHopmauusn

lMpu pabome 8 cpede Astra Linux nopmai opc.tcp u https credyem sbibupamse u3 duanasoHa 1024 - 65535.
Mopmbi ¢ Homepamu 0o 1024 Mo2ym ucro/sib308ambCsi MOJ/ILKO Cyrneprosib308amesiem.

[nsa pa6otbl OPC-cepeepa Heobxoaum TLS-cepTudmkat. Ero MOXHO CreHepupoBaTb Ha CepBEpe CUCTEMbI,
op

HaxxaB kHorky " ™ " (creHepupoBarth).

NmeeTca BO3MOXHOCTb MCMOJIb30BaTb CBOW CepTudImMKar, A/ 3TOro Hy)XHO BOCTMOJ/Ib30BaTbCSA KHOMKOM «

» (3arpy3nTb), rae B MOSIBUBLUMMCS OKHE Heo6Xoaumo BblbpaTb (paitn ceptudhukata. ®opmat
cepTudhmkaTa f4o/MmKeH 6bITb 0gHMM M3 cnegytowmx: pfx, p12, pem, crt, der. Ana dopmaToB cepTudmkara ¢
BHELUHUM K/HOYOM B OTAENbHOM cpaline HeobxoaMmo GyaeT 3arpys3nTb MpUBAaTHbIA KIHOY B OTAE/bHOM
[MasIoroBOM OKHE, U, NpU HEOBX0AMMOCTK, yKa3aTb Naposib Ana cepTudukara.

[ns nonyyeHuns ceptudmkata B Buge hainna B copmare der HeOH6XOLUMO BOCMO/1b30BATbLCA KHOMKOW
«3KCnopTMpoBaTh cepTudhmkaT», Nocne 4ero BblIbpaTb MECTO COXPaHEHWs W WMS, HaxaTb Ha KHOMKY
«CoxpaHutb». CepTudpmkar B Buae painna B dopmate der MOXHO MCMONb30BaTb AN1S pPasMeLLeEHMS B
XpaHunuiie ceptuukatos.

PekomeHayeTcs ucnonb3oBaTb cepTudmkatbl C anroputmom wndgposaHnsa RSA nnn ECDsa n anroputMom
nognucn SHA256, SHA384 nnn SHAS512.
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5. PaGoTa B LUTAaTHOM pexunme

3anylleHHbli  cepBep MOXeT O6biTb 06HapyxeH kaveHToM OPC UA no agpecam «opc.tcp://
<agpec>:<nopT_OPC_TCP>/esprom.bastion.opc» u «https://<agpec>:<nopT_HTTPS>/esprom.bastion.opc».

B wTtatHOM pexume MoAy/lb He nepefaét COOCTBEHHbIX cobbiTuii B MK «bacTuoH-3» n He umeer
COBCTBEHHbIX 3/1EMEHTOB NO/L30BATENLCKOTO MHTEpAIElica, KpoMe CTPaHuL, NaHenn ynpasieHus.

MogaknoyeHne kiveHTa k cepsepy OPC UA BbinonHAeTCA ¢ NOrMHOM 1 naposiem onepatopa MK «bacTuoH-3».

5.1. MonyuyeHne cnucka ycTpoucTs

Cnncok ycTpoiicTB MOXeT ObiTb nosiyyeH B Buae gepesa y3noB OPC. [epeBo y3noB rpynnvpyeTcs B
3aBMCMMOCTM OT HacTpoiiku «Pexum noctpoeHus gepeBa OPC-y3noB»: no ak3emnnspam gpaisepoB MK
«BactTnoH-3» (3HaueHue «Mo TuMaM YCTPOWCTB», Mpumep Ha Puc. 4), nM60 No vepapxum YCTPOICTB
npaiiBepos MK «bacTnoH-3» (3HaueHune «o NoAKIUEHUNIO»).

ot

-+ Server
D Aliazes
E|Lj Driverlnstances
5-+0 CicTema
-+ lNonesoBaTtents
-+ [Opalieep cusHapWes
-+ MUH
-+ elsysmobile
-3 Id
D Driverld
-+ Childs
----L:l CHcTemMbl

----L:l BupTyaneHee yotpoicTea 1
EID ,D,BEpH
D Device Typeld

-+ Childs
: D samsung SM-G580F
E|L:l CunTeiBaTEnM

D Device Typeld

£~ Childs

-+ samsung SM-G380F R1

Puc. 4. lepeBo y3nos OPC-cepeepa B pexume «[1o Tunam yCTponcTe»

o BHumaHune!

B depese 6ydym npucymcmaosams mosibko me ycmpolicmsa, 47151 KoOmopbIX 8 PO/IU 0Nepamopa, ¢
JI02UHOM U 11aposieM KOmopo2o NMOodK/IKYU/ICS KAUEHM, umeemcsi nosIHoMo4ue «lpocmomp cobbimuii».

CnuncoK AoYepHNX YCTPOIACTB AoCTyneH B y3ne «Childs».
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5.2. MonyuyeHne codbITUN

Cobbitns MK «bactnoH-3» nepegatotca yepes mHTepgeiic OPC UA yepes ycTaHOBKY 3HA4YeHWii CBOWCTB
COOTBETCTBYHLLEIO YCTPOWCTBY Yy3/1a:

Vms cBoiicTBa Tun faHHbIX HasHaueHve

MsgText STRING TekcT coobLLeHns 0 cobbITUN

MsgCode INTEGER Kog, cobbitus

Params STRING [JononHutenbHble napameTpbl COObITMSA B BUAE CTPOKU dhopmaTa:

PARAM1=VALUE1T,PARAM2=Value2
Ha6op BO3MOXHbIX MapamMeTpoB NPUBEAEH HIXKE.

EventTime DATETIME BpeMs BO3HWMKHOBEHUS COOLITUSA

MsgType INTEGER Tun co6biTus (1 - WTaTHOE, 2 - TPEBOra, 3 - HEUCNPABHOCTb)
MsgPriority INTEGER MpuoputeT cobbiTua (0-99)

AdditionalParams STRING [JononHutenbHble NapameTpbl COObITMA B BUAE CTPOKM dhopmaTa:

PARAM1=VALUET,;PARAM2=Value2
Ha6op BO3MOXHbIX MapamMeTpoB NPUBEAEH HIXKE.

Uepes 3HayeHus napameTpa params nepefarnTcs AONOMHUTENbHbIE NMapamMeTpbl COObITUSA, CBA3AHHOTO C
KapToW goctyna:

msi napameTpa HasHaueHve napameTpa

fullcardcode MonHbIii kog kapTbl gocTyna (8o 12 6aiT)
name damnnuna Bnagenbla kapTbl gocTyna
firstname Vms Bnagenbla kapTbl JocTyna
secondname OTyecTBO Bfafesblia KapTbl AOCTyna

Habop BO3MOXHbIX A0ONOMHUTE/bHLIX NapamMmeTpoB CO6LITUSA, NepejaBaeMbiX YEpPes 3HayYeHne napameTpa
AdditionalParams npegctaBneH B Tabnuue Hwxe. MNapameTpbl ABASKTCA CYXeOHbIMUA 1M NepesalTcs B
3HaYeHUN JaHHOrO Tera Ha TOT C/ly4yaid, ecny OCHOBHON MHGpopmaumn 0 cobbiTuax 6yaeT HefoCTaTouHO
(Hanpumep, B 3HayeHve napameTpa detectedstr 3anucbiBaeTcs pPacno3HaHHbIi HOMEpP TPaHCMOPTHOrO
cpeacTtsa). MHcopmaumm 060 BCeEX BO3MOXHbIX 3HAUYEHUSX MapamMeTpoB, NepeAaBaeMbiX yepes3 3HauyeHue
Tera AdditionalParams, B 3ToM pyKoBoCTBE He NPUBOAUTCS.
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Mmsi napameTpa HasHaueHne napametpa

detectedstr JononHuTenbHbI CTPOKOBLI NapaMeTp

extdouble [Jon. napameTp B hopmate uncna ¢ nnasaroLeil TOUKoin
extint [Jon. napameTp B hopmaTte LesI0HUC/IEHHOIO 3HaYEHUs
extstr1 [lonosHMTe bHbIN CTPOKOBBLIV NapaMeTp

extstr2 JonosHuTe NbHbIV CTPOKOBLI NapameTp

Cnncok BO3MOXHbIX COObITUIA MHAMBUAYANIEH [S1 KAXAOI0 TUNa YCTPOWCTB KOHKPETHOro Tuna ApaiBepa.
MoNHY0 MHDOPMALIMIO O BO3MOXHbIX COBLITUAX MOXHO MOJYyYMThb, 06PaTMBLLUCL K CTpaHule «CobbITust U

KOMaH/bl», KOTopasi HaxoAuUTCs B rpynne «Jpaiieepbl» naHesn ynpasneHus MK «bactnox-3» (Puc. 5).

- o

BB bacuon-3 - Maens ynpasnes

Ocronnoe merro & Apaiineput 3 CobLITni U koManAs!

Kouane ynpasnenisa

pesum ka sxoa,
y 2: Pas60kpoBaTE Ha £X08

-3 - Suprema A D3 HHsl Wneid 4: OTkperTs Ha Bsixon
-3 - Modbus I210: Pere 5: 336n0KupOsaTs Ha Esix0n

#280; Bacrion-3 - Uface/R20-Face 212 Tpesoxmei sxog 6: Hopaansreili pexvi 12 s6X0n
&282: Bacrvon-3 - Opuon Mpo 4213: Pasaen 7: Pas6oxnposaTh Ha SEXOR
%356: Bacrnon-3 - Elsys E119: Cavmmisatens 8: 3atinokvpoBaTs LenvKaM

#357: Bacrnon-3 - Crpeney Mpo &21: Kpyraocyrosnas oxpana 0: Bepr

{22: Typrncer 10: Pasbox
B 25 Cepeep. 43: Noarseo: -
&381: Bacrvion-3 - SNMP-Morwrop 7 2 pasaenos Mpumep 3anpoca Web Api 413 nepesauy KOMaHAb! yrpasneHua
#/382: Baervon-3 - BioSmart o 28: KCK WebSocket -

#7383 Bacrvon-3 - Ankopamka

"Stype": "ESprom Taurus. Protocol ReguestCommand, ESprom Taurus Platform’”,

PyBex Tnoan . .
request”: {

etCenter.Drivers. Exec iceC equest, ESprom.Taurus NetCenter.Common’,

%-3 - BOMK
4-3 - PyBex NT

#400: Bacraon-3 - LPA
#723223: Ba.
#820222: Ba.

&7987112: Bacron-3 - Elsys Mobile

‘ 3

Puc. 5. CnpaBoyHas nHopmauus 0 BO3MOXHbIX COObITUSAX

5.3. MonyueHne cOCTOAHNIA YCTPOICTB

CocTosIHMSi  YCTPOICTB NepefaloTcs C  MOMOLLbI  YCTAHOBKM  3HAYEHWI
COOTBETCTBYHOLLENO YCTPOMCTBY Yy3na:

Nmsa Tera Twvn gaHHbIX HasHaueHuve
State INTEGER Kog, cocTosiHuA ycTpoiicTea
StateText STRING TeKCT COCTOSAHUSA yCTpolicTBa

cneaylowmx

Habop BO3MOXHbIX COCTOSIHWIA 3aBUCUT OT TuMna ycTpolicTea u gpaisepa MK «bactnoH-3».

CBOIiCTB
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MonHbI NepeyeHb BO3MOXHbIX COCTOSIHUI YCTPOWCTB NPUBELEH B NMPUIOKEHUN.

5.4. Mony4yeHne NnapaMeTpPoB YCTPOICTB

Cnepnyiolume napaMeTpbl COOTBETCTBYIOT napamMeTpam YCTPOWCTB - Tuny, umeHun, SDN (naeHTudomkatop) u
naeHTurkaTopy poanTenbCKoOro ycTpoicTea:

Nwmsa Tera Tvin gaHHbIX HasHaueHune

DeviceTypelD INTEGER MaeHTudhmkaTop Tuna ycTpoicTea

SDN INTEGER SDN (YHVKasbHbI ngeHTuduKaTop ycTpoiicTea)
DeviceName STRING Mmsa ycTpoiicTBa

ParentID INTEGER aeHTudmkaTop poanTenbCKOro ycTponcTaa

3HaueHune napametpa parentlD ycTaHaBnvBaeTcs B "-1", v yCTPOINCTBO HE MMEET POAMTE/LCKOTO.

MepeyeHb TUNOB YCTPOWCTB U UX KOAO0B NPUBELEH B MPUIOXKEHNN.

5.5. YnpaBneHune yctpoicreamm

MNepefaya KOMaHz, ynpaBfieHNs BbINOMHAETCS C MOMOLLbI 3anvMcK Koja KOMaHzbl ynpaB/ieHnst B CBOCTBO
ControlCommand cooTBETCTBYHOLLErO YCTPOWCTBY y3Nna.

Mepegaya napaMeTpoB 4718 KOMaHz, ynpaB/ieHns B TeKyLLei Bepcun He NnpefycMoTpeHa.

MonHbIi NepeyeHb BO3MOXHbLIX KOMaHf YrpaB/fieHWsl 3aBUCUT OT HaGopa WCMofb3yeMbIX ApaiiBEpOB U
cocTaBa MCMnosib3yemMoro 060pyL0BaHus.

NHopMaumio 0 BO3MOXHBIX KOMaHZax ynpas/ieHUs [/11 KOHKPETHOro Tuna YCTPONCTBA KOHKPETHOro
ApaliBepa MOXHO NOMy4YnTb, 06paTUBLUUCH K CTpaHuLe «CobbITUS U KOMaHAbl», KOTOpPas HaxoAuTcs B rpynne
«[lpaiiBepbl» naHenu ynpasnexusi MK «bactnoH-3» (Puc. 6).

o BHumaHue!

BbInosiHeHUe KoMaHd yrpas/ieHusi Mpou3sooumcsi moJsibko 8 MOM C/ly4ae, ec/iu y po/iu ornepamopa, ¢
J102UHOM U 11apo/ieM KOMopo2o MOAK/OYU/ICS K/IUEHM, UMEEMCs] MO/IHOMOYUE Ha BbIO/HEHUE
coomgemcmaytowjeli komaHObl 07151 ycmpolicmsa.
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BB acruor-3 - Manens ynpasnesus Onepatop: q — o X

OcHormoe menro  fipaiisept 3 COBITUA U KOMAHAB!

Tuns: coobusen Kowange ynpaenerinn

#5258 Bactvow-3 - 3apa

#265: bactvon-3 - Mykrp-C
#267: Bacrvon-3 - KeyGuard
#268: Bacrvon-3 - Pybex R3
#274: Bacrvon-3 - Suprema
#278: Bacruon-3 - Modbus
#7280: Bacruon-3 - Uface/R20-Face
#282: Bacryow-3 - Opuon Mpo

& 356: Bacrvos-3 - Elsys

#.'357: Bacrvos-3 - Crpenew Mpo
#378: Bactvon-3 - Cupwyc
%379 Bactvon-3 - Myrxrap-A
#381; Bacrvon-3 - SNMP-Morwrop
#382: Bacrvon-3 - BioSmart
#383: bactvion-3 - Ankopamka
4384 bacrvon-3 - Pybex [noban
#3851 Bacrvon-3 - BOK

#7387 Bacrwon-3 - PyBew NT
/388 Bacrvow-3 - Temzo-M
#400; Bacraon=3 - LPA-COY3
#)723833: Bacraon-3 - Secur0S FaceX
#889222: Bacron-3 - Face
4/987112: Bacron-3 - Elsys Mobile

+ I

#0: Cucreva

[3: Aseps.

E34: Bopota

B 5: Konrponnep

A 6: Oxpanmnili wneid
210: Pene

12 Tpesowmeaii exoa
42413 Paszen

E119: Cunmuisarens
&21: Kpyrrocyrouras oxpaa
1 22: Typrincer

B 26: Cepeep

7: Fpynna pasaenos

o2 kek

0: Orkpes Ha sxon

1: 3a6nokmposars Ha Bxon

2 Hopwanseili pes 1a 5X04
2: Pasbrownposars na sxon

2: Orwpims va ssiog,

5: 3a6nokmposars e ssixon

6 Hopaanssill pexus 13 SbX0n
7: PasbrowposaTs 13 8exon

8 33670KMpOBaTS LenvKoM

9: BepryTs 5 HODMaNEHEI PEXiM
10: Pas6ioxnposas uenmkon

43: Moareeoanrs socvn

Mpvmep sanpoca Web Api ana nepeaaun KomMaHasl ynpasneHua

WebSocket - ‘ Wl

" StypenioE &

request™ {

Puc. 6. CnpasoyHas nHcopmaLms o komaHaax ynpasneHus ycTponcTsamm
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6. HewtaTtHble cuTyauun

6.1. Mopt OPC.TCP 3aHAT Apyrum npoueccom

Ecnu nopT, ykasaHHbIli B HAcTpoiikax B napameTpe «[MopT cepBepa A/1s NpoTokona opc.tcp» 3aHAT Apyrum
npunoxeHveM, To cepsep OPC He CMOXeT 3anycTuTbCa 3anyLlieH. B aTom cnydae npu 3anycke cepeepa B
0TN1afl04HYH0 KoHCcOosb MK «bacTnoH-3» 6yaeT BbiBEAEHO CO0OLWEeHNe 06 ownbke, a kameHT OPC He cmoxeT
NOAK/TOUYUTLCA K CEpPBEpY.

Heo6xoauMmo BbiGpaTh ApYroii mMopT B HacTpolikax, nM6o y6eanTbCs, YTO MOPT OCBOGOXAEH APYryM
MpoLLeCCOM.

6.2. MNopT HTTPS 3aHAT gpyrum npouyeccom

Ecnu nopT, ykasaHHbIin B HacTpoiikax B napameTpe «IMopT cepBepa Ans npoTtokosna https» 3aHAT gpyrum
npunoxeHvem, To cepsep OPC He cMOXeT 3anycTUTbCA 3anylleH. B 3ToM cnyyae npu 3anycke cepeepa B
0TN1afl04HYH0 KoHCOosb MK «bacTnoH-3» 6yaeT BbiBEAEHO cO0OWEeHNe 06 ownbke, a kameHT OPC He cmoxeT
NOAK/YUNTLCS K CEPBEPY.

Heo6xoamMmo BbiGpaTh Apyroii nMopT B HacTpolikax, nMbo y6eanTbCs, YTO MOPT OCBOGOXAEH APYryM
MpoLLeCcCoM.

6.3. TLS-cepTuchukat npocpoyeH

[na 3anycka cepepa OPC Heobxoaum TLS-cepTudpmkaT. ECn OH OTCYTCTBYET UM NPOCPOYUEH, CEPBEP He
OygeT 3anyweH. B aTom cnyyae npu 3anycke cepBepa B OT/1af04HYy0 koHcosb MK «BactuoHn-3» 6yget
BbIBEEHO CO0b6LLEHME 06 OLWNbKe, a KneHT OPC He CMOXeT NOAK/THUNTLCS K CEPBEpY.

Heobxooumo 3arpysvTb HOBbI akTyasibHbIA cepTudimkar, Mbo CreHepupoBaTb CaMO3aBEPEHHbIA Ha
CTpaHu1L,Ee HaCTPOEK.
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7. NMpunoxeHun

7.1. MpunoxeHune 1. Tunbl yctpoucts MK «bacTOH-3»

Kopg Tuna yctpoiictBa Ha3BaHue Tuna yctpoiictea
0 Cucrema

1 Tenekamepa

2 Mpynna Tenekamep

3 [Bepb

4 Boporta

5 KoHTponnep

6 OxpaHHbIli Wwiend

7 MeTannogetekTop

8 MoxapHsblin wneid

9 TpeBoXHas KHoMKa

10 Pene

11 MnaH

12 TpeBOXHbIA BXOA,

13 Pa3nen

14 ALpPECHBIA AbIMOBOW AaTUMK
15 ALpecHbI TENSIOBON JaTumK
16 AJpecHas noxapHas KHormnka

17 ALpecHsbIil nogwneiid
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16

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

MoxapHas rpynna

CuntbiBaTeb

KnasuaTtypa

KpyrnocytoyHas oxpaHa

TypHuket

Moaynb MOHUTOpUHIa

Mopaynb ynpaeneHust

o3

Cepsep

['pynna pasgenos

KCK

Onepartop ONC

Monb3oBatesns OlNC

JlokanbHbIv pasgen

AZpecHoe yCTpoicTBo

Pagnopaciwumputesb

no6asnbHbIii paszgen

MapLpyTt

KoHTponbHas Touka

BupTyanbHoe ycTpoicTseo 1

BupTyanbHOe yCTpOoiicTBO 2
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17

39

40

11

42

43

44

45

46

47

48

BupTyanbHoe ycTpoiicTBo 3

CeTteBas rpynna

KoHTponnep Elsys-MB-IP

MocnepoBartesbHbI NOPT

pynna

MaHenu Esa

KoHTponnep

CueHapwii

pynna ONC

CBeTUNbHUK

7.2. MpunoxeHue 2. COCTOAHNSA YCTPOUCTB

MonHblii NepeyeHb BO3MOXHbLIX KOAOB COCTOSIHWIA YCTPOWCTB M WX PacluncgpoBKa MNPUBEAEHbI HUXKE.
Bonbliasi yacTb 3TUX COCTOSIHWIA NPUMEHSIETCS TOSIbKO K OrPaHWYeHHOMY uuc/ly TWUMOB YCTPOICTB
(HanpumMep, Bce COCTOSIHMSA «C OrpaHMYeHeM AoCTyna» — NPUMEHSIOTCS TOMbKO /151 TOUEK NPoXoaa).

Kop,

CocTosiHune

HewnsBecTHO

Hopma

He akTMBHO, He4OCTYMHO

CHATO C oXpaHbl

Tpesora

HewncnpaBHOCTb

Tpesora npu Bxoae

Twun cocTosAHUA

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

Tpesora

HewvcnpaBHOCTb

Tpesora
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

TpeBora npu BbIXoae

TpeBora npu BXofe C orpaHnyeHnem Joctyna

TpeBora npu BbIXOAE C OrpaHUYeHneM AocTyna

B3nom

B3/10M Npu orpaHnYeHnn goctyna

BbinonHsaeTca Bxop,

BbINOSHAETCS BXOA NPpY OrpaHUyeHnn 4octyna

HopmasibHOe COCTOsIHVE NPU OrpaHNYeHN focTyna

He akTVBHO Npwu orpaHWMyeHun goctyna

Pa36/10kMpOBaHO NMpwW orpaHuYeHun gocTyna

Pa3bnokuposaHo

MonyoTKpbITO

Pa36/10kMpOBaHO NpY OrpaHMyeHun focTyna

BbinonHsAeTcsa BbIXOS,

BbInosHAeTCs BbIXOA NpU orpaHnyeHun goctyna

HeuncnpaBHOCTb NpY 3aKPbITUM

HeucnpaBHOCTbL NPU 3aKPbITUN B PEXMME OrpaHMyeHns focTyna

YaepxaHve (gBepw)

YaepxaHuve (gocTyn orpaHunyeH)

TpeBora B NO/IyOTKPbITOM COCTOSIHUAM

TpeBora B N0OlyOTKPLITOM COCTOSIHUM (fOCTYN OrpaHuyeH)

Tpesora

Tpesora

Tpesora

Tpesora

Tpesora

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

HewucnpasHoCTb

HewvcnpaBHOCTb

HewucnpasHoCTb

HewvcnpaBHOCTb

Tpesora

Tpesora



a‘ BactnoH-3 - OPC UA CepBep. PykoBoACTBO agMMHUCTpaTopa

19

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

TpeBora B He3anepToM COCTOAHUN

MonyoTKpbITO

MonyoTKPLITO (AOCTYN OrpaHnyeH)

BkntoueHo (Bbixog, pene)

BbIk/toueHo (Bbixog, pene)

He roToBo K MOCTAHOBKE HA OXpaHy

AKTMBHO, BK/THOYEHO, Ha OXpaHe

Touka npoxoa 3ab/10KMpoBaHa

Touka npoxofa He 3anepTa

BbinonHsieTcs BXog nog NpuHyXaeHnem

BbINOMHAETCS BbIXOA N0 NPUHYXAEHUEM

TpeBora v HeUCNPaBHOCTb OJHOBPEMEHHO

Mpoxog, (6e3 ykaszaHusi HanpaBeHNs)

Bupeosanuce BkioveHa

TypHWKET 3a6/1I0KMPOBaH Ha BXO[,

TypHUKET 3a6/10KMPOBAH Ha BbIXO[,

TypHVKET pa36/1I0KMPOBaH Ha BXOA,

TypHUKET pa3b/IoKMPOBaH Ha BbIXOA,

TypHVKET pa36/IoKMpPoBaH Ha BXOf U 3a6/10KMPOBaH Ha BbIXOZ,

TypHUKET 3a6/10KMPOBaH Ha BXOA U Pa3610KMPOBaH Ha BbIXOS,

Ha oxpaHe He NosHOCTbI0 (He BCE 30HbI B35iTbl HA OXPaHy)

Tpesora

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

HewucnpasHoCTb

LLUtaTtHoe

LLUtaTtHoe

Tpesora

Tpesora

Tpesora

Tpesora

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe
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49 MpeaTpeBora (NpeaynpexaeHue, UCNob3yeTca A5 NepUMETPOB) TpeBora

7.3. MpunoxeHune 3. UcTopusa nsmeHeHuUi

7.3.1. BactnoH-3 — OPC UA CepBep 2023.3 (29.12.2023)

[+] Jo6aBneHa BO3MOXHOCTb (ouabTpaumu cobbiTuii, nepegasaemMbix yepe3 OPC UA, no Tuny cobbiTuii
(wTaTHblE, TPEBOTU, HEMCMPABHOCTKN) Y MUHUMAIbHOMY MPUOPUTETY.

7.3.2. BacTnoH-3 — OPC UA CepBep 2023.2 (25.09.2023)

[+] MosiBUAMCL HacTpolikK, NO3BONAIOLWME BKIHOUATL (DUALTPALMIO Nepeaasaembix yepes OPC cobbiTuii no
TMnam (LWTaTHbIe, TPEBOTU M HEUCNPABHOCTH), & TaKKe Mo MUHUMAaIbHOMY MPUOPUTETY.

7.3.3. BacTnoH-3 — OPC UA Cepsep 1.0 (07.07.2022)

[+] NepBas Bepcus mogynsa ans MK «BacToH-3».
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