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1. O6Lwue cBeaeHUsA

Moaynb «BactnoH-3 — SNMP areHT» npegHasHayeH ana wHTerpauum MK «bacTMOH-3» € BHELHUMHU
cuctTeMamm ¢ ucnosnb3oBaHnem nHtepdgeiica SNMP (Simple Network Management Protocol).

Mopaynb BbiCTynaeT B ponu areHta SNMP, noaaepxusaeT BCe akTyasibHble Bepcum npoTtokona (v1, v2c, v3),
1 NPefoCTaB/IsAET CreAytoLLe BO3MOXHOCTH:

¢ [Mony4veHue nHdopmaumm 06 ycrpoicteax MK «<bacTnoH-3»;
¢ [lonyyeHne nHopmaunm o cobbITAX YCTPoncTB MK «bacTnoH-3»;
¢ [lonyyeHne nHopmaumm 0 COCToSAHMAX YCTPONCTB MK «bacTnoH-3»;

¢ YnpaBneHue yctpoiictBamm MK «bacTnoH-3».

O6Lwan cxema nHTerpauum ¢ ucnosibzosaHnem SNMP areHTta MK «bacTuoH-3» npefctaBneHa Ha Puc. 1:

Cepep cHeTemm
MK sBacrwors | Mogyns SNMP Bewkee
SNMP AresTt I vi,v2,v3 NPHACHENHE
|
HAMeHT MM Cepaep KRMEeHT WM Cepiep
ofopyaoaarka ANK obopyacaan MK
whacTwoHn 1 L abBacwons M

Puc. 1. Cxema nHterpaumm ¢ ucnosnb3osaHvneM SNMP arexta MK «bacTtnoH-3»

SNMP areHT nonyyaet gaHHble 06 ycTpoiicTBax u3 MK «bacTtnmon-3» 1 npegoctaBnsieT Ux B Buae Aepesa
06bekToB. Yepes SNMP BbInONHSAETCA B3auMoOgeNCcTBUE C cepBepom cucTembl MK «bacTtnoHn-3» ans
nepefaun KNMeHTy (BHELHEMY MPUSIOXEHUIO) COBLITUA 1 COCTOSIHWIA YCTPOCTB MK «BacTuoH-3», a Takke
NpUEM OT KNMeHTa KoMaHa ynpasneHus yctpoicteamu MK «bacTnoH-3».

SNMP areHT npegocTaBnsieT cBefeHusi 060 Bcex ycTpolictBax [MK «BacTuoH-3». Takke, Moay/b
npefocTas/isieT MeXxaHu3M NOAMUCKM Ha COObITUS YCTPOMCTB M HAa CMeEHY WX COCTOSIHWIA NoCcpeacTBOM
otnpaBkn SNMP Trap (ana nogkntoueHnii no npotokony SNMP Bepcuii 1 1 2) unn SNMP Inform (gns
nodknoueHnii no npotokony SNMP Bepcun 3).

Onst nonyuyeHns o6weit uHpopmaumm o pabote U koHdurypuposaHum MK «bacTuoH-3» pekoMeHayeTcs
03HaKOMUTbCA C AO0KyMeHTamu: «bacTnoH-3. PyKOBOACTBO afMUHUCTpaTopa» U «bacTnoH-3. PyKoBOACTBO
onepartopa.

MpaBuna KoMmmjaekTaumm W JIMUEH3MPOBaHWS MOAYNSA pPacCMOTpeHbl B AOKymeHTe «[locobue no
Komniektaumm «bactmoH-3».
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2. YcnoBus npuMeHeHus

2.1. TpeGoBaHMA K annapaTHO U NPOrpaMmMHOIn COBMECTUMOCTH

Ha mopynb «BbactuoH-3 — SNMP areHT» pacnpocTpaHawlTcs Te Xe TpeboBaHMsS K annapaTtHon wu
nporpaMmmHoi nnatgopme, 4to n ans MK «<bactnoH-3».

[nsa pa6otel SNMP areHTa Ha pabouvei cTaHLMK A0/MKEH ObITb OTKPbLIT MOPT, YKa3aHHbIA B KOHGMrypaumm
mopyna «bactnoH-3 — SNMP areHT». Mo ymonuaHuto 370 nopt 1024. OTnpaBka trap-onoBeLyeHui
BbINO/IHAETCS, B COOTBETCTBMMU € NpoTokosioM SNMP, Ha nopTy 162.
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3. YcTaHOBKa moAayns

Mogynb BxoguT B komnaekT noctaBku MK «Bactnon-3». Ans ero yctaHoBkn B OC Windows Heo6xoanMmo
OTMETUTb COOTBETCTBYIOLLYIO ras1ouky B UHCTaunaTope MK «bacTnoH-3».

Ona OC Linux moaynb nocTaBnsieTcss B BuAe oTaenbHoro naketa cpopmara DEB unm RPM, ¢ umeHem
bastion3-snmp_*.
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4. Hactpoiika moayns

4.1. O6wue cBegeHus

HacTpoiika coctouT u3 Bblibopa nopta SNMP areHTa, Bbibopa noagepXuBaeMbiX BEPCUIl MPOTOKONA,
HaCTPOWNKM ayTEHTUIMKALMOHHbIX AaHHbLIX 1 06wein nHpopmaumm o SNMP areHTe.

4.2. CTpaHuUa HacTPOEeK MoOAY /S B NaHe 1N ynpaB/ieHus

Onsa pgoctyna K cTpaHuue Hactpoek mogyna «bactmoH-3 — SNMP areHT» cnegyeT 3anycTuTb NaHesnb
ynpas/ieHusi MK «bacTnon-3» n Bbibpatb NyHKT «SNMP areHT» (Puc. 2).

beKTa &g OUnepaTopbl M NOAHOMOUKA g,). llpansepbl

118 0 CTRYKTYpeE Hactpoiika nonHomMounii cnepatopos B Cepeepbl obo
CKWE MNaHbl CHCTEME ApaiBepos

“= SNMP areHt JlokaneHsI

peepa OPC SNMP  Hactpoikn ana SNMP arenra - Hactpoiika ne

mA c LDAP % CC TMK r. Web-3anBk

h O - T e T yury 4 y

oHuzauun ¢ LDAP OcHoeHble HacTpolkn cepeepa CC TME A = MNapamerpel ¥

Puc. 2. KHonka nepexofia Ha cTpaHuLly HacTpoek Moaynsi «<bactnon-3 — SNMP areHT»

VHTepdeiic cTpaHmubl HacTpoek moayns «bactnoH-3 — SNMP areHT» npegcTtaBneH Ha Puc. 3 1 BbINONHAET
cnepyroumne pyHKLmK:

o BkntoveHue n otkatoveHne SNMP areHTa;

¢ HacTpoiika nopTa Ans BXxoasuuii 3anpocos;

¢ HacTpoiika nogaepxkn sepcuii npotokonos SNMP areHTa;

¢ HacTpoliika ayTeHTUUKaLNOHHbIX AaHHbIX 4158 BXOAALLMX 3arnpoCoBs;

e HacTtpolika cnpaBo4Hoi nHgopmaumm SNMP areHTa.
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4 BacTmoH-3 — Nakens ynpasneHua OnepaTop: q S

OcHoBHO® MeHIo ¥ SNMP areHT

fopt 1024 A
@D (Wratksie cobbimua nepefaoTca

@) TpeeoxHuie cobuiTua NepefakTes

@D Cobuitus o HencnpaBHoOCTH NepeAalTCR

MissuManbHLIH NPUOPUTET NepenagasMol cobuTrin | 1 ~
SNMP V1

@D Exnoveno

Crpoxa Community Ana GET-3anpocos | =eessesessee -
Crpoxa Community aAnA SET-3anpocoB = | =eesessesess B
SNMP V2

@D Erniouero

CTpoka Community AnA GET-3anpocoB | ssessssssess -

Crpoxa Community ans SET-3anpocos
@D Brniovero

Wms nonbiosatens bastion3user
Mapons
Crpoxa wmpposaHwr DES = |essssssscssassesseess o
UHbopmMauua

Wz SNMP arewta (Name) Bastion3SnmpAgent

Onucanme SNMP arexTa (Description) Bastion-3 SNMP Agent

HrHbopMaums O KOHTaKTHOM nnue (Contact) Basti

Dawkbie o MecTononowesiy (Location) Bastion-3 server room

SNMP arewT sKno4es

39

-3 operator

Puc. 3. HacTpoiikn moaynsi «bactnoH-3 — SNMP areHT»

OKHO KoHgourypatopa cogepxut Hactpoiiku SNMP areHta. [ns nosyydeHuss nHdopmaumm O 3HavyeHusIx
06bekToB SNMP areHTa He06X0AMMO NOAKIUNTLCS K areHTY KIMEHTCKUM NPUNOXKEHNEM.

4.3. HacTtpoiika napametpoB SNMP areHTa

MapameTpbl SNMP areHTa HacTpamBatoTcsi B NaHenn ynpasneHust Ha Bkiaake «SNMP areHT» (Puc. 3), 3T0:

CoctosHue SNMP areHTa (BK/./BbIK.);
MopT, Ha koTopom SNMP areHT npMHUMaeT BXoAsLLMe 3anpocs|
HacTtpoliika npotokonos SNMP;

CnpaBoyHas nHgopmaumsi SNMP areHTa (MMsi areHTa, onvcaHue, MHpopMaLms 0 KOHTAKTHOM /IULE U
[laHHbIE O MECTOHAXOX/AEHUN);

HacTpoliikn dounbTpauum nepegasaembix Yepe3d SNMP cobbITuii (MOXXHO OTK/IOUMTb TUMbI
nepeaaBaembix COGbITUIA, a TAKKe YCTaHOBUTb MUHUMaSIbHbIV MPUOPUTET).

KoHdurypatop nos3BonseT BK/IOYATL/OTKNOYATE NOAAEPXKY TPEX BEPCUMil MPOTOKONOB W 3ajaBatb
napameTpbl ayTeHTUMKaLMK: 4151 NPOTOKOMN0B Bepcun 1 1 2 3To CTpoku community (pasgensHo anst GET u
SET 3anpocos), ans SNMP Bepcumn 3 310 UMs nonb3oBaTens, naposnb (ppasa MD5-ayTeHTUdMKaLum)
cTpoka wudpoBaHua DES. Hactpoiikn ayTteHTudmkaumn SNMP Bepcuy 3 MCnosib3yloTCA Tak e npu
paccblsike Inform-coobLeHnii No nognnckam Ha cobbITUS.
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5. PaGoTa B LUTAaTHOM pexunme

Pa6oTatowuii SNMP areHT npyH/MaeT BXOASLLME KIMEHTCKME 3anpockl Mo MOPTY, yKasaHHOM B HacTpoiikax
(no ymonuanuto ato nopt 1024). Ecnv SNMP areHT He 3anyckaeTcs Ha ykasaHHOM nopTy (Hanpumep Ha
onepauuoHHoi cucteme Astra Linux), To creflyeT U3mMeHUTb NopT Ha ApYroii.

o BHumaHue!

Mopmei 1-1023 8 Linux mo2ym 6bimb UCM0/1308aHb! MO/ILKO Cyrneprno/ib3o8amesem.

B wratHOM pexvnme Mogynb He nepefaért cobCTBEHHbIX cobbiTuii B MK «BacTuoH-3» n He wnmeet
COGCTBEHHbLIX 3/IEMEHTOB M0JIb30BATE/LCKOTO MHTEPeiica (3a UCKIOYEHNEM CTPaHWMLbl HACTPOEK NaHeu
ynpas/ieHusl).

5.1. MonyuyeHne cnucka yCTpoucTse

Cnuncok yCTpoIACTB NpeacTaBieH gepesom 06bektoB SNMP. Besa nHdpopmanmsa 06 ycTpoiicTBax HaxogmTcs B
BeTke pgepeBa 1.3.6.1.4.1.48753.1. YcTpoiicTBa CrpynnupoBaHbl MO WX TuNam W MNPUHALIEXHOCTM
ak3emnnsApam gpansepos. CTPYKTypa BETKM C MHhopmaLmeli 06 yCcTpoiicTBax MMeeT cneaytoLinii Bua;
1.3.6.1.4.1.48753.1.X.T.D.

roe:

¢ X — nopagkoBbIi HOMEP 3K3eMIspa gpaiisepa B cucteme. Hymepauns HaumHaeTcs ¢ 1. 3HaueHne
06bekTa, focTynHoro no agpecy 1.3.6.1.4.1.48753.1.X — nms ak3emnnsipa gpalisepa (Hanpumep —
«ELSYS1»);

e T - nopsagkoBbli HOMep Habopa ycTpoicTB ApaiiBepa X, CrpynnupoBaHHbIX MO TUMY, Ha3BaHue
KOTOPOro AOCTYMHO B KA4YecTBe 3HavYeHus obbekTa no agpecy 1.3.6.1.4.1.48753.1.X.T. Takum
o6pasom, BCe yCTpOiicTBa ak3emnspa gpaiisepa X pazoutsl Ha rpynnbl T, pasgeneHHble no tuny
YCTPOWCTB, HAXOAALLMXCS B HUX;

¢ D — NopsAKOBbI HOMEpP YCTPOICTBA, AB/SAIOLLErocs 4OYepHUM AN ak3emnaspa gpaiisepa X, u
MMeEIOLLLEro Tvn, 06LWmMin Ans rpynnbl ycTpoiicTB T. Hymepauust HaunHaeTcs ¢ 1. O6beKT, AOCTYMHbIV NO
naeHtudmkatopy 1.3.6.1.4.1.48753.1.X.T.D ncnonb3yetca g5 nepegaqm kKoMmaHpg, ynpasieHns ot
kKnneHToB. BeTka D rpynnupyet B cebe 12 06bekToB N, XpaHALWMX MHhopMaLMio 0 KOHKPETHOM
YCTPOIACTBE;

o N — 06beKT, cogepXaluii MHopMauuto 06 YCTPONCTBE, Er0 COCTOSTHUN, U/ O TEKYLLIEM COObITUM
ycTpoiictBa. O6bekTbl ¢ HOMepamu 1 — 4 cogepxaT napameTpbl ycTpoiicTBa. O6beKTbI 5-9
NpeAcTaBnsaoT NHAOPMAaLMIO O NOC/IeAHEM COObITUM, MPOM30LLEALWIMM C YCTPONCTBOM, a 06BEKTDI €
Homepamu 10-12 cogepxaT nHhopmaLmio 0 TEKYLLLEM COCTOSHUM YCTPOICTBA.



a‘ BacTtnoH-3 - SNMP AreHT. PyKoBOACTBO agMMHUCTpaTopa 10

Ecnu X — ueHTp MNMUH, TO B gaHHOM c/lyyae CTpyKTypa BeTKM aepeBa 6yaeT NHOI:
1.3.6.1.4.1.48753.1.X.C.M.T.D.

rie C — 9To nopsigkoBblii Homep dwnnana [MUH (3HaveHns o6bekTa, AOCTYMHOrO Mo  ajpecy
1.3.6.1.4.1.48753.1.X.C — ums cmnmana MUH), a M — nopsiakoBblii HOMep 3k3emnasipa ApaiiBepa Ha
dvnnane NUH (3HaueHne o6GbekTa, AocTynHoro no agpecy 1.3.6.1.4.1.48753.1.X.C.M - nms ak3emnnspa
ApaiiBepa). CTpykTypa BeTkM M aHasiormuHa BeTke X, (hopMMpyeMOii Af1st BCEX OCTasIbHbIX TUMOB ApaliBepoB
(He ueHTp MLH).

o BHuMaHue!

Ansi mekcmosbix 3HayeHUli 06bekmos ucnosib3yemcsi koouposka «Windows-1251».

5.2. MonyuyeHne co6bITUN

Mpu BO3HMKHOBEHMM B MK «BacTMoH-3» HOBOrO COGLITUA MPOMCXOAWUT OBHOB/IEHME 3HAYEHWUA OOBLEKTOB
1.3.6.1.4.1.48753.1.X.T.D.5 - 1.3.6.1.4.1.48753.1.X.T.D.9, COOTBETCTBYIOLINX YCTPOIWACTBY, C KOTOpPbIM
NPOM30LLIO COBbLITHE.

MaeHTudmkaTop o6bekTa Tun gaHHbIX Ha3sHauyeHuve

.D. Integer32 Kog cobbiTus

.D. String TeKcT coobLLeHMsA 0 CObbITUN

.D. Integer32 Tun co6biTus (1 - WTaTHOE, 2 - TPEBOTa, 3 - HEUCNPABHOCTb)
.D. Integer32 MpuopuTeT cobbiTis (0-99)

.D. String JaTta v BpeMsi BO3HUKHOBEHWS COObITHS (B BUAE CTPOKM)

Cnncok BO3MOXHbIX COObITUIA MHAMBUAYAIEH O/ KXA0ro Tuna YCTPOMCTB KOHKPETHOro Tuna gpaneepa.
MosHy0 MHPOPMaLMI0 O BO3MOXHbLIX COObITUSIX MOXHO MOJTy4YnTb, 06paTUBLLUCE K cTpaHuue «Co6bITus 1
KOMaH/bl», KOTOpasi HaxXoAUTCA B rpynne «[paiieepbl» NaHesn ynpasneHus MK «bactnox-3» (Puc. 4).
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BB Bacruor-2 - Marens ynpasnes epatop: q — o
OcHoEHOE MeHIo 3 [ipaiiEepet  COBLITUA M KOMaHAL!
o3
o3
ior-3 - Su
on3-Modbus M| F1Pere || 5 3a6nowsposar va seno, "
ior-3 - Uface/R20-Face 6 Hopwanswuil pes 13 ELOR
+-3 - Opuon Mpo 7: Pas6nowposart wa suxon
4 356: Bacrwon-3 - Elsys B 19: Cunmimarens 8: 3a6n0KpOEaTS Lenukou
&'357: bacrvion-3 - Crpeneu Mpo &21: Kpyrrocyrouras oxpaa 9: BepryTs & HOPMaNBHbIA pEXAM
&378: Bacrvon-3 - Cnpuyc (- 22: Typrincer 10: Pas6okposaTh ueniKom
#/379: Bacrvon-3 - Myrxrap-A B 26: Cepeep 43: NoarsenanTs aocrvn -
%381: Bacrvon-3 - SNMP-Morurop 27: Tpynna pasaenos Mpumep sanpoca Web Api ana nepesaun KomaHab! ynpasneHua
382 Bacrvon-3 - BioSmart o2 kek WebSocket - @
#2835, 3
345 3 aurus. Protocal RequestCommand, ESprom Taurus Platiorm’,
#1385: Bacrvon-3 - BOMK ter. D 2 equest, ESprom.Taurus.NetCenter.Common”,
#7387 Bacrwon-3 - PyBew NT
/388 Bacrvon-3 - Temzo-I
#400; Bacraon=3 - LPA-COY3
cr0m-3 - SecurCs FaceX )
: Bacron-3 - Face J
o3 - Elsys Mobile
| »

Puc. 4. CnpaBoyHasi MHhopMaLs 0 BO3MOXHbIX COBLITUSAX

5.3. MonyueHne cOCTOAHNIA YCTPOICTB

Mpun  OGHOBMEHUM  COCTOSHWSI  YCTPOWCTBA  MPOMCXOAUT  OOHOB/IEHME  3HAYEHWUA  OOBLEKTOB
1.3.6.1.4.1.48753.1.X.T.D. - 1.3.6.1.4.1.48753.1.X.T.D.12, cooTBETCTBYIOLMNX YCTPOWCTBY, Y KOTOPOro
NPOM30LLIa CMEHa COCTOSIHUS.

Mma Tera Tun gaHHbIX HasHauyeHne

.D. Integer32 Koga cocTosiHna ycTpoiicTBa

.D. String TeKCT COCTOSAHNS YCTpOCTBa

.D. String JononHutensHble napaMeTpbl COGLITAA B BUAE CTPOKK dhopmara:

PARAM1=VALUE1;PARAM2=Value2
Ha6op BO3MOXHbIX NapamMeTPOB NPUBEAEH HIDKE.

Habop BO3MOXHbIX COCTOSIHWUIA 3aBUCUT OT TuMna ycTpolicTea u gpaisepa MK «bactnoH-3».
MonHbIV NepeyeHb BO3MOXHbIX COCTOSIHUIA YCTPOIACTB NPUBEAEH B NMPUIOXKEHNN.

Habop BO3MOXHbIX [OMOJSIHATE/IbHLIX NMapaMeTpPoB COCTOAHMSA, NepejaBaemMbiX yYepe3 3HadyeHne obbekTa
1.3.6.1.4.1.48753.1.X.T.D.

Mms napameTpa HasHauyeHne napameTpa
fullcardcode MonHbIii kKog kapTbl gocTyna (ao 12 6aiT)
name damunua BnagensLa kapTbl 4ocTyna

firstname Wms Bnagensua kapTsl 4OCTYNa
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secondname OTuecTBO Brafenblia kapTbl 4OCTyna

passtype Tun nponycka (1 — NOCTOSIHHLIN, 2 — BPEMEHHbII, 4 — pa3oBbIii)

JononHutensHble napameTpbl NepefarTcs, TO/bKO Korga ecTb WX peasibHble 3HavyeHwus, CBA3aHHble C
COCTOAHMEM.

5.4. MonyuyeHne napamMmeTpoB YCTPOICTB

O6bekTbl 1.3.6.1.4.1.48753.1.X.T.D.1 - 1.3.6.1.4.1.48753.1.X.T.D.4 xpaHaT B cebe napameTpbl YCTPOACTBA:
umsa yctpoiictea, SDN, Tun u ngeHtudpmkatop (SDN) poantenbckoro ycTpoiicTea.

Nwmsa Tera Twvin gaHHbIX HasHaueHune

.D. String VMmsa ycTpoiicTBa

.D. Integer32 SDN (yHVKanbHbIA naeHTUUKaTop YCTPoiicTBa)
.D. Integer32 Kopa Tuna ycTpoiicTBa

.D. Integer32 VaeHTndmkaTop poanMTeNbCKOro ycTpolicTea

3HauyeHune obbekTa .D.4 ycTaHaBnmBaeTcs B "-1", ecnv YCTPOIMCTBO HE MMEET PoANTENbCKOrO.

MepeyeHb TUMOB YCTPOWCTB W X KOLOB NPUBEAEH B NMPUTOKEHUN.

5.5. Mognuncka Ha coobITUA U U3MEHEHUSA COCTOSAAHWUIA

[ns nony4yeHns onepatyBHON UHGOPMaLUMM O HOBbLIX COOLITUSX M CMEHE COCTOSIHWIA YCTPOCTB MMEeTCcs
BO3MOXHOCTb nognucku. OnoseleHre SNMP areHToM nognucasBLUMXCSA KTMEHTOB MPOUCXOANT NOCPEeACTBOM
paccbl/iku Trap-coo6LeHNA ANs KAMEeHTOoB, paboTawowmx Mo BepcusM npotokona SNMP 1 n 2 u
nocpeacTBOM pacchlsiku Inform-coobLeHnii s KIMEHTOB, paboTaloLWwmx ¢ areHTOM Mo Bepcun 3 NpoToKona
SNMP.

[ns  ynpaBneHus  MNOANUCKO  HEOOGXOAMMO  OTNPaBUTb  3anNpoC  Ha  W3MEHEHMEe  3HAYeHUus
o6bekTa 1.3.6.1.4.1.48753.2. [ing TOro, 4To6bI NOANUCATLCS, HYXXHO OTMPaBUTL 3HaYeHue 1, AN TOoro, YToobI
oTnucaTbCs — Heo6xoAUMO oTnpaBuTb 3HaveHune 0.
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Mpu akTMBHOI MoAanucke KNNeHT 6yaeT nosyyaTb Trap-coobuienusi (unm Inform-cooGuieHnst B cryyae
ncnonb3oBaHns SNMP Bepcun 3) Npv BO3HWMKHOBEHUM Ha CEPBEPE CUCTEMbI HOBbIX CO6LITUIA Ha
YCTPOWNCTBAx N NPy CMEHE COCTOSHUIA YCTPOWCTB.

o BHumaHune!

Mpu nepesanycke cepsepa o6opydosaHusi SNMP azeHma (Hanpumep, npu nepesaspyske paboyeli
cmaHyuu, Ha komopol 3anyuweH cepsep cucmembi SNMP azeHma) uHghopmayusi 0 nodnuckKax KaueHmMos
06Hy19emcsl.

5.6. YnpaBneHune ycTpoicTtBamu

[Ona ynpaBneHust yctpoiictBoMm [MK «bacTuMoH-3» Heobxoaumo ans ob6bekta 1.3.6.1.4.1.48753.1.X.T.D,
COOTBETCTBYtOLLEro ycTpoiictey (Mnn ana ob6bekta 1.3.6.1.4.1.48753.1.X.C.M.T.D, ecnm 3TO YCTPOICTBO
dovnunana MUH), oTNpaBuTb 3anpoc Ha U3MEHEHWE ero 3Ha4YeHusl Ha Ko KoMaHAbl yrpaBneHus Ass 3Toro
yCTpolicTBa.

MNepenava napameTpoB A/151 KOMaH/ yNpaB/feHNs B TEKYLLIE BepcuUM He NpeaycMoTpeHa.

MonHbIi NepeyeHb BO3MOXHbLIX KOMaHf yrnpaBfeHusl 3aBUCUT OT Habopa WCMofib3yeMbIX ApaiiBepoB U
cocTaBa 1CMnosib3yemMoro 060pyL0BaHus.

NHhopmaumio 0 BO3MOXHBIX KOMaHAax ynpas/fieHWs [/19 KOHKPETHOro Tuna YCTPONCTBA KOHKPETHOro
ApaiBepa MOXHO Nony4YnTb, 06PaTMBLUUCH K CTpaHuLe «Cob6bITMSA 1 KOMaHAbI», KOTOpasi HaXoAWUTCS B rpynne
«[lpaiiBepbl» naHenu ynpasnexusi MK «bactnoH-3» (Puc. 5).

-
BB Bacion-3 — Manens ynpasnenna Onepatop: o - [m} G

OcHoBHoe MeHo ¥ Jpaiisepbl ¥ CoBLITUA M KOMaHALI

#/258: Bactvion-3 - 3apa 470: Cucrema 0: OTkphiTs Ha BX04 -
#5265 Bactuon-3 - Mynirup-C [[3: Aseps 1: 32670KMPOEaTE HE EX24

#267: Bactvon-3 - KeyGuard F34: Bopora 2: Hopmansssiii pescan na axop

#/268: Bactvon-3 - PySexc R3 B 5: Konrponnep 3: Pa3Bnok/posaTe Ha sx08

%274 BacTvon-3 - Suprema A 6: Oxpanteiil wiedd 4; OTkpiTs Ha Bslxos

#7278: bactvow-3 - Modbus 210 Pene 5: 33610KMPCEATS Ha EBIXOS

4/280: Baction-3 - Uface/R20-Face 212 Tpesomnuiii sxop 6: Hopuanswalil pein #a S5ixoa

#282: Bactiion-3 - Opuon Mpo 4213 paspen 7: Pas6ok1posaTh Ha BEX0A

4356: Bactvon-3 - Elsys F119: Cuurmigarens 8: 33610KMpOBaTS LeAMKoM

#5'357: Bactmon-3 - Crpeney Npo M1 Kpyraogyounas oxpara 9: BepryTs 5 HOPMANEHEIR pesiN

47378: Bactuon-3 - Cupuyc i 22: Typriker 10: PasBnoxmposate uenikom

4/379: Bactwon-3 - Mynxrup-A B 25 Cepeep 43: MoareepanTs soctvn h
4§381: Bactmon-3 - SNMP-Morwmop “*27: pynna pasaenos Mpumep sanpoca Web Api ans nepesaun komaHabl ynpasneHus

%382 Bactvon-3 - BioSmart ol 28: KCK WebSocket ~ [

#382: Bacvon-3 - Ankopauka

%7384: Bacrvor-3 - PyBex Mnofan "Stype": "ESprom.Taurus.Protecol RequestCommand, ESprom.Taurus.Platform”,

“request’s {

£/385: Bacrvion-3 - BOMK “Stype": “ESprom.Taurus Roles.NetCenter Drivers.ExecuteDeviceCommandRequest, ESprom Taurus NetCenter Comman”
“Sdn; 215,

387, -3 - :

#7387: Bactvon-3 - PyGex NT i P

4/388: Bacrvan-3 - Terso-M “Parameters”: ',
“Source": 0,

#7400: Bactwon-3 - LPA-COY3
45/723833: Bacrnon-3 - SecurOS FaceX )
#7880222: Bactvos-3 - Face !

@98?112: Bactvos-3 - Elsys Mobile

tid" 1

Puc. 5. CnpaBoyHasi MHchopMaLyisi 0 KOMaHZax ynpas/ieHusi yCTpoiicTBamm
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6. MpunoxeHuns

6.1. MpunoxeHue 1. Tunbl yctpoiicTs NK «bacTUOH-3»

Kopg Tuna yctpoiictBa Ha3BaHue Tuna yctpoiictea
0 Cucrema

1 Tenekamepa

2 Mpynna Tenekamep

3 [Bepb

4 Boporta

5 KoHTponnep

6 OxpaHHbIli Wwiend

7 MeTannogetekTop

8 MoxapHsblin wneid

9 TpeBoXHas KHoMKa

10 Pene

11 MnaH

12 TpeBOXHbIA BXOA,

13 Pa3nen

14 ALpPECHBIA AbIMOBOW AaTUMK
15 ALpecHbI TENSIOBON JaTumK
16 AJpecHas noxapHas KHormnka

17 ALpecHsbIil nogwneiid
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15

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

MoxapHas rpynna

CuntbiBaTeb

KnasuaTtypa

KpyrnocytoyHas oxpaHa

TypHuket

Moaynb MOHUTOpUHIa

Mopaynb ynpaeneHust

o3

Cepsep

['pynna pasgenos

KCK

Onepartop ONC

Monb3oBatesns OlNC

JlokanbHbIv pasgen

AZpecHoe yCTpoicTBo

Pagnopaciwumputesb

no6asnbHbIii paszgen

MapLpyTt

KoHTponbHas Touka

BupTyanbHoe ycTpoicTseo 1

BupTyanbHOe yCTpOoiicTBO 2
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39

40

11

42

43

44

45

46

47

48

BupTyanbHoe ycTpoiicTBo 3

CeTteBas rpynna

KoHTponnep Elsys-MB-IP

MocnepoBartesbHbI NOPT

pynna

MaHenu Esa

KoHTponnep

CueHapwii

pynna ONC

CBeTUNbHUK

6.2. MpunoxeHne 2. COCTOAHNA YCTPOMNCTB

MonHblii NepeyeHb BO3MOXHbLIX KOAOB COCTOSIHWIA YCTPOWCTB M WX PacluncgpoBKa MNPUBEAEHbI HUXKE.
Bonbliasi yacTb 3TUX COCTOSIHWIA NPUMEHSIETCS TOSIbKO K OrPaHWYeHHOMY uuc/ly TWUMOB YCTPOICTB
(HanpumMep, Bce COCTOSIHMSA «C OrpaHMYeHeM AoCTyna» — NPUMEHSIOTCS TOMbKO /151 TOUEK NPoXoaa).

Kop,

CocTosiHune

HewnsBecTHO

Hopma

He akTMBHO, He4OCTYMHO

CHATO C oXpaHbl

Tpesora

HewncnpaBHOCTb

Tpesora npu Bxoae

Twun cocTosAHUA

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

Tpesora

HewvcnpaBHOCTb

Tpesora
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

TpeBora npu BbIXoae

TpeBora npu BXofe C orpaHnyeHnem Joctyna

TpeBora npu BbIXOAE C OrpaHUYeHneM AocTyna

B3nom

B3/10M Npu orpaHnYeHnn goctyna

BbinonHsaeTca Bxop,

BbINOSHAETCS BXOA NPpY OrpaHUyeHnn 4octyna

HopmasibHOe COCTOsIHVE NPU OrpaHNYeHN focTyna

He akTVBHO Npwu orpaHWMyeHun goctyna

Pa36/10kMpOBaHO NMpwW orpaHuYeHun gocTyna

Pa3bnokuposaHo

MonyoTKpbITO

Pa36/10kMpOBaHO NpY OrpaHMyeHun focTyna

BbinonHsAeTcsa BbIXOS,

BbInosHAeTCs BbIXOA NpU orpaHnyeHun goctyna

HeuncnpaBHOCTb NpY 3aKPbITUM

HeucnpaBHOCTbL NPU 3aKPbITUN B PEXMME OrpaHMyeHns focTyna

YaepxaHve (gBepw)

YaepxaHuve (asepn) (A0CTyn orpaHnyeH)

[Bepb B NOYOTKPbITOM COCTOSIHUM

[JBepb B NO/TyOTKPLITOM COCTOSIHUM (fOCTYN OrpaHnYeH)

Tpesora

Tpesora

Tpesora

Tpesora

Tpesora

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

HewucnpasHoCTb

HewvcnpaBHOCTb

HewucnpasHoCTb

HewvcnpaBHOCTb

Tpesora

Tpesora
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28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

[JBepb B He3anepToM COCTOSIHUN

MonyoTKpbITO (aBEPD)

MonyoTKpPbITO (AOCTYN orpaHunyeH) (asepb)

BkntoueHo (Bbixog, pene)

BbIk/toueHo (Bbixog, pene)

He roToBo K MOCTAHOBKE HA OXpaHy

AKTMBHO, BK/THOYEHO, Ha OXpaHe

Touka npoxoa 3ab/10KMpoBaHa

Touka npoxofa He 3anepTa

BbinonHsieTcs BXog nog NpuHyXaeHnem

BbINOMHAETCS BbIXOA N0 NPUHYXAEHUEM

TpeBora v HeUCNPaBHOCTb OJHOBPEMEHHO

Mpoxog, (6e3 ykaszaHusi HanpaBeHNs)

Bupeosanuce BkioveHa

TypHWKET 3a6/1I0KMPOBaH Ha BXO[,

TypHUKET 3a6/10KMPOBAH Ha BbIXO[,

TypHVKET pa36/1I0KMPOBaH Ha BXOA,

TypHUKET pa3b/IoKMPOBaH Ha BbIXOA,

TypHVKET pa36/IoKMpPoBaH Ha BXOf U 3a6/10KMPOBaH Ha BbIXOZ,

TypHUKET 3a6/10KMPOBaH Ha BXOA U Pa3610KMPOBaH Ha BbIXOS,

Ha oxpaHe He NosHOCTbI0 (He BCE 30HbI B35iTbl HA OXPaHy)

Tpesora

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

HewucnpasHoCTb

LLUtaTtHoe

LLUtaTtHoe

Tpesora

Tpesora

Tpesora

Tpesora

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLtaTtHoe

LLUtaTtHoe

LLUtaTtHoe

LLUtaTtHoe
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49 MpeaTpeBora (NpefynpexaeHue, ucnosb3yeTcs AJ1s NeprMeTpoB)

Tpesora
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