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1 OOmue cBeeHHUS

1.1 Ha3HayeHHe U 00JIaCTh IPUMEHEHHS

Opareep «bactMoH-3 - SNMP-MoHuUTOp» nNpeaHa3HavyeH AJisl MOHUTOPUHIA MapaMeTpoB Pa3/IMYHbIX

YCTPOWCTB C MUCMOJIb30BaHUEM MpoToKosia SNMP. [paiiBep o6ecrneunBaeT MoAAEPIKKY ClieAyoLnxX

MPOTOKOJIOB:

SNMP v1;
SNMP v2/v2c;
SNMP v3.

OparBep obecneynBaert:

Onpoc ycTpoicTs rno npotokoay SNMP v1/v2/v3;
CuntbiBaHMe 0 99 NapaMeTPOB KaXXA0ro 13 999 yCcTponcTs;
PerynsipHbii 06LLUIA ONPOC COCTOSIHUI NapaMETPOB YCTPOICTB;

CpaBHEHME 3HAYEHUs KaXAoro napamMeTpa C 3TaJIOHHbIM 3HAaYeHMEM WAW MNOMNajaHUEM B
JManasoH C reHepaumein COOTBETCTBYIOLLNMX COObITUIA;

MHAMKALUMIO MOTEPU U BOCCTAHOBJ/IEHUS CBSI3M YCTPOWCTB C reHepauuen COOTBETCTBYHOLLMX
COBbITUI;

OtobpaxeHne cobbITUA MO YCTPOMCTBAM U MX MapaMeTpaM, BKwYasd LWTaTHble cobbiTUA,
HEMUCNPaBHOCTU U TPEBOTY;

BO3MOXHOCTb 3ampoca 3HayeHMs MapamMeTpa WM BCEX MNapaMeTpoB YCTPOMCTBA U3
KOHTEKCTHOIrO MEHHI0 Ha rpadMyecKoM MnaaHe Uan U3 peakLmit Ha cobbITUS;

LiBeToBOE OTOBpPaXkeHME COCTOAHMA NHOObLIX YCTPOUCTB M MapaMeTpoB Ha rpaduyeckoMm rsaHe
06BbEKTA;

HacTtpoiky ycTpoicTB 1 ux napameTpos B K «bacTUOH-3»;
Bo3MOXHOCTb UMMNOPTa 1 3KcnopTa KoHOGUrypauuin B/us dainna;

PasrpaHuueHue [0CTyrMa K HacTpoMKaM JpaiiBepa B 3aBMCMMOCTM OT YPOBHS MOJIHOMOYMI
oneparopa.

BHuMaHue! B mekylieli Bepcuu Apatisepa He rniogaep»>kusaromcs MIB-mabaulibl U YCMAaHOBKA
3Ha4YeHUli NapamMmempoB ycmpolicmBs - I0CMYMHO MOJIbKO YmeHue.
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1.2 OCcoGeHHOCTH ApaiBepa

Ona SNMP v3 noaaep»XvBatoTca caeaytolme pexxmmMbl U napaMeTpbl ayTEHTUPUKALNK:

e Security level:
0 No authentication, no privacy;
0 Authentication, no privacy;
0 Authentication, privacy.

e Authentication algorithm:

0 MD5;
0 SHAIZ;
0 SHAZ256;
0 SHA384;
0 SHA512.

®  Privacy algorithm:

0 DES;

0 AES;

0 AES192;

0 AES256;

0 TripleDES.

[Ona peannsaumm onpoca YCTPONCTB ApamBep UCNONb3YET TONbKO ¢YHKUMIO SNMP «GET» no 3apaHee
3agaHHbIM agpecam (OID). MIB-TabauLbl NPU 3TOM He UCMOb3YIOTCA.

Opaneep «bactnoH-3 - SNMP-MoHUTOp» NO3BOASIET ONpaLlMBaTh A0 99 NapaMeTpoB Ka)kaoro m3 999
YCTPOMCTB. Karkgoe YyCTPOMCTBO MOXET MMETb CBOK Bepcuio npoTokona SNMP, nopT v gaHHble ans
ayTeHTUPUKaLNW.

[paiBep No3BoasET onpallnBaTh BCE YCTPOWCTBA M MX MapaMeTpbl C 06LWUM 33[aBaeMbIM MNePUOIOM
onpoca, a TaKXKe yCcTaHaB/MBaTb 18 OTAEe/IbHbIX YCTPOWMCTB UHAMBUAYAbHBIN Nepuof, onpoca. Mepuop,
3a/aeTca B npeaenax oT 1 cekyHApl 40 CYTOK.

TaKk)ke MMeeTcsi BO3MOXXHOCTb 3arpoca TEeKYLLEro 3Ha4eHusl IH060ro napamMeTpa U3 KOHTEKCTHOrO MeHH
NMUKTOrpamMMm Ha rpadumdecknx nnaHax MK «bactnoH-3». Mpu 3ToOM 3HavyeHMe napameTpa BbIBOAUTCS B
cnucke cobbitut MK «BacTtuoH-3».

OpanBep «bacToH-3 - SNMP-MOHUTOp» MO3BONSET BKAKYUTbL aHAUTUKY OTAENbHO AN KaXKAoro u3
napameTpoB. [oCTYMHO 2 BUAa aHAJIMTUKMU:

e Yértkoe coBnageHue. Mpu 3ToM ntoboe 3HayveHue, nonydyeHHoe us SNMP, npeobpasyercs B
CTPOKY «KaK eCTb» M CPaBHMBAETCA C 33[aHHbIM 3TAJIOHHbIM 3HavyeHueM. lNpu HecoBnageHun
BbIBOAUTCS TPEBOXKHOE COObITUE «BHE HOPMbI» C MOJYYEHHBIM U 3TaJIOHHbIM 3HAYEHUSIMMU.
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e [lManasoH (g5 YnCNoBbIX AaHHbIX). Mpy 3TOM 3Ha4YeHne M3 SNMP NpuMBOAUTCS K LLEeIOMY YUCTY
WIM 4YnC/ly C MNaBaloWEN 3ansaToM M CPaBHMBAETCS C MWHMMaAbHBIM U MaKCUMaJIbHbIM
LOMNYCTUMbIMU 3HaYeHUsAMU. [pu MoayvYeHUU [aHHbIX, OTJAMYHBIX OT YMCJIOBbIX, BbIBOAUTCA
CcoObITME HencnpaBHOCTU «HEBO3MOXKHO CPaBHUTbL AMAMNA30H» C MOJYYEHHbIM 3HayYeHueM. MNpu
BbIXOAEe 3HaAYeHMs 32 AManasOoH BbIBOAATCSA COObITUS «Bbille AOMYCTUMOro AMarnasoHa» Wau
«Hume ponycTtmmoro gnanasoHa» C NoJlydeHHbIM U TPAHUYHbIM 3HAYEHUSAMU.

Mpwu Bo3BpaTe 3Ha4YEHUSA B HOPMY BbIAAETCS COObITUE «B HOPME» C NOJTYYEHHbIM 3HAYEHUEM.
2 VYciaoBHA IPHMEHEHUS

2.1 TpeGoBaHMS K COBMECTHMOCTH

Opaneep «bactmoH-3 - SNMP-MoHutop» $pyHKumoHupyeT B coctaBe K «bacTtnoH-3». TpeboBaHUsa K
nporpaMMHoOMy obecneyeHuo NOJSIHOCTBHO COOTBETCTBYHOT W3/IOXKEHHBIM B AOKYMeHTe «bacmuoH-3.
Pykosoacmso agmMuHUcmpamopa».

2.2 JIunieH3HpPOBaHHE

B ppanBepe «bactmoH-3 - SNMP-MoHUTOp» BBeAEHbl JIMLUEH3UOHHbIE OFPaHMYEHUS Ha CyMMapHoe
KOJINYECTBO OnpallMBaeMsbIX NapaMeTPoOB CYMMapHO BCEX YCTPOMCTB.

B cnyyae HefocTaTKa AMLIEH3MIN ApaiiBep npuocTaHasauBaeT paboTy u dopmupyeT cooblieHne «Het
JIMUEH3UIM», B KOTOPOM YKa3bIBaeTCs KOIMYECTBO TPEBYEMBIX U UMEIOLLIMXCS IMLEH3UIA.

3 YcraHoOBKa paHBepa

Mpu otcytcTBUM ApaiBepa «bacTmoH-3 - SNMP-MoHutop» B Komnnekte ¢ K «bactuoH-3» ero
HeobXxo4MMO YCTaHOBUTL BPYYHYIO. [peaBaputesisHo Ao/KeH 6biTh ycTaHOBJEH MK «bacTnMoH-3».

B OC Windows mHcTannstop aparieepa uMeeT HasBaHue «SNMPMonitorSetup.msi».

B OC Ha 6ase Linux apareep nocraeaseTcs B Buae naketa popmata DEB mam RPM ¢ nmeHem bastion3-

*

driver-snmpmonitor_*.

JeuHcTananpoBaTb OTAE/IbHO YCTaHOBJIEHHbIA ApalBep MOXHO CTaHAApTHbIMU  CpeAcTBaMu
onepaumMoHHOM CUCTEMBbI, BbIOpaB B CMUCKE YCTAHOBJIEHHbIX KOMMOHEHTOB TpebyeMbln apainBep wn
Ha)kaB KHOMKY «YAanuTb».

Mocne ycnewHom yCTaHOBKM paniBep A0/MKEH NOSBUTLCA B CMUCKE ApPaiBEPOB B OKHE pefaKTUpOBaHUS
cnuncka apanepoB MK «bacTnoH-3».
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4 HacTpoiiKa apaiBepa
4.1 [ToGaBiieHHe paiBepa

Ona 3anycka ppanBepa cieayetr [06aBUTb e€ro aksemnasp B KoHdurypaumto [MK «BacTMoH-3».
Hob6aBneHne ppanBepa B [MK «bacTMoH-3» onuMcaHo B J0KyMeHTe «bBacmuoH-3. PykoBoacmso
aamMuHucmpamopa».

MNocne pobaeneHus ppaviBepa B MeH «JpatiBepbl» NoSBUTCA KoHourypatop ppamBepa «SNMP-
MonuTop» (Puc. 1).

bactmon-3 - SNMP-Monutop

Y o
N

Kondurypatop

Puc. 1. MeHio gpaiiBepa «bactMoH-3 - SNMP-MoHutop»

«KoHpurypamop» no3BonsieT Bbi3BaTb KOHGUIypaTop, B KOTOPOM MOKHO MPOU3BOAUTL HAaCTPOMKY BCEX
TpebyeMbix napameTpoB apamBepa. KoHdurypaTop poctyneH Ha nwbonm paboyer craHuuu, rae
ycTaHoBAeH aparieep «bacTMoH-3 - SNMP-MoHuTtop».

Ecam nyHKT MeHio ppaiiBepa HeAoCTyneH, TO B HacCTpohKkax npoduas onepatopa OTCYTCTBYHOT
COOTBETCTBYHOWME pa3pelieHns. OnmncaHne HaCTPOMKM paspelleHnin npodunen nepcoHana cm. B
JOKYMeHTe «bacmuoH-3. PykoBoacmBo agMuHUCMpamopas.

4.2 Kondurypartop apaiBepa
4.2.1 IIonv3o0eamenwvbcKuii uHmepdgetic KoHpuzypamopa

Hactpoika gpariBepa ocyLLecTBASeTCS Npu nomMoum obliero KoHpurypatopa gpaneepoB. [MogpobHyto
uHpopmauuio o pabote ¢ 0OWMM KOHOUIYpaTOpPOM CM. [HAOKYMEHT «bacmuoH-3 - O6ujul
KoHpurypamop. PykoBoacmBo agmMuHUCMpamopa.

B nieBoi1 yactn okHa KoHdurypaTtopa (Puc. 2) HaxoanUTca AepeBo YCTPOMCTB, OTHOCALLMXCA K ApainBepy. B
NpaBoOM YacTU OKHA HaXOAMUTCS OKHO MPOCMOTpPa, oTobparkatollee CBOMCTBA BblAe/IEHHOrO y3/1a.

B ApaiiBepe AOCTYMHO KaK py4yHOE KOHOGUIypupoBaHWE NNMHUMM MNPUBOPOB, TaK U MMMNOPT/3KCNOPT
HacTpoeK 13 ¢ania KOHOUrypaumm Ha ypoBHeE CrNCKa YCTPOMUCTB.
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MikroTik_Info
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Senderlp

& FirsiUnderTrap

b SecondUnderTrap

. ThirdUnderTrap
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ik SmartUps_Info

Crincox Enterprise/TrapObjectld
b Enterprise/TrapObjectid-napametp 002.01
i VarBind-napamerp 002.01
i VarBind-napamerp 002.02

i VarBind-napamerp 002.03

Puc. 2. TnaBHOe OKHO KOHdUTrypaTopa gpaieepa « bactmoH-3 - SNMP-MoHutop»

OCHOBHble HacmpoliKu

Lpaneep nogaepkmBaeT nepmoaudeckmi onpoc Bcex SNMP-napaMeTpoB BCeX YCTPOMCTB. 3Ta GyHKUMSA

aKTUBU3MpPYeTCA B mapameTpax «OCHOBHble HAacTponKun» (Puc. 3), rae AOCTYNHbI CAeAyroLMe HACTPOMKM:

BkitoyeHue nepuoauyeckoro onpoca - BK/OYEHMEe OO6LLLEero onpoca BCEX NMapaMeTpoB BCeEX
YCTPOWMCTB.

Mepuoa onpoca ans Bcex ycmpolicmB (ceK.) - neprog, onpoca BCex NapaMeTpoB BCEX YCTPOMCTB.
[ocTynHbl 3HaYeHns oT 1 1o 86400 cekyHp, (1 cyTku). Mo3BonseT 3agaTh Nepuog, onpoca.

IP-aapec anss SNMP Trap - |P-aapec yCTpOMCTBa, MO KOTOPOMY MOCTynaT Trap-coobLeHns o
KpUTHUYECKOoM cuTyauun. NoaaepxmBaetcs ToNbKo IPv4.

SNMP Trap-nopm - NoOpT AN NPOCAYLLIMBAHUA U NOAy4YeHUs Trap-COOBLLLEHNI.

BbiBog coobLieHuli B omaagoqyHy0 KOHCOJIb - BKJIKOMEHWME BbIBOAA 3anpocoB M OTBETOB MO
noptaMm SNMP B oT1nhagoyHyto KoHconb [IK «bacTMoH-3», a TakXe [AOMNOJIHUTENBHOrO
NPOTOKOJIMPOBAHUS MPU BO3HMKHOBEHUM OLUMOOK. ITO MOXKeT noTtpeboBaTbcsd Ana cbopa
OaHHbIX NMpM owmnbKax paboTbl ApariBepa. Mcnonb3oBaTh cnefyeT TOAbKO A5 OGHapyXXeHUs
HEeUCNpaBHOCTEN, HE OCTaBAATb BKAKOYEHHbIM HaAo0/ro! Eciim BKAKOYEH XKYpHasl IOrMPOBaHUS B
JNIoKanbHbIX HacTpomkax MK «bacTMoH-3», TO nNpu ob6paleHUun B TEXHUYECKYHD MNOALEPIKKY
HeobxoamMmo npepoctaButb ¢ain localLlogStorage.db, KOTopbIi MO YMOAYaHUIO XpaHUTCS B
/usr/share/es-prom/bastion3.
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EA Bacrvion-3 — Manens ynpasnenns Onepatop: g — o =
OcHoeHoe meHto ¥ [paiieepel » SNMP-Monutop. Kondurypatop

e
Mowck. Y ~| Napamerpa |
|| « B Apaiisep
%7 OcrosHsie HacTpoim

4 [] Yerpodicrea ~ OBlune NapaMeTPLI NEPHOANHECKDD ONPOca

e e e L
B
Pu—— ~ Hononswrensie napamerps
4 @3 Cruncox Enterprise/TrapObjectid P s m S IED 1921682122
4 A Senderlp SNMP TRAP nopr 162

A FirstUnderTrap

A SecondUnderTrap

A ThirdUnderTrap
4 B smart-UPS 3000

4 x CumTRIBaEMEIE NAPEMETPEI

Bei50a cooBueriii 8 oTnagosHyto koHcons | Ja ~

A SmartUps _Info
4 3 Crncox Enterprise/TrapObjectld
4 f Enterprise/TrapObjectld-napamerp 002.01
Jh VarBind-napamerp 002.01
di VarBind-napamerp 002.02
A VarBind-napamerp 002.03

Puc. 3. OCHOBHbl€ HACTPOIKHU
4.2.3 JlobaeneHue u Hacmpoika ycmpoiicme

NpaiBep noaaep>kusaet paboty ¢ N06biMK SNMP-ycTpoOMCTBAMM, MaKCUMa/IbHOE YMCIO YCTPOMCTB —
999.

Ona pobaBneHMs ycTponcTBa HEO6X0AMMO BbIbpaTh Y3€es « YcmpolicmBa», HaxkaTb KHOMKY «JJo6aBUTb»
Ha NaHe/lM WHCTPYMEHTOB WM LWE/IKHYTb MPaBOM KHOMKOM MbIM Ha Yy3/i1e, U BbiGpaTb MYHKT
«[106aBUTb» U3 NOSABMBLUErOCS MeH. MNpu 1o6aBneHnN yCTPOCTBa aBTOMATUYECKM A06aBASETCS y3en
«CUnTbIBaEMbIE NapaMeTPbI».

[lns Kakaoro yCTpoMCTBa MOXHO 331aTh cieaytolue napamMetpsl (Puc. 4):
O6uwme napameTpbl

® Ha3BaHue - Ha3BaHWe ycTpomncTea B MK «bacTMoH-3».

®  YacoBoW Mnosic yCTPOMCTBAa — BCE COObITUS OT YCTPOMCTBA OyAyT NMpUXOAUTb B JIOKaJIbHOM
BPEMEHMU, B 3aBMCUMOCTM OT JLAHHOM HACTPOMKMU.

® |P-aapec ycmpoticmsa - |P-aapec onpawmaemMoro SNMP-ycTpolicTea. lNoaaep>KnMBaeTcs TO/IbKO
IPv4.

® SNMP-nnopm ycmpoticmea - MNOPT, MO KOTOPOMY MpoucxoauT paborta npotokona SNMP.
JocTynHble BapuaHTbl: 161, 162 1 10161.

® Bepcusi npomokosia SNMP - Bepcusi UCNONAb3YEMOFO TMpPU OMpPOCe J[AHHONo YCTPOMCTBA
npotokona SNMP. NoctynHble 3HadyeHnsa: SNMP v1, SNMP v2¢c, SNMP v3. B 3aBucumMoctn ot
BbI6paHHOM BEPCUM AOCTYMHbI Pa3Hble NapaMeTpbl YCTPOMCTB (CM. HMXKe).

®  Bk/IOYEHUE Mepuouyeckoro orpocd - BKAKOYEHWE MEPUOIMYECKOro OMnpoca OTAE/bHO OT
obuiero onpoca (ecam oH aKTUBUPOBaAH, CM. N. 1.2), KOHKPETHO A/ AAHHOro yCTpoicTea. Mpu
BbIGOpe NyHKTa «Hem» NpMMEeHSIoTCA HAaCTPOMKM OBLLErO NEPUOANYECKOrO OMpoca YCTPOCTBa.
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e [lepuos onpoca ycmpolicmBsa, ceK. - 3ajaHue nHtepeana onpoca SNMP-napaMeTpoB AaHHOro
YCTPOWCTBA B CEKYH/AAX, AOCTYMHbI 3HaYeHUs OT 1 cekyHApbl 40 86400 cekyHp, (cyTKu).

e Tatimaym oxkuaaHus omBema om ob6opyaoBaHus, Mc. - TauMayT oxxngaHma SNMP-oTBeTa oT
YCTPOMCTBA MOCJ/Ie 3anpoca B MUAAUCeKyHAax. Mo ymondanuo - 300 Mc.

JocTynHble napaMeTpbl NpuU BbiIGpaHHOM Bepcuun npotokosa SNMP vl nam SNMP v2c

® [lapoab (community) - Community-cTpoka aBTopusaummu, ncnoibsyemasi 8 SNMP v1/v2/v2c.

JocTynHble napamMeTpbl Npu Bbi6paHHOMU Bepcumn npotokoaa SNMP v3

® USM User - USM-cTpokKa ayTeHTUdUKauum ansg SNMP v3.
®  Security level - ypoBeHb 6e30MacHOCTU, AOCTYMHbI CEAYIOLLNE 3HAYEHUS:

0 No authentication, no privacy - 6e3 ayteHTUdMKaumMmn u wndposanHus. Ncnonbsyercs
TonbKo nose «USM User».

0 Authentication, no privacy - ¢ ayteHTUdUKaumen, Ho 6e3 WwudpoBaHus. Micnonbyrotcs
nonsa «USM User», «Authentication algorithm» 1 «Authentication password».

0 Authentication, privacy - c¢ ayteHTuduKaumen, n wmndpoBaHmeM. Mcnonb3yrotcsa Bce
nons.

e Authentication algorithm - anroputM SNMP-ayTeHTUUKaUUK. [OCTYMHbI cheayrolipe
3HayeHus: MD5, SHA1, SHA256, SHA384 n SHA512.

e Authentication password - naponb ayteHTUduMKaummn. OT 8 o 64 cumeonos ASCII.

e  Privacy algorithm - anroput™ SNMP-undpoBaHus AaHHbIX. JOCTYMNHbI CAeaytollne 3Ha4YEeHUs:
DES, AES, AES192, AES256 u TripleDES.

®  Privacy password - naposib lundppoBaHus AaHHbIx. OT 8 Ao 64 cumeonos ASCII.

BHuMmaHue! Tapamempbi SNMP v3 B KoHuUrypamope onucdHbl HA AHIAUUCKOM, MAK Kak
yémkoro cmaHaapma pycuukaLuu He cyljecmayem.

BO/BLUMHCTBO NapamMeTPoB YCTPOMCTB AOCTYMHO A/ KOMMPOBaHUSA B JpyrMe yCTpomncTBa NocpeacTsoMm
COOTBETCTBYHOLLLEN KHOMKN B 06LL,eM KoHdUrypaTtope (noapobHee cM. JOKYMeHT « bacmuon-3 - O6Luli
KOHuUrypamop. PykoBocmBso agMuHucmpamopan).
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Mapamerpsl | HouepHwe yorpoAcTea

k

=  Hacipo#sn spesenn
| Yacoeod nosc Maockea (MCE, UTC=3) | ™
*  Ofwme napaweTpol

| Hazeanue WEM-odmc | %y

* MNapaserps SHNMP

E-ﬁuthenﬁ:atinn algorithm M5 i
gﬁu:l".:ntil:ati::m passwerd Feabasaane i
;.iP-aﬂpec i | 16216021225

| Privacy algorithm DEs [™
iPn’\-aq- password sersarannes R
E'Se:u'rily level Mo suthentication, No privacy I hd
ESNMPrnDpT}mpsﬁcm - 161 o

USM User Admin

| Bepown npotoxona SNMP SNKMP w3 |

~ MNapameTpa NEpHORMUECKDND CNPOCA YETPORCTES

| Brarouernme ne PEDOMHEIKOTD ONPoLa nl . e

| Mepuwon onpaca yorpoRcTea, cex. 180

Puc. 4. NMapameTpbl YCTPOMCTBA

B pparBepe ecTb BO3MOXHOCTb MMIMOPTA M 3KCMOpPTa KOHOUIypaumMm CrmMcKa YCTPOMCTB C WX
napametpamMm K onpawunBaemMbiMu  SNMP-napameTtpamn. ®DyHKUMOHAN JOCTYNeH Ha y3ne
KoHpuUrypartopa «Ycrpomncrear.

4.2.4 Jlob6aeneHue u Hacmpoiika SNMP-napamempoe

OpanBep «bactnoH-3 - SNMP-MoHUTOp» Noaaep)XuBaeT 3anpoc, noJjiydeHme n aHaams o 99 SNMP-
napaMeTpoOB KaXkA0ro yCTPOMCTBa.

Ona pobaBneHus otcnexunsaemoro SNMP-napametpa cnegyet Bbibpath y3en «CyMTbIBaeMble
napamMeTpbi», HaXaTb KHOMKY «[lo6aBUTb» U M3 MOSABUBLUErOCS MEHK W BblOGpaTb HYXKHbIA TUN
napamertpa.

Tunbl YCTPOMCTB AJ18 MapaMeTpPOB BAMUSAIOT Ha OTOOpakeHMe U TpynnmpoBKy ycTtponcte B MK
«BbacTnoH-3», He okasbiBas BAMAHWUSA Ha SNMP-onpoc. Tunbl YCTPONCTB yKa3aHbl B MNpuaoxkeHnu 1.

[na kaxgoro SNMP-napaMeTpa MOXHO 334aTh c/ieaylolime HacTpoiku (Puc. 5):

HassaHue - Ha3BaHKWe napaMetpa B MK «5acTMoH-3».

Agapec 3anpoca (OID) - yHUKanbHbIM B npepenax yctpoicrea OlD-agpec cuMTbiBAEMOro napametpa.
YKasbiBaeTca npousBoauteneM obopyaoBaHus, goctyneH B MIB-tabamuax. Cneayer ykasbiBaTb 6e3
HaYya/IbHOM N KOHEYHOM TOYEK.
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AHANU3 [AHHbIX - TUMN aHanu3a nosydeHHoro SNMP-3HadyeHus (cM. n. 1.2). UmeeT cnepyolme
3HayeHus:

® Hem - AHann3 He NPoOn3BOAMUTCA.

* UYémkKoe coBnajgeHue - aHaNM3MPYeTCa TOYHOE coBnageHume noaydyeHHoro SNMP-3HauyeHus,
npmMBeAEHHOE B CTPOKOBbIA BWUA, C «HOPMaJibHbIM 3HadyeHuemM». [pu BbIOOpe 3TOro MyHKTa
CTaHOBUTCA [OCTyneH napameTtp «HopmasibHoe 3HaydeHue», B KOTOPOM 33[a&TCA STa/JIOHHAs
CTpOKa.

e JluanasoH (AN YucsoBbIX AAHHbIX) - NosyYeHHoe SNMP-3HayeHne npeobpasyeTcs B YNCIO U
npoeepseTcs Ha nonajgaHve B JAuanasoH [«MuHuMasibHO —JonycmumMoe  3HadyeHue»
... «MaKcMManbHO gonyctuMoe 3HadeHme»] (Puc. 5).

E& Bactvion-3 — Manens ynpasnesur Onepatop: q — O b e
o mento ¥ Apavieeper » SNMP-M Top. Kondguryparop
|+ —|e @
Mowck Y ~|| Napamerpa |
|| « B Apaiisep

| |:'|-.| Kenuposate napameTtpsl 6 ApyTHE YCTPORCTEA..

#7 OcrosHbie HacTpodic

4 [] ¥Yerpoiictea ~  OBWwKe NnapameTpsl
4 x CuvTmissemsie Nap3METPE
~  MapameTpe! AarHbo
o o)
= ec zanpoca (OID) 1.3.6.1.2.1.9999.1.1.1.1.0
4 3 Crumcok Enterprise/TrapObjectid a2t Z ! )
4 A Senderlp ~  ANanns AOMYCIMMBIX SHauEHMi

A FirstUnderTrap AHBAWE ABHHEIX Her ~
A SecondUnderTrap
A ThirdUnderTrap

4 B smart-UPS 3000

4 T CupThiSaEMbIe NAPEMETPEI
A SmartUps_Info
4 @3 Cnucok Enterprise/TrapObjectid
- Enterprise/TrapObjectld-napameTp 002.01
F VarBind-napameTp 002.01
A VarBind-napamerp 002.02

A VarBind-napamerp 002.02

Puc. 5. Hactpoitka SNMP-napameTtpoB
4.2.5 ,lIo6aeJleHue u Hacmpoﬂka Trap-nakemos

Opaneep «bactMoH-3 - SNMP-MoHuTOop» nopaepXXmBaeT noayvyeHume o 99 Trap-MakeToB KaXK4oro
YCTPOWNCTBA.

Ons  pobaBneHust  oTcnexuBaemoro  Trap-naketa  cieayer  BblbpaTb  y3en «Cnmncok
Enterprise/TrapObjectld», HaxaTb KHONKY «J1J06aBUTb».

Lo6aBneHHble Trap-nakeTbl He OTOB6paXKaloTCsl Ha rpadMyeckux MjaHax U UX Hesb3s NMPOCMOTPETL B
YCTPOWMCTBE.

[ns kaxkgoro Trap-nakeTa MOXKHO 3a/aTh CeAytoLime HacTPolKK (Puc. 6):

Has3saHue - Ha3BaHuMe napameTpa B MK «bacTnoH-3».

Specific ana Trap ver.1 - cneumanbHbii napamMeTp SNMP Trap Bepcun 1, MO KOTOPOMY MOXHO
NAEHTUDULMPOBATL COOLITUA.
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Anpec Enterprise/TrapObjectid-napamempa (OID) - OlD-agpec SNMP-noywku. Ans SNMPv1 nonto
cooTBeTCTBYeT napametp Trap-naketa Enterprise, a ans SNMPv2 n v3 - TrapObjectld, B Takom cny4yae
€ro agpec ciefyeT yKa3blBaTb 6€3 Ha4ya/ibHOM M KOHEYHOM TOYEK.

Tun Specific cobbimus - TN cobbITUSA, KOTOpOe oTobpakaeTcs B YKypHasie cobbITU, Korga npuxoauT
SNMP Trap oT ycTponcTtea. MoXeT NpuHMMaTh cieaytowme 3Ha4eHUS:

*  Omcymcmeyem - cogepxumoe nakera SNMP noBywKkn BbiBOgUTCS B XKypHan cobbitmi,
COCTOSIHME CBSA3AHHOTO YCTPOMCTBA HE N3MEHSseTCS.

®  HopmasnbHoe - cogepxxmnmoe naketa SNMP noByLLKKM BbIBOAUTCA B XXypHan cobbITUM, COCTOSIHME
CBSI3aHHOTO YCTPOMCTBA M3MeHsieTcs Ha «Hopma».

® HeucnpaBHocmb - copepumoe naketra SNMP noBywiku BbiBOaUTCA B XXypHan cobObITUN,
COCTOSIHME CBA3AaHHOIO YCTPOMCTBA M3MEHSETCA Ha «HeucnpaBHocmb».

e TpeBora - coaepxumoe naketa SNMP foByLIKN BbIBOAUTCA B YKypHan cobbIiTU, COCTOsIHME
CBA3aHHOTO YCTPOWCTBA U3MeHseTcsa Ha «Tpesora». (Puc. 6).

EA Bactvion-3 — Manens ynpasnesur Onepatop: q — O bd
OcHoeHoe meHto ¥ [paiieeput ¥ SNMP-Monutop. Kondurypatop

|+ — & =

Y ~|| Mapamerpu | Houeprie yorpoiicTsa

|| « B Apaiisep

47 OcrosHeie HacTpodiKm

| |:T.| Kenuposate napameTpel 6 ApyTUE YCTPOMCTEA...

4 [ Yerpoiictea ~  OBuwme napamerpsi

- B I S

4 S CuMTEISEEMEIS NAPEMETRE n
~  apameTphi AaHHbIX

A MikroTik_Info

) Specific ana Trap ver.1 5
4 G Cruscok Enterprise/TrapObjectld e TR

4 & Senderlp Agpec Enterprise/TrapObjectld-napametpa (OID) | 1.3.6.1.6.3.1.1.5.3

A FirstUnderTrap ~ Tune Trap-napameTpes
4 SecondUnderTrap
Al ThirdUnderTrap

4 [ smart-UPS 3000

Tun Specific cobeirua Tpesora ~

4 T3 CupThISzEMBIE NAPEMETPEI
F Y SmartUps_Info
4 3 Crumcok Enterprise/TrapObjectid
4 Enterprise/TrapObjectld-napametp 002.01
4 VarBind-napamerp 002.01
A VarBind-napamerp 002.02
4 VarBind-napamerp 002.03

Puc. 6. Hactpoiika Trap-naketoB
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4.2.6 J[JobaeneHue u Hacmpoiika Varbind

Hpaneep «bactMoH-3 - SNMP-MoHutop» nogaepueaet noaydeHune go 99 Varbind kaxpaoro ysnosoro
Trap-nakerta.

Ona pobaeneHus otcnexkmnsaemoro Varbind crnegyet BbiGpaTbh y3en HyxHoro Trap-nakeTa, HakaTb
KHOMKY «J106aBUTb».

[lo6aeneHHble y3nbl Varbind, Kak u Trap-nakeTbl, He OTOGPAXKAOTCA Ha rpadUUEcKMX MaHax, U UX
He/lb3s MPOCMOTPETb B YCTPOWCTBE.

[na kaxaoro Varbind MoxHo 3aaaTb chefytolme Hactponku (Puc. 7):

AJpec - apec napamMeTpa, HY>KeH A5l BHYTPEHHEN rpynnMpoBKU, He BAMSAET Ha 06paboTky Varbind.
HassaHue - Ha3BaHuMe napameTpa B MK «bacTnmoH-3».
Tun ycmpolicmBa — HEM3MEHsIEMbIN MapaMeTp, HOCUT MHGOPMALMOHHbIN XapaKkTep.

Agpec VarBind-napamempa (OID) - yHuKanbHbIM B npegenax y3na Trap-naketra OlD-agpec. Cnepyet
YKa3blBaTb 6€3 Ha4ya/IbHOM U KOHEYHOM TOYEK.

@ bactuon-3 — Maxens ynpasacsua Onepatop: g — a >
OcHoBHOe MeHio ¥ [paiieeput ¥ SNMP-Monutop. Kondurypatop

[+ =& &P

Mowmck. Y ~|| Napamerps |
<8 Al | D—] Konupoeate napameTpel & ApyTUe YCTPORCTEA..
47 OcrosHbIe HacTpoiKn
4 [] Yerpodctsa ~ OBwme napameTps
- n MicroTik Anpec 1
4 U CuvTbiSaemsle NapaMETPE S FirstUnderTrap =2
A& MikroTik_Info
4 3 Cruscok Enterprise/TrapObjectld Tin yeTpoiicrsa Oxpanisif wneiid

4 M Senderlp = Mapametpe: Aanreo
A FirstUnderTrap Aapec VarBind-napamerpa (OID) 1.3.6.1.2.1.2.2.1.1.2
Al SecondUnderTrap
Al ThirdUnderTrap
< B smart-UPS 3000
| 4 3 CunTIS3EMEIE NAPEMETPE

My sSmartl ps_Info

4 G Cruncok Enterprise/TrapOkjectld
4 Enterprise/TrapObjectid-napawmetp 002.01

4 VarBind-napamerp 002.01

4 VarBind-napamerp 002.02

Al VarBind-napamerp 002.03

Puc. 7. Hactpoiika Trap-nakeToB

BONbLIMHCTBO HACTPOEK MOXHO CKOMMPOBATb B APYrMe YCTPOMCTBA C MOMOLLBI COOTBETCTBYHOLLEN
KHOMKU B KOHourypatope (noapobHee cM. [AOKYMeHT «BbacmuoH-3 - O6uwuli KoHpurypamop.
PykoBoacmso agmMuHucmpamopa»).
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5 IITaTHBIHA peKUM

5.1 PaboTa B IITATHOM peKume

B MK «BbacTMoOH-3» MOHUTOPUHI OCYLLLECTBASETCA C MCMOJIb30BaHUEM TFpadUUECKMX MJIAaHOB OObBEKTOB,
CLLlEHapMEB U XYPHanoB cobbiTnin. panBep «bactmoH-3 - SNMP-MoHUTOp» reHepupyeT psa, cobbiTUn,
KOTOPble MOXHO MCNOb30BaTb A5 BbINOJIHEHMS CLEHAPUEB.

YctpoictBa gparBepa «bactnoH-3 - SNMP-MoHuTop» M ux SNMP-napamMeTpbl MOXHO BbIHECTU Ha
rpadpuyeckme nnaaHbl.

B HM)KHEM YacTu rNaBHOMO OKHa BbIBOAATCA COOOLUEHUS ApaniBepa, KOTOpble B 3aBUCMMOCTM OT TUNa
COObBLLEHNA MOryT OTOOpaXkaTbCsl B JXKypHasie 06bl4HbIX COOOWEHMA /IMB6O B >KypHane TPEBOT.
TpeBorKHble COBbLITUS OTOGpPaXKaloTCA B KYpPHase 06bIYHbIX COOBLLEHMIA MOC/e NOATBEPXAEHMS WX
onepaTopoM. CNUCOK Bcex cobbITUN NpUBEAEH B MpnaoxKeHun 2.

YnpaBaeHue yctpoiictBamu (3anucbe SNMP-napaMeTpoB) He npeaycMOTPEHO.

5.2 KomaHzpI 3aImpoca mapaMeTpoB

B gpaiBepe «bactmoH-3 - SNMP-MoOHUTOp» €CTb BO3MOXHOCTb 3anpocuTb 3HadyeHne SNMP-napameTtpa
N3 KOHTEKCTHOIO MEHI NMUKTOrpamMmsbl Ha nnaHe MK «bacTMoH-3». Takke ecTb GYHKLMS 3amnpoca BCex
oTcnexmeaeMbix SNMP-napameTpos ycTpoiicTea (Puc. 8).

Temnepatypa weada 3

ﬂ MepeunTate napamerp

e Cnucok cobeimuii

Puc. 8. KoHtekctHoe MeHto SNMP-napamertpa

KoMaHAabl BbINOJHEHUS 3aNpOCOB AOCTYMHbl TakXe B cueHapuax MK «bacTMOH-3». 3TO MOXXHO
NCNo/b30BaTh AJ/151 BbINMOJIHEHWUS 3aMPOCOB B Ka4yecTBe peakuuu Ha gpyrme cobbitus. Mpu BbINOJHEHUN
3anpocoB MOryT 6bITb CPOPMUPOBaHLI COOLITUA ApaliBepa «bacTMoH-3 - SNMP-MoHuTOop».

Mpwn BbINOJIHEHUM KOMaHA, YTEHUS MapaMeTPoB Bcerga GopMMpYHOTCS COBLITUA € TEKYLLMMM 3HAYEHUAM
SNMP-napaMeTpoB (B OT/IMYMe OT PeryasipHoro aBToMaTMyeckoro onpoca). Ciegyetr oTMeTUTb, YTO Npu
BbIMO/IHEHMXU KOMaH/bl TaK)Xe MNpoOBOAMTCS aHanu3 [AaHHbIX, €C/IM OH aKTuBUpoBaH Ass SNMP-
napametpa.
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6 [IMarHOCTHKa H yCTpaHeHHe HEHCIIPaBHOCTeH

B csiyyae KOppeKTHO HaCTPOEHHOM KOHdurypauum nocne 3arpyskm K «bactmoH-3» mn gpariBepa
«bactMoH-3 - SNMP-MoHuTOp» p[OMXHA BOCCTAHOBUTBLCS CBSA3b C  YCTPOMCTBOM UM ero SNMP-
napametrpamMu. B npoTMBHOM cayyae npobaemMbl MoryT 6biTb iMb6o ¢ obopypoBaHueM, mbo ¢
OpanBepoM, M caepyeT MNoNbITaTbCAd YCTPaHMTb MNPO6GAEMY C MOMOLLbLIO MPUBEAEHHBIX HWXKe
pekoMeHAaLNNA.

B nepByto ouyepenb, cnefyetr NpoBepuTb 3arpy3Ky gpanveepa. B ciiyyae KOppeKTHOM 3arpysku cnepyet
NPoBepUTb KOppPeKTHOCTL IP-agpeca, SNMP-nopTa, Bepcn SNMP-npoToKona 1 ayTeHTUOUKALMOHHbIX
JAHHbIX KOHKPETHOro YCTPOMCTBA.

Bo BTOpylo oyepeab CTOMT MpoBepuTb AOCTynHocTb SNMP-noprta. Take HeobxoAMMO NpoBepPUTb
KOppeKTHoCcTb 3agaHms OlD-agpeca KOHKpPETHOro napameTpa. [ 3TOro HY)XHO 06paTuTbCa K
[OKYMeHTaumMm npomseoamTtens obopyaoBaHums.

Cnepnyet yb6eauTbCs, YTO YCTPOMCTBO HACTPOEHO A0/MKHbIM 06pa3oM 1 GpyHKLUMOHUPYET ncnpasHo. CTout
NpPoBepPUTb AOCTYMHOCTb Ha ycTpoictBe SNMP-npoToKona. 3TO0 MOXHO caenaTtb ¢ nomoubio 10,
NoCTaBAsIEMOro ¢ 060pyA0BaHNEM, a TAKXKE C MOMOLLbIO CTOPOHHero MO.

Mpu ncnonbzoBaHmnn npotokona SNMP v3 ang npoBepkn MOXHO nepekntounTbes Ha SNMP v1 nam v2c,
KaK He WMCMONb3YHLLME CNOXHbIA MeXxaHU3M ayTeHTMdMKauuun u wndposaHms. Heobxoammo 3apaHee
ybeauTbCs, 4TO 3TN BEPCMM MPOTOKOJ1A NOAAEPKMNBAKOTCA 060pyA0BaHMEM.

Ecnn 3Tn gencTBms He NoOMoOrakoT, TO BO3MOXHO ciefdyeT nepesarpy3uTb gpaneep «bactnoH-3 - SNMP-
MOHUTOP» AN KOMNBLIOTEP LESIMKOM.

Ecamn npo6aeMy ycTpaHUTb He yanoch, ciegyet 06paTUThCa B TeEXHMYECKYto noaaepXKy MK « TBUHIMpo».

Onsa BbIACHEHMS MPUYMH MOTYT NOHAA00UTLCSA NIorM obMeHa apariBepa ¢ obopyaoBaHueM. [1na 3Toro
cneayet ycTaHoBUTb ¢nar «BbiBof, COOBUIEHMIN B OTAaf04YHYIO KOHCOb» (cM. n. 4.2.2). Nanee,
NoJIb3ysCb OTAAA04YHON KOHCO/bIO MK BacTMOH, MOXXHO MAEHTUPULMPOBATL NPOGAEMY AN 0OPaTUTLCS
B TEXHMYECKYIO NOAAEPXKKY.
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ITpuoKeHHus

ITpuinoskeHHe 1. THIIBI YCTPOMCTB /iy11 SNMP-mapaMeTpoB

B ppaieepe «bactmoH-3 - SNMP-MoHutop» ntoboit SNMP-napamMeTtp Ao/kKeH 6biTb MNpeactaBsieH
OJIHUM U3 AOCTYMHbIX TUMNOB YCTPOMCTB. TN YCTPOMCTBA BAMUSIET Ha BUA, NMUKTOTPAMM Ha rpaduyeckmx
njaaHax M Ha rpynnMpoBKM MO Tunam ycTpoicts B MK «bactmoH-3». BanaHma Ha SNMP-npoTtokon m
OMpOC YCTPOMCTB HE OKa3sbiBaeT. B ApaiBepe A0CTYMHbI C/ieAytolme TUMbl YCTPOMCTB:

Ta6auua 1. Tunbl ycrpoiicte gns SNMP-napametpos B MK «bacTMoH-3»

NMukTorpamma B
MukTorpamMma Ha

KoHurypatope n popmax HasBaHue TMNa
bactnoHa

A
]
=]
2 A
4]
[
A

nnaHax bactMoHa

OxpaHHbIl Wnend

> | B

MoykapHbii wnend

IL Bbixog,

1
T

TpeBOXHbI BXOA,

>5

Paspnen

AnpecHbiit noawnend

KpyrnocyTouHas oxpaHHas 30Ha

= | B
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M JlokanbHbIV pa3gen
. A Pash
. o\ AJpecHoe yCTpoMncTBO

ITpunoskeHue 2. CIIHCOK COOBITHI

Ta6aunuya 2. CnUcoK Bcex cobbITuii

YcTpoicTBo TeKcT cobbiTns YcnoBusi BOSHUKHOBEHUSA

[Lparieep Bce napameTtpbl O6HOB/IEHBI ITpu obHOBMeHUM Bcex SNMP-miapameTpoB

BCeX YCTPOUCTB TIpU CTapTe JpaiiBepa

HeT nnueHsnin (nosyyeHo %s2 13 MNpu HeAOCTaTOYHOM KOJIMYECTBE
%s1 TpebyeMbix) JNLEH3NN.

%s1 — TpebyemMoe KoMuecTBo, %s2 —
TI0JTyYeHHOE.

YcTpoicTso MNoTeps cBa3u IIpu oTCyTCTBMM OTBeTa Ha 3alpOCHI BCexX
SNMP-1niapameTpoB yCTpOMCTBa

BocctaHoBieHME CBA3M [Tpu Ha/mmMuMK OTBeTa XOTs ObI HA OZJUH
3arpoc SNMP-napameTpa ycTpoiicTBa

O E M R IR E s YEle | [Tpy Hamuumy X0Ts Ob1 oiHOTO SNMP-

rapameTpa B TpeBore

Bce KoHTponupyemsble napameTpbl | [Ipu otcyTcTBum TpeBor y Bcex SNMP-
B HOpMe rapamMeTpOB YCTPOMCTBa

SNMP-riapameTp HesepHbIi agpec napametpa (OID) | PasinMyHble HEMCMPABHOCTU HACTPONKM

(/iroboro Tuma,
cm. Tabmura 1)

Mn onpoca, NnapaMeTp UCKIKYaeTCAa U3

Bepcnsa SNMP v1 He
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noaaepXXmnBaeTcs 06opya0BaHUEM

Bepcus SNMP v2¢ He
noaaep>xmBaercs obopyaoBaHUEM

Bepcnsa SNMP v3 He
noaaepXmpaercs o6opyaoBaHNEM

IP-appec BBEAEH HEBEPHO

MopT HeAoCTyMneH

Owunbka obMeHa ¢
obopynoBaHNEM

onpoca.

OLNBKa BbINOJHEHUS KOMaHAbI

Liukn 3anpoca 1 oTBeTa He BbIMNOJIHEH MO
HEeM3BeCTHOM NpuYKnHe 5 pas noapsaga.
KomaHaa uckaovaeTcs us onpoca.

HeBO3MOXHO CPaBHUTL AMaNa3oH:
%s1

HacTpoeH aHan13 AnanasoHa, 3HayeHue
MoJly4eHo He YncnoBoe. %s1 - nonyyeHHoe
3HayeHue.

3HayeHue: %s1

[Tpumenmee 3HaueHne SNMP-napameTtpa
Tpu 3anpoce 1o komasze u3 [1K
«Bbactron-3» (cm. . 5.2). %s1 —
[I0JIyYeHHOe 3HaueHue.

B HopmMe: %s1

HacTtpoeH aHanus. B cnyyae 4ETKOro
CcoBMageHus - nNpuLlejLee 3Ha4YeHne
COBMaso C 3TaJIOHHbIM. B cniyyae
OManasoHa - npuwegliee 3Ha4yeHne
YMcnoBoe M nonagaet B AnanasoH. %si -
NoJlydYeHHOE 3HaYeHue.

BHe HopMblI: %s1 (oxxuaaetcs %s2)

HacTtpoeH aHanu3 4éTKOT0 COBIIa/|eHUsI.
[Npuiieiiiee 3HaUeHNe He COBITAIO C
3Ta/IOHHBIM. %s1 — Mo/lyueHHOe 3HaueHue,
%s2 — 3Ta/IoHHOE.
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%51 (MaKCMMyM %s2)

HacTtpoeH aHanu3 Auara3oHa, 3HaueHue
BbIIIIE Marna3oHa. %s1 — nonyyeHHoe
3HaueHue, %s2 — MakCHUMaabHOe
rpaHUYHOe.

Bbille AONYCTUMOrO AManasoHa:

Hwxe gonyctMMoro AnanasoHa:

%51 (MUHUMYM %5S2)

HactpoeH aHanv3 guana3oHa, 3HaueHue
HIDKe rarnas3oHa. %s1 — noayueHHoe
3HaueHue, %s2 — MUHHUMa/IbHOe
rpaHUyYHOeE.

HeBepHo 3aaH AManasoH,
napameTp He 3arpy»eH

3HaYyeHne MUHUMAaIbHOM FPaHULIbI
[ManasoHa Bbllle MaKcuMasbHo. Mpwu
3TOM MapaMeTp Ha 3arpykaeTcs B

Apaneep.

KpacHbIM LBETOM NOMeYeHbl TPEBOXXHbIE cob6bITUA, XKENTbIM - CObbITUSA HENCNpPaBHOCTU, CEPbIM U 6e3

NMOMETKU - LITATHbIE COObITUS.
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IIpuinoxkeHue 3. UCTOpHsSI H3MEHEHH
2026.1 (03.07.2026)

[*] DobaBneHa pacluiMpeHHas HacTpoiKa Trap-nakeTos, 415 KaXK40ro YCTPOMCTBA.

2026.1 (07.05.2026)

[*] Do6aBneH oTn0B SNMp TpanoB., Mo YKa3zaHHOMY ip agpecy U Nopry.

2025.1 (11.07.2025)

[*] C6opKa ApaiiBepa nepeHeceHa Ha .net8.
[*] NcnpaBneHb! OWMBKM U YCTPaHEHbI MeJIKME HELOHETbI.

2023.1 (29.12.2023)

[+] Bo3aMOXHOCTb 4,06aBASATb HECKOJ/IBKO 3K3EMMASPOB ApalBepa B CUCTEMY.

[*] B HeKOTOpbIX Cay4asx He MnepeymTbiBaJIMCb BCE MapaMeTpbl, KOTOpble AO/MKHbI OTCAEXMBATbCA Y

ycTpomncTB. MicnpasneHo.

[*] Mocne noTepu 1 BoccTaHOBAEHUS CBS3M NepecTaBa paboTaTb Nepuoauyeckmii onpoc. MicnpasaeHo.

[*] B HeKOTOPbIX CAydasx cOBbITUS MOMAN NPUXOAUTL B HEBEPHOI KOAUPOBKE. MicnpasaeHo.

1.0.1 (19.01.2023)

[+] NepBas Bepcua, BKAOYEHA B KOMMIEKT noctaBku MK «bactnoH-3».
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