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1. OoO1Me cBeAeHUA

1.1. HasHayeHHe U 00J1aCThb NIPUMEHEHUSA
Moaynb «bactnoH-3 — SecurOS FaceX» npegHasHayeH gna mHterpaumm MK «bactMoH-3» ¢ cuctemon
6uomeTpuyeckol ngeHtTudmkaumum (CbM) SecurOS FaceX.

OcHoBHOW ¢yHKUMel moayna asnsetca obecnedeHue AOCTyna noceTuTeneil yepes TOUKM MpPoxona
CUCTEMbI KOHTpPOAA W ynpasaeHua goctynom (CKYA) ELSYS (OO0 «EC-npom», TK «TBUHIMpO») nyTém
COMNOCTaBNAEHUA M3006paKeHUa NNLA 4YeNoBeKa, MOJIYYEHHOTO C KaMepbl BMAEOHabnloAeHWMA C ero
¢doTorpadumelr, coxpaHéHHol B MK «bacTMoH-3».

Mogynb No3BoaseT UCMNO/b30BaTb Kak pexum AByxdaKTOpHOM ayTeHTUdMKaumu (No n3obparkeHuio
NMUA C MNpUKNagblBaHMEM KapTbl AOCTYNa K CYMTbIBATENIO), Tak W peXum ugeHtudukaumm no
n3obpaxeHunio anua. OgHoBpemMeHHO MOryT 6biTb 3a4aHbl Pas3/iMuHble PEXKMMbl A0CTyMNa ANA PasHbIX
TOYEK Npoxoaa.

JocTyn Ha Bbl6paHHbIX TOYKaX Npoxoaa BO3MOXKeEH ONA noceTuTenemn c nponyckamum Nobbix KaTeFOpMﬁ.
JononHntenbHo, mogynb NPefoCcTaB/AeT BO3MOXHOCTb CO34aBaTb 8UPMYAsbHbIE MOYKU npoxoda.

BupmyanbHaa moyka npoxoda He CBA3aHa C peasbHbIM NPErpaxaatoLLmnMm yCTPOMCTBOM, HO NO3BONAET
OTC/IEeXKMBATb MECTOMOJ/IOKEHNE NEepcoHasNa M noceTuTeneir B 30HAX, KOHTPOIMPYEMbIX Kamepamwu
BUAEOHabtoAeHNSA, NOAKAOYEHHDIX K cepBepy SecurOS FaceX.

1.2. Ycj0Busg npuMeHeHUs

1.2.1. Tpe60BaHUA K COBMECTUMOCTH
Ha moaynb «bactnmoH-3 — SecurOS FaceX» pacnpocTpaHAKTCS Te e TpeboBaHMA K annapaTtHoOM wu
nporpammuoit nnatpopme, uto u gns MK «bacTmoH-3».

[ns paboTbl ¢ peanbHbIMU TOUKAMM Npoxoda Tpebyertcs Hannume CKY/ ELSYS u apaliBepa «bacTnoH-3 —
Elsys».

Ona paboTbl goctyna B pexume naeHtudukaumm sepcua npowmskn KCK MB-NET gonkHa 6biTb He
MeHblue 2.12, Bepcua NPoLMBKM KOHTpoasnepa ELSYS-MB gonKHa 6biTb He MeHbLue 2.68.

KoHTponnepobl ELSYS-MB-SM He moryT 6bITb MCNO/b30BaHbl HU 418 peXMMa MAEHTUDUKALMK, HU AN
pexuma AByXbaKTOPHOM ayTeHTUPUKALUM.

Heobxoaumo, utobbl 6bina yctaHoBneHa Bepcua MO SecurOS — 11.13 v Bbiwe. OB6MeH AaHHbIMU MeXAay
moaynem «bactmoH-3 — SecurOS FaceX» n CbU SecurOS FaceX BbinonHAeTca no npotokony HTTP.

Moaynb coBmectum c MK «bactmoH-3» Bepcun 2025.4 v Bbiwe. Ona paboTbl moaynsa Heobxoammo
MMeTb YCTaHOBNEeHHYIO Bepcuto .Net Bepcuu 8.0.
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1.2.2. JIluneH3upoBaHUeE

[na paboTbl apanBepa TpebyeTca oTaenbHasa AnueH3uA. JILeH3npoBaHMe NPOU3BOAMTCA MO YUCAY
ob6cnyKMBaembIx cuctemolt Tovek npoxoda. Ucn. 1 npegHasHaveHo ansa paboTbl Ha 1 Touke npoxoaa 8 1
Hanpas/iieHUU (Bxod, waM Bbixod), NM6O ANa OpraHusauMuM OAHOW BMPTYasibHOW TOYKM MNpPOXoAa.
Hanpumep, ana opraHmsaummn asyxdakTopHON ayTeHTUdMKaLMM AnA OA4HOro TypHUKeTa B 0boumx
HanpasneHuAX noTpebyeTca 2 AMUEH3UKM Ha moaynb «bactmoH-3 — SecurOS FaceX Ucn. 1». Yucno
HeobX0AMMbIX INLLEH3UI HE 3aBUCUT OT YMC/1A UCMNO/Ib3yEMbIX BUAEOKAMeEp.

2. YcTaHOBKA ApanBepa

[ns paboTbl cMcTemMbl HEOBX0ANMMO YCTaHOBUTL Apansep «bacTnoH-3 — SecurOS FaceX». Moaynb MoxKeT
YCTaHABAMBATLCA KaK B cocTaBe MK «bacTMoH-3», TaK M OTAENbHO OT Hero.

YcraHoBKa B OC Windows npounsBoauTca nyTem 3anycka paiia nHctaanatopa SecurOsFaceXSetup.msi.

B OC Ha 6ase Linux apanBep nocTaBasieTca B BMAE YCTAHOBOYHOro naketa ¢opmarta DEB mam RPM c
NMeHeM bastion3-driver-securosfacex_*. [Opaisep ycTaHaB/IMBaeTcA B KaTanor
/opt/bastion3/Drivers/SecurOsFaceX.

3. O6HOBJIeHH e ApaBepa

Mpun nepexoge n3 MK «bactnon-2» B MK «bacTMoH-3» ecTb onpegeneHHble ocobeHHOCTU: B ApaiBepe
«bactnoH-3 — SecurOS FaceX» Bcex BepcMil M3MeHUACA GOPMAT XpPaHEeHMA AaHHbIX MO CPABHEHMUIO C
apariBepom «bactmoH-2 — SecurOS FaceX». U3-3a 3Toro HacTpoeHHble KOHdUrypauuum pgpaisepos
«bacTnoH-2 — SecurOS FaceX» HecoBMeCTMMbl C AAHHOI U MocC/ieaylOWMMU BepcuamMmu gpaiisepa
«BbacTnoH-3 — SecurOS FaceX». CooTBETCTBEHHO Npu 06HOBAEHUMN 6a3bl gaHHbIX (BA) MK «bacToH-2»
8o Bepcuii MK «bacTnoH-3», B cnyvae ecim B cucteme bbln ycTaHOBAEH ApaliBep « bacTnoH-2 — SecurOS
FaceX» HeobxoAMmo BbINOAHUTb pPAg, AeWcTBWit: nepepd, obHoBneHvem B[l Heobxoaumo yaanutb
npeabiaywmnin apameep u3 AlNK «bacTMoH-2», NpeaBapuUTeNbHO MPOAHaJM3MPOBaB M 3anmncaB Bce
HeobxoaMMble HAaCTPOMKK, BKAOYAA pasmelleHne yCTPoOMCTB Apaneepa «bacTnoH-2 — SecurOS FaceX»
Ha NJlaHax, CLLEeHapuu M Npoyne HacTpoiKu. Mocne yero cnepyer yCTaHOBUTL M A006aBUTbL ApaliBep
apainieep «bactnoH-2 — SecurOS FaceX» B MK «BbacTMOH-3» 1 OCYLLECTBUTb BCE HAaCTPOMKM 3aHOBO.
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4. HacTpouka

4.1. Hacrpoiika CBbH SecurOS FaceX

Ha cepsepe SecurOS A0nXHbl 6bITb HACTPOEHbI NOAKNOUYEHMA KO BCEM Kamepam, KoTopble naaHupyeTca

ncnonbsosatb B CKY[. MogkntoyeHHble K CBUN SecurOS FaceX Kamepbl 3aTem Heobxogumo 6yaet

npvBA3aTb K Toykam npoxoga CKYZ 1 BMpTyanbHbIM TOYKaM MNpPOXo4a B KOHOUrypauuu gpaisepa

«bactnoH-3 — SecurOS FaceX».

BHumaHue! [lns koppekmuoli pabomesl Opalisepa HeobxoO0UMO CUHXPOHU3UPOBAMb Bpems

cepgepa SecurOS FaceX ¢

cepsepamu

MK «bacmuoH-3». CUHXpOHU3AYUA

Hacmpaueamoca cpedcmaamu OC unu domeHa!

B HacTpoiikax obbeKkta "KomnbioTep <ums Buaeocepsepa SecurOS>" gonxkeH 6biTb 3a4aH

Buaeocepsepa (Puc. 1):

Ha4an0 1 JABEPLIEHHE CEANCE

AKTUBIDOEATS PaBoudi CTon:

IP-agpec cepeepa:

ABTOMAETHHECKH e

[[] PesepenposaTs Buneocepeen i noBasnTh ero & kAACTED
Apxng

Pewam 3amec: @J ONTHHANLHAR NPOUIB0OMTEMSHOCTE :, SeDeOMMA MECTA

Buaneo

OupesTopiA EmcocT

HreHne  3aNMch
| O —
: v L
€ 741,24 15 caoBonro us 930.85 16
fobasuTe QupesTOpND HaHeHuTE YaamTs

Ayamo

Yrenme

B

3anics

v

ABTOHSTHHECKAR SBTODHIALMA DalpeleHa AnA Mons3osaTens:

D ABTOMATHELKOE SABEDLIEHNE CEAHEA NONbIOBATENS NPk BAOKMPOBRE SKpaHS
ORANEHEA Basa AaHHEIX

[] Oremowims noscansHes npoToson

[[] 3amscomats nonom-uTens-me NapaneToe: colibiTiil & NpoToxen
Nonons3osaTe UNETP Cobeimi:

He WNones0BaTo i
MaKCHMansFedt pashep B 0re =
Sasnansn, TpEBori W MeTanaHHse

(i)

NexancHan (HacTpaBaeTca & DSAdmIn)

(..f' VAAMATE BHECTE € ONEPATHBHLIM ADXHBON
) ¥passme: 7 aneii -
Baza gaxvsn CHYA/ONC:
Basa aaHhei 1 [1] =
oK OTHera MpuMenTe

Puc. 1: Hactpoiika cepsepa SecurOS

Ha cepBepe SecurOS aonxeH 6bITb cO3AaH Nonb3oBaTens (Puc. 2):

domHa

IP-agpec

ao o Am/ T
~ B Cucrema

g SecurOS Enterprise [1]

~  dgw Nonbzoeatenu u Mpaea

v &g Otaen[1.1]

& admin [1.2]
& User[i.1]
Corena [1.4]
Mpaea onLITHLX NonkzoBaTaned [1.2]
Mpaea nonbzoearens 3 [1.3]
Mpaea npecreix nons2oearenei [1.1]
Mpocunu skcnopTa apxiea

Packnagku 1 Buast

m
o
o
c
B
o
I
I
g
H

facex_detection [1]
facex_list [2]

Baza Aakrkex 3 [3]

(00 010 (w0 @

Ba3a aaHHbX 4 [4]
=TT outps cobbimmii
P.p. Makpokomanas:

Mpasa

~ ¥ cucrena
% securos Enterprise [1]

[] 3anpeTuTs ckpoiTiie MHTEpbEAcOB cUCTEMBI

PaspeiinTe KoHGHr yPHPOSaHHE CHCTEME!

PaspewuTs yaepxiBaTh ynpasneque PTZ

PaspelMTs 3anpalMBaTh AOCTyn Kk PTZ

NpuopuTer ynpasnenua PTZ [1 =]

Foy PaspelmTs PenakTUPOBAHUE KOHTPOMHEX crvckos FaceX
Mposaiiaspel

Secur0S (ocal) ~

MonssesaTen u Mpynns

User

rposepica AocTyna

Vna nonssosaTena:

MposepuTE

oK OTreHa Mpumeriars

~

Puc. 2: NMonb3oBatenb ¢ npaBamu Ha cepsepe SecurOS
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Ona paboTbl moayna Heobxoaumo, utobbl Ha cepsepe «FaceX» 6bian co3gaHbl M HacTpoeHbl B[
netekumn (Hanpumep facex_detect) n B[l KOHTPOAbHbIX cnuckos (Hanpumep facex_list). Heobxoaumo
YKa3aTb ip-agpec cepsepa, NOpPT M Napo/b. 3HaYeHUA No YMOYaHUIO: Naposib — postgres, nopt - 5432
(Puc. 3).

Basa AaHHeIX

ﬂ pf ﬁ @ g?_ @ MoarncumTeca (O Coznats Hosyio

N a CcucTeMa h- Tum: PostgresqQL ~
~ Secur0s Enterprise [1] Cepeep: [127.00.1 | ropr: [5432
}ai Monezosarenu w MNpaea [ ELEESH |facex,|ist

Mpodunn 3KCNOpPTa apxuea MNonb3oBaTent: |facex1

PaCKNaaKk1 W Buasl

MNapons: |ooooo|

Ba3bl AaHHBIX
TPOBEPKa NOAKMIOUEHMA

§ facex_detection [1]

E facex_list [2] Q

g Baza faHHbix 3 [3] 0

§ Baza ﬂaHHb|X4 [4] YAanATL 3aMWoH CTaple ﬂHEﬁ

o V¥ ounstpel cobermuii
',’_ MakpokoMaHas!

L] }{ap‘rH TMEHA PHMEHUTE

. ( PacnucaHis

= Basa AaHHbIX
a CepBepbl U Pafioune MecTa

~ W@ Kowneiotep DESKTOP-09RUOTZ [DESKTOP-O9RUOT2] Ofrmre tesy (@)Enmmngy
B3 Koueeprep apxvea (DESKTOP-09RUOTZ) [1] i i sl ¥
@ FaceX: Cepeep 1 [1] Cepeep: [127.00.1 | ropm: [5432 |
[# Heslth Monitor (DESKTOP-09RUOT2) [1] WnmBasei:  [facex_detecton |
@ Image Processor 1 [1] MonssosaTens: |facex |
A eh@ Auto: Mpynna moaynei 1 [1] Mapons: |----- T |

% Auto: PacnozHaeaTens HomepoB 12 kfc 1 [1]
@@ Auto: PacnosHaeaTens HomepoB 12 k/c 5 [5]

TpoBEPKa NOAKMOHEHUA

% Auto: Pacno3HaBaTens HomepoB 12 kfc 7 [7]
3 Onwm

@ Auto: ¥npaenAowmid mogyns 1 [1]

KUMI'II:HJTEFIHUE apeHne 1 [1] YAanATb 3anucK cTaple aHen

Eﬁ Paboune cronel

s % YerpoiicTea (Kamepel U MUkpodoHs)

0K OTtMeHa MpHMMEHHTEL

v |m4| ycrpoiicTBo BHaeo3axeata 1 [11 L4

Puc. 3: Co3gaHue B «geteKumin» u B[l «KKOHTPOJIbHbIX CMUCKOB»

B CBWM SecurOS FaceX goneH bbiTb co3aaH 06beKT «Face X: Cepsep» (Puc. 4).

[ ]

Pp. Makpokomanae: a1

KapTl L
. (e FacnucaHus

v ﬁa Cepeepsl U Pafioune MecTa

hd ﬁ KomnetoTep DESKTOP-0O9RUOT2 [DESKTOP-09RUOT2]

110772111

[ ]

@ FaceX: Cepeep 1 [1]
== Health Monitor (DESKTOP-03RUOTZ) [1]
KomnbtoTepHoe 3peHuwe 1 [1]

@ Paboune cTonkl

v % Yerpoiictea (Kamepsl 0 MUKpodoHb)

El YcTpolicTeo Buaeo3axeata 1 [1]

4 YcTpolicTeo Buaeo3axearta 3 [3]

Puc. 4: Co3pgaHue obbekTa «FaceX: Cepep»

[ns HacTPOMKM co3aaHHOro 06beKTa He0bX0ANMMO OTKPLITL MeHI0 HacTpoek (Puc. 5).
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OfMe HACTPOHKKM Kamepel

B/l AETEKLMIA M PACTIOSHIBAHMA: % facex_detection [1]

B[l KOHTPOMBHEIX CRMCKOE! § facex_list [2] w
PesepsHan B KOHTPONbHBIX CNMCKOE: He BbibpaHa ~
PE#iM PaCNosHaBaHUA: CHanaHMpoBaHHEINA ~

-

[¥]
=
]
]

MopT:

Mopor YyBepeHHOCTH ASTEKLMK NUUA:
Mepuog AeTEKTHMPOBaHWA:
MakouManbHoe BpeMA NoTEpK TPeKa: 00 mc
MaKo|MManbHoe BPeMA OrMAEHHMA AyHwero nuua: | 1000 mc

Meprod oBHOBENEHWA NYULWErD MMUS: 000 mc

Pexum B3armogeicTena co CKY A
OaHodakTopHaRA CHY -3y TeHTUOUKaWAR
MHorodakTopHaa CKY A-ayTeHTHduKaLa

BpeMA 0MAEHWA BEpUBUKELIN: 10000 Mc -

[ w |

un

[=]

=

A

3 AR (| (| [

Mopor nogobna ana pexuma CKY0:

JononHUTEenbHBIE

Pasmep o4epean sagaHwi: 100 ¥
KonW4ecTso BbI4MCIMTENbHBIX NOTOKOS: 4 =
KonWyecTso NOTOKOS CETEB0MD TPEHMOPTa!
Pazmep ouepeaw kaapoe {Ha kamepy): 100 S

Mepwod CMHXPOHK3EWK C Bl KoHTponbHEX cvckos: | 10000 Mc 5

[ AononHuTensHbi GMABTP AeTEKUMi
[] Cofiermie o nonoweH MMUE Ha KEKAOM Kaape

[] Cofiermue o HepacnosHaHHoM MU

Puc. 5: O6wme HacTpoiikn o6beKTa «FaceX: Cepsep»

Mone «MopT» ByAeT Ncno/b30BaTbCA B MapameTpax NoaKaloueHns K cepeepy « FaceX». Mo ymonyaHuio

nmeet 3HavyeHune 21093.
B pasgene «Pexkmnm B3anmopgeinctens co CKY/[, HacTpamBaeTca TMN ayTeHTUDMKaLMW.

Echv npepgnonaraetca pabota pgpanBepa «bactmoH-3 — SecurOS FaceX» TO/MbKO B pexume
naeHTuduMKaumMm (nNpoxod, nNo AWMLy WAWM  KapTe), TO HeobxogMmo BblIOpaTb TONBKO pPeXUM
«OaHodakTopHas CKYQ-ayteHTUdUKaumA».

Ona pabotbl ABYXDAKTOPHON ayTEHTUOUKALUKM (NPOXOL B PEXMME «IMLO MOC/AE KapTbl» WKW «KapTa
nocne nvua») HeobxoAMMO BKAOUMTL 0ba pexkuma ayTeHTUPUKauuu. Mocne BKAKYEHUA perkMma
«MHorodakTopHasa CKY/[-ayTeHTUdPUKaLMA» CTaHYT JOCTYNHbIMU AONONHUTENIbHbIE HAaCTPOMKK. Bpemsa
OXXMAaHUA BepuPUKaLMKN HYXKHO YCTaHOBUTbL He meHee 50000 mc, nopor noaobusa ana pexknma CRKY/[ He

meHee 60.

JononHutensHo ana ¢ukcaumm cobolitna «HemssecTHoe ANLO» HEOOXOAMMO BKAOUYUTL B HACTPOMKAX
SecurOs FaceX napameTp «CobbITUS 0 HEPACNO3HAHHOM ANLLEY.

Tak Kak gpaisep «bactMoH-3 — SecurOS FaceX» noaaep)uBaeT paboTy C HECKONbKMMM Kamepamu,
NOAK/IIOYEHHBIMU K O4HOMY cepBepy pacno3HaBaHmA SecurOS FaceX, peKomeHA0BaHO CPa3y BKAKOYATb

W HacTpauBaTb 0b6a pernma ayTeHTUDMKaLMm Ha cepBepe SecurOS FaceX.

Jdanee HeobxoANMMO NepenTn Ha cTpaHuuy «Kamepbi» (Puc. 6).
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Ofwme HacTpoiin  KaMeps!

BMNETPOBATE N0 MMEHN WM MAEHTMgMKETOPY

~ Secur0S Enterprise [1]

v BSRV7 [BSRVT]
[ [3] TEST_ARCHIVE - from 22....
[ aute test 1[4]
[ auto test 2 [14]
[ axis p1357 [26]
[ axis q1755 crapan ¢ PTZ zoo...
[ beward 22.133 onvif [11]
[ beward 22.135 onvif [12]
[ cam ffserver 22.28 num1 [23]
cam2 ffserver 22.45 num2 nu...
[ face[1]
[ hievision onvif [25]
[ ttv onvif 22,140 [6]
[ ttv onvif 22.171 [10]
[ tv onvif 22.172 [8]
[ ltv ovif 22.141 ptz ~zZ 8 "“|A\,...
[ samsung 22.134[15]

Mawouryy: 199 psc

R e saiers srmmsess e (D)
s s T e Eese e

feTeruws Haco Mepuon Nposepku: 500 mc

YA&NATE MHGOPHALYIO 0 AETEKLYRX M DACIOZHABEHIAK CYCTS:

oK Omera TpymerinTs

Puc. 6: Bbibop cnucka Kamep s obbekTa «FaceX: Cepep»

Ha BKknagKe Kamepbl HEOBXOAMMO BblIbpaTb CMCOK Kamep A8 Pacno3HaBaHWUA UL, U NPOU3BECTU WX
HacTpoiKy. (cm. «SecurQOS FaceX. PykoBoactso nonb3osaTens.pdf», 3.2 Hactpoiika FaceX: Cepsep).

Mpu aKkTMBaumMuM onuumu «3awmTa oT nogmeHbl auu» CKYJ He 6yaer npenoctaBnatb AOCTYN TEM
MepcoHam, y KOTOpbIX napameTp «ECTeCTBEHHOCTb ANLA», NOYYEHHbIN BXOAE Pacno3HaBaHUsA, MeHble
YCTaHOBAEHHOro 3Ha4YeHnA Ha cepBeepe.

anI BK/IIOYEHUU oNnuUnKn ((,ﬂ,ETeKTOp MaCOK» NMpwu pacno3HaBaHUn nuL, 6y,a,eT BbIMO/THATLCA NPOBEPKA Ha
Hann4yne nnm oTcyTcrteme Ha anue Mep,MLI,MHCKOﬁ MacCKMu.

Hanee Ha cepBepe SecurOS HeobxoaMmo co3aaTtb 06bekT REST API (Puc. 7).
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Mone «MopT» byaet

v ﬁﬂ Cepeepsl 1 Paboune mecta
hd ﬁ KomneloTep DESKTOP-09RUOT2 [DESKTOP-09RUOT2]
3 Koueeprep apxusa (DESKTOP-09RUOTZ) [1]
@ FaceX: Cepeep 1 [1]
@ Health Monitor (DESKTOP-09RUOT2) [1]
@ KomnetoTepHoe 2peHue 1 [1]
Eﬁ Paboune cTonkl
% Yerpoiictea (Kamepsl 1 MUKpogoHL)
. " OnoeeLeHns
v t‘ WHTerpaumnsa u ABTOMATHIEUMA
',E"% WrTepdeiic TIDK 11 [11]
e VHTepdeiic IDK 123 [123]
'E"x WHTepdeiic IIDK QWE [QWE]
Ghiip_ONVIF-cepsep 1[1]
Ere REST API1 [1] F o]
Arep RTSP-cepeep 1 [1]

L]

. E“ Cepeepel MoBunsHoro n Mopr:
I8 Kowneiotep EP2-SMR-23 [EP
I8 Kowneiotep EP2-SMR-32 [EP
@ KomnetoTep SERVER [SERVER

v %E Pabouee mecro onepatopa [d
[ Health Monitor (OPERAT|
Eﬁ Pabouure cronkl
. " OnoeeLeHns
. t‘ MHTErpauma 1 ABTOMaTHIaLNA

MopT ana WebSocket:
|:| Wcnonszosate HTTPS

WecnonesoeaTte ®uneTp cobemumit: |He nononkzoeate

oK MpHMERMTE

Puc. 7: CosgaHue o6bekta REST API

MCNO/Nb30BaTbCA B MapameTpax MoAKNoUYeHuA K cepBepy «SecurOS FaceX». Mo

YMO/I4aHUIO MMeeT 3HadeHue 8888. Onuusa «Mcnonb3osatb HTTPS» gonxHa 6bITb BbIKAOUYEHA.

BHumaHue! [lna pabomesl ¢ uHmMe2pauyuoHHbIM UHmMepgelicom RestAPl nompebyemcs co30ame

ronb308amesns 8 cucmeme U HA3HAYUM emy npasa («KopoHa») Ha obbvekm RestAPl. Paszdensi

5.2.5 [lone3zoeamenv u 5.2.7 [lpasa none3zosamens O0okymeHma SecurOS Administration

Guide.pdyf.

Mocne npoaenaHHbIX
agpec (Puc. 8).

< & o

onepaumit B HacTpoiikax obbekTa MK cepBepa HeobXxoaMMO ABHO yKasaTb ero |P-

"" MakpokoMaHe!

KapThl
(e PacnucaHus
ﬁ‘i Cepeepul 1 Paloune mecta
~ T Kounbiorep DESKTOP-O9RUOT2 [DESKTOP-08RUOT2] [+ K=}
% Pons KomnoioTepa: | Buasocepsep
Vicnons3osaTh ak Mpodins Pafioxero mecta onepatopa (1)
TP-anpec cepoepa: | 192.168.22.112 |
Apxits
v
Pexun 3anuon: (8) ONTUMANSHESA NPOMSBOAMTENSHOCTE () SKOHOMHA MECTE
Buneo Ayn
AvperTopna EncocTe Urerve  3amuce Urere
.« B e
v e 776.04 TB ceofoaro w3 930.45 6 v v v

Puc. 8: HacTpoiikn KomnbloTepa cepsepa

Ansa nonyyeHns 6onee nogpobHoi nHGopPMaLLMK No HAcTpoiKe obbekTa « FaceX: Cepeep» obpatutech K

AoKkymeHTauum no CbN SecurOS FaceX.
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4.2. Hacrpo¥ka gpauBepa

MNepes Havanom paboTbl ¢ ApaliBepom Heobxogmmo p[obaBuTb ero B pasgene «[pansepbiy».
HobasneHne papaneepos B K «BacTMoH-3» onucaHO B AOKyMeHTe «bacmuoH-3. Pykosodcmeo
aoMuHUCmpamopa».

CHavana cneayet BbibpaTb NyHKT «KoHdurypatop» ana apamnsepa «bactnoH-3 — SecurOS FaceX» B
pasgene apaiisepos «MaHenb ynpasaeHus» MK «bactnoH-3» (Puc. 9).

,,( Marens ynpasnerus AMK "BactnoH-2" Onepatop: q T - 0 X
OcHoBHOe MeHio # [lpaiiBepbl

EE Cepsepbl 0bopyaoBaHus {6) YnpasneHvie apaiiBepamu @ CUHXPOHM3aLUMa BpeMeHN

@ p%_‘lEKT/w?CSE nMncKa cepeepos n»> 3anyck/ocTaHoB cepeepoB 36"3\3‘,_‘1558)—1/‘? -~ Ha na HXPOHU3auumn

obopy

BaHWA, 3K3eMNAAPOB ApaliBepoB
1 COM-nopTtos

BactnoH-2 - Elsys v2

¥ 8 2 &
KoHdurypatop Mpoduan Whnuvannsauma BoccraHoBneHue
HacTpoek HacTpoek npoTokona
nepcoHana nepcoHana cobbiTuii

bactnon-2 - SecurOS FaceX

\&
P &
KoHdurypatop CuHxpoHu3auma
KapT gocTyna

Puc. 9: Hactpoiika gpaiisepa «bactmoH-3 — SecurOS FaceX»

OKHO KOHdUrypaTopa npeacTtasneHo Ha Puc. 10 u coctouT M3 aepeBa KOHOUrypauuu, NaHenu
WHCTPYMEHTOB M BKNAAKWU C MHbOpMaLmen.

[na HAaCTPOMKN MOAYNA UHTErpaLmm cienyeT BbIMONHUTb CAeaytowme AeACTBUs:

YCTaHOBUTbL 06LLMEe HACTPOMKM PaboTbl CUCTEMDI.

[J06aB1Tb M HAaCTPOUTb coeamnHeHusa ¢ cepeepamm SecurOS FaceX.

Mony4ynTb CNMCKM Kamep ¢ cepaepoB SecurOS FaceX M HAaCTPOUTb ANA HUX PEXUM PaboTbl.
[J06aBUTb A5 KAMeEpP TOYKM NPOX0Aa M ONPEeAENNTb PEXUMbI J0CTYNa SN HUX.

ik wnN e

[Jo6aBuTb gns Kamep HeobxogMMble BUPTYaNbHble TOYKM NPOX04a U onpeneinTb HanpasaeHus
npoxoaa.

6. HactpouTb CKY/[ ana aByxdaKTOpHOW ayTEHTUDMKALMUM, €CIN ITOT PEXKUM A0CTyNa
ncnonb3syeTcs.
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EN Bactnow-3 - Mawens ynpaeneHua OnepaTop: q — O X
OcHoBHOe MmeHto ¥ [paiiBepbl » SecurOS FaceX. Kondurypatop

=]
1 Q Mapametpsl
4 B sx

S O6Lwme HacTpoiikm

PR Cepsepbl SecurOS FaceX ~ O6uwwue napameTpbl

4 B Cepsep pacnosHasanus 1oxHON Npoxo

Bpems Xn3HU KOMaHA, 4oCTaBKM U3MeHeHuI, Yacos | 1

» £ 3anacHoii BbIXOA,

BbIBOAMTE OTNaf0uHbIE coobuleHNnA Aa %
4 2 TypHuKeTbl toXXHbIl KM - BxoaHas r
KauectBo cxxatma ¢potorpacduid, % 75
4 [I7] BuptyansHas Touka npoxoaa 1.17|
E] BuptyansHeiii cumTeisatens 1.0 Mepeaasate PO nepcoHbl Ha cepsepkl SecurOS Het N

» 5 TypHukeTs! toxHbI KM - BoixoAHasA
g CepBep pacnosHaBaHua npoxoaHoii ABI
5 3anacHoii BbIXoa
S TypHukeTsl ABK - BXOAHasA rpynna
% TypHukeTsl ABK - BbixoaHas rpynna

E@Ceae 3
RBED;

Mepepasatb PUNO nepcoHbl Ha cepBepbl SecurOS
Mpwu yctaHoeke 31or onumu B SecurOS FaceX 6yaeT 3arpy»aTbci nepcoHanbHas

o > MHbopMaLma o Baagenble kapTbl (PNO) B gononHeHVe K obasaTebHbIM (boTorpadus, Koa -

Puc. 10: KoHdurypaTtop apaieepa «bactnoH-3 — SecurOS FaceX»

4.2.1. OcCHOBHBIE HACTPOUKHU
B OCHOBHbIX HacTpOIKax onpeaenstoTca cneayoume napameTpbl:

«Bpems #u3HU KOMaHO 0ocmasku uameHeHull, yacos» — 1o ymonvyaHuro — 1 yac. KomaHOb! uameHeHUs
nponyckogs o0ocmasnasomca 8 (PoOHOBOM pexcume, HO ecau 8 rnpouecce 00CMABKU KOMAHObI He
8bIMOAHUAUCL YCEWHO, BbIMNOAHAMCA MOMNbIMKU UX MOB8MOPHO20 B8bIMNOAHEHUS HA MPOMAXEHUU
YCMAaHOBs1eHHO20 8pemMeHU. Ecau 3a yKa3aHHbIl nepuod spemeHU KOMAHObI ¢ owubkamu maK u He
docmasunucs, OHU yo0aasatomca U3 CNUCKA KOMAHO Ha UcCrosHeHue, a 041 cepeepa Pacrno3HA8AHUSA
ycmadasaueaemca cmamyc « Ecme ouwubKU CUHXPOHU3AUUU NPOMYCKOB».

«BblgoOUMb 0MaAA00YHbIe COOBUWEHUA» — [1038078em BKAKYUMb 3aruUcb omsaadoyHbix coobueHul
Opatisepa, Ymo moxcem nompebosamecs 018 yCMpPAHEHUA 803HUKWUX rpobsiem.

«Kauecmeo ¢pomoepacgpuli, %» — KauyecTBo CXaTuUA M306parkeHUI MepcoH, MOAYYEHHbIX OT CUCTEMbI
pacrno3HaBaHMA U MPUKpenasembix K cobbitam B MK «bactmoH-3». Cneayer MMeTb B BUAY, UTO 3TK
doTorpadmmn ncnonblyroTca Ana:

1. OtobpaxeHuMsa B pacCWUPEHHbIX coobueHuax rnaBHoro okHa [K  «BactMoH-3» npu
BO3HWKHOBEHUW COBBITUN;
2. CoxpaHeHua B }KypHan cobbituii MK «bacTnoH-3» BMmecTe ¢ cobbITUAMM.
He pekomeHayeTcA BbICTaBAATb NOJIOKEHME NOA3YHKA 6/1M3KO K MaKCMMaibHOMY 3HaUYEHMIO LWKaAbI, TaK
KaK 3TO CU/IbHO YBEIMYMBAET 3aHMMaEeMOoe U30b6parkeHnammn mecto B b,

«llepedasame ®UNO nepcoHsl Ha cepsepa SecurOS» — NpPU YCTaHOBKE 3TOM onuuMu Ha cepsepa SecurOS
FaceX byaeT 3arpy»atbca nosnHaa uHbopmauusa o Bnagenbue Kaptbl (PUNO, doTtorpadus, Koa KapThbl).
Mpw BbIKAOYEHHOW HACcTPOMKe Ha cepBep «SecurOS» nepeaaroTca TO/IbKO Kog, KapTbl U GOTO NepCoHbI.
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4.2.2. Hacrpoiika coearHeHuu ¢ cepepamu SecurOS FaceX
B y3en «Cepsepbl SecurOS FaceX» pobaBnatoTca cepBepbl pacnosHaBaHuA. Ons nobaBneHUs HOBOro
cepsepa cneayeT HaxaTb KHOMKY —+ «[]o6aBuTb CepBep» Ha MaHeNM MHCTPYMEHTOB KOHdMUrypaTopa,

ONS yoaneHua — KHonky — «YganuTb». HacTpoiKM nogxntodeHuns K cepBepy «SecurOS FaceX»
npeacrasaeHbl caeayownmmn napamerpamm (Puc. 11):

\EX]\ bacTmon-3 - MNaHens ynpasneHua Onepatop: q - O X

OcHoBHoe MeHI0 & [paiisepbl  SecurOS FaceX. Kondurypatop

BEx|+— g4
Mouck... Q MapameTpel | KoHburypaumsa [LouepHue ycTpoiicTea
4 g sfx

‘ 0! Konunposats napametpsi 8 Apyrue ycTpoiicTea...
G5 061wme HacTPOMKM

4% Cepsepebl SecurOS FaceX ~ HacTpoliku BpemeHu

» %5 3anacHoi BbIXOZ,

¥ HacTpoliku noaknoueHus
4 %5 TypHvikeTbl to5kHbIA KT - BxoAHas

IP-aapec 192.168.2.21
4[] BuptyansHas Touka npoxoaa 1.17
[l Buptyanshbid cunsisatens 1.0 onscaaret bastion
» 5 TypHukeTs! toxHbii KM - BbixoaHas Mapone | eseeees
VR Cepeep pacnosHaBaHWA NpoxoaHoi Ab Mopr FaceX 21093
%% 3anacHoii BeIxoA,
Mopt Rest API 8888

% TypHukeTbl ABK - BxoaHas rpynna

O6wye napameTpbl

% TypHukeTsl ABK - BbIXoAHaSA rpynna

E (D Cepsep 3 HasBaHue CepBep pacrnosHaBaHWsA FO)KHOM NpoxofHoi 1.2 DD'.;

Tvn ycTpoiicTBa Cepsep

Mpoune napametpel

Vcnone3osatk AByx}akTopHyto ayTeHTUdUKaLnio Hi | Het e

YacosoW nosac
YacoBoi nosic cepeepa SecurOS FaceX. Ecim napameTp He yCTaHOB/EH, COBLITUS COCTOAHMS
« I y || cBA3M GyayT nonaaatb B npotokon MK «bactoH-3» ¢ yacosbiM noscom apaiisepa.

Puc. 11: HacTpoiiku nogKknoueHus K cepsepy SecurOS FaceX
«Yacoeoli nosc» - yacoBol nosic cepsepa SecurOS FaceX. Ecnn napameTp He ycTaHOBJieH, cobbITuA
COCTOAHUSA cBA3M ByayT nonagatb B npoToko MK «bacTMoH-3» ¢ YacoBbIM NOSICOM ApanBepa.
«IP-adpec» — IP agpec cepsepa «SecurOS FaceX».
«Vima nonszosamena» — uma nonbsosatensa SecurOS ana NOAKNIOYEHUA K CepBepy.
«[lapoab» — Naponb yKa3aHHOro N0Jb30BaTeNA ANA MOAKAOYEHNA. »
«Mopm FaceX» — nopT noakAtoueHnn K cepBepy «SecurOS FaceX» (3HayeHMe no ymonyaHuto 21093).

«[lopm RestApi» — nopT noaknatodeHnsa K cepsepy «SecurOS» no REST API (3HauyeHMe Mo yMOAYaHMIO
8888).

«HazsaHue» — NPOn3BOJZIbHOE TEKCTOBOE HAa3BaHWe cepBepa.

«Mcnonb3oeame 08yXghaKMOPHY0 aymeHmugukayuo Ha cepsepe SecurOS FaceX» — BKAOYEHME
pernma asyxdpaKkTopHoi ayTeHTMOUKALMKN Ha CTOPOHE ApanBepa.

BHumaHue! [na pabomei 08yxchakmopHol udeHmugukayuu 00aXHbI GbiMb B8bIMOAHEHbI
coomeemcmeayroujue Hacmpoliku Ha cepsepe SecurOS FaceX (cm. n. Hactpoika CBU SecurOS
FaceX).



5’ bactnoH-3 — SecurQOS FaceX. PykoBoACTBO aAMUHUCTPATOPA 13

Mocne yKasaHWa BCex NapamMeTpoB MOAKIOYEHUA HEOBXOAMMO COXPaHUTL cAeNaHHble HaCTPOMKU | .
Mpy 3TOM aBTOMaTUYECKN ByaeT YCTaHOBNEHO coegMHEHUNE C CEPBEPOM.

Mpu yCNewHoM CoefuHeHUU C CepBepoM, AR MONYYEHUA CMUCKA AOCTYMHbIX Kamep PacrosHaBaHus
/ML, HeOBXOAMMO NepeiiTn Ha BKNAAKY «KOHGUrypauusa» W BbINOHUTL UMMOPT CMMUCKA, HaXaB Ha
kHonky [ WMunopr. (Puc. 12).

P bactvion-3 — Manens ynpaeneHus Onepatop: q
OcHoBHoe MeHIo ¥ [paiiBepbl » SecurOS FaceX. KoHurypatop
Hx  — &

el Q MapameTpel Kondurypauusa [louepHue ycrpoiictea
4 B six

MmnopT koH$urypawmm

& ObLMe HacTPONKM
“ o6u P MonyyeHne kamep pacrnosHaBaHuA AnL, SecurOS FaceX

« ¥ Cepsepbl SecurOS FaceX
4K CepBep pacrosHaBaHua KXXHOI NPoXo/ &@ mnopTt 13 obopyAoBaHusa y@ OuymcTka TekyLlel KoHPUrypaLnm
» %5 3anacHoii BeIXOA,
4 % TypHvikeTbl 1o>kHbIA KM - BxoaHas 1
4 [ BuptyansHas Touka npoxoaa 1.17
[l Bupryanshbiii cuvtbisatens 1.0
» %5 TypHukeTs! toxHbIi KM - BbixoaHas
4 Cepsep pacrnosHasaHua npoxoaHori Abl
=%, 3anacHoi BbIXOZ,
=5 TypHukeTsl ABK - BxoAHas rpynna

%% TypHwukeTbl ABK - BbixoaHaA rpynna

5O Cepsep 3

Puc. 12: UmnopT cnucka Kamep pacno3HaBaHUA auL,

MpyX ycnewHoM YTeHWW CMMCKa Kamep NOABMTCA MOZLA/IbHOE OKHO Bblbopa HAcTpoek umnopTa. Ecam
OTMETUTb MYHKT «3aMeHATb Ha3BaHWA YCTPOWMCTB», TO paHee OTPeAaKTMPOBaHHble Ha3BaHWA Kamep
3aMeHSATCA Ha Ha3BaHWsA, NoJlyYeHHble C cepBepa pacno3HaBaHua (Puc. 13).

VimnopT koHpuUrypaumm

Hactpolikn umnopTa

3aMEHATE HAZB3HWA YCTPORCTE

Otmena

Puc. 13: 3anpoc 3ameHbl
Ha3BaHUA Kamep

Mo HaxaTU KHOMKMK %:} CrumcTra Texywed KOHGWIYDaUMK  BbINONHAGTCA OYMCTKa BCeX HACTpoOeEK

BbIBpaHHOro cepBepa pacno3HaBaHWA U yaaneHne BCcex A0UYEPHNUX YCTPOICTB.
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4.2.3. Hacrpoiika pa60Thbl C KaMepaMHu

I'IonyquHble Kamepbl paCno3HaBaHUA TNL 0T06pa)KaIOTCF| B Aepese YCTDOVICTB KaK Ao4YepHune sanemMeHTbl
cepBepoB pacrnosHaBaHuA. [nA HAaCTPOMKM paboTbl Kamepbl B COCTaBe ApanBepa HeobxoaMmo BbibpaTb
Kamepy B Aepese ycTpoicTs (Puc. 14).

\Eg]\ bacToH-3 - MNaHenb ynpasnenna Onepatop: q - O X

OcHoBHoe MeHlo ¥ [Jlpaiisepbl ¥ SecurOS FaceX. Kondurypatop

W x|+ — &P
Mouck... Q Mapametpsi | [floyepHue ycrpoiictea
4 B six

‘ |j-.| KonupoBaTb NapameTpbl B Apyrvie yCTPOACTBa... ‘

5 O6wme HacTpOMKHM

¥ Cepsepbl SecurOS FaceX ¥ O6wve napameTpbl

4 B Cepsep pacriosrasanms toxHo¥ Mpoxof

Agpec 17
» %5 3anacHoli BbIxoa -
HaspaHue TypHukeTb! toxxHbii KM - BxogHas rpynna a%
4 55 TypHUKeTbl FOXKHbI KT - BXOAHAS T
MonyuaTb cobbiTus ot FaceX [a N
4 [ BuptyansHas Touka npoxosa 1.17

[l Bupryansmeiit cunTsisatens 1.0 Tun yctpoiictea Tenekamepa

» 5 TypHUKeThl toxKHbIA KM - BbixoaHasn | SN RETSEI =y s elelsE{ep 1)

V] " -
B Cepeep pacnozwasann npoxoaroii Ab Bpems MrHOp1pOBaHWs MOBTOPHOIA naeHTUdUKauuy | 10

% 3anacHoii BbIxos,

ObpabaTbiBaTh COBLITUA AeTEKTOPa Macok Her v
% TypHukeTsl ABK - Bx0aHas rpynna
Ob6pabaTbiBaTh COBLITMA AeTeKTopa NOAMeHbl Anua | Het Y4
S TypHukeTsl ABK - BbIxoAHas rpynna P i
=NO} Cepsep 3 Pazpelnte cobbiTna poTodukcalmm Het e
DUKCMPOBaTb HEN3BECTHbIE NMepPCOHbI Ja Y

DuKcnpoBaTh HeM3BECTHbIE MePCOHbI
MpuHUMaTh U 0bpabaTbiBaTh cObLITUA 06 OBHaPYKEHUN HEN3BECTHOW NMepCoHbl. Takxke

« » || AOMKHBI BbITb BKAIOYEHA COOTBETCTBYHOLLAA HAacTporika Ha cepeepe SecurOS FaceX.

Puc. 14: HacTpoiika napameTpoB paboTbl Kamepbl pacno3HaBaHUA UL,
«Adpec» - cnpasoyHoe nose, omobpaxcaroujee NopsaoKoasili Homep Kamepsbl Ha cepsepe SecurOS FaceX.

«Ha3eaHue» — TEKCTOBOE Ha3BaHWE Kamepbl, MOJYYEHHOE C cepBepa Npy MMMNOPTE WM aBTOMATUYECKM
cosgaHHoe. MoXeT 6bITb U3MEHEHO MO YCMOTPEHMUIO.

«lMonyyame cobbimua om FaceX» — BKAoYeHue/oTkAoYeHNe 06paboTku cobbiTnit oT Kamepsbl. Mo
YMOJIYQHUIO BKAKOYEHA.

«Bpemsa uzHopuposaHuUa nosmopHol udeHmugukayuu» — napamemp 3afaeT BPems, B TeyeHue
KOTOPOro NOBTOPHOE onpeaesieHne NepcoHbl B 30He 0630pa Kamepbl byaeT NPoONrHopUpPoBaHo.

«0bpabameisamb cobbimua O0emeKmopa MACOK» — TMpPU BKAOYEHUU 3TOW onuum aApalisep byaer
NPUHMMATbL COBbITUE O HAa/IMYMM MACKKM Ha nLe YenoBeKa oT cepBepa SecurOS FaceX. B cnyyae, Koraa
BK/loYeHa poToduKcaumna, apaiieep byaet reHepupoBaTb COBbLITUA C NPUNUCKON « OTCYTCTBYET MacKaly.
Ons pexxnma naeHtTMoMKaumm n pexxmuma AsyxpaKkTopHOM ayTeHTUPUKALMM AETEKTOP MACOK ABAAETCA
O0NONHUTENbHBIM KpuTepuem npoxoaa (Puc. 15).
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&8 BHumanme! X

BupTtyanbHas Touka npoxoga 2.11.01:
3a¢umkcuposaHo avuo npu Bxoge. OTcyTcTByeT
macka!

'\\n

oK

Puc. 15: OTKkas gocryna — oTCyTCTBUE
MacKu

«0bpabameisamb cobbimusa 0emeKkmopa NMOOMeHbl AUYA» — NPU BKAKOYEHUU 3TOW ONUMK Apansep
6yneT NPUHMMaTL CobbITUE O BO3MOXKHOM NoameHe Anua. B cnyyae, Korga BrkatoveHa dpoToduKcaums,
ApavBep 6yaet reHepupoBaTb cobbITMA C NPUNUCKOM «BoamorkHa noameHal». [na pexuma
MOEHTUOMKALUMKN U pexkMMma ABYXDAKTOPHOM ayTeHTUOMKALUKM AEeTeKTop MNoAMEHbl Anua ABNAETCA

AONONHUTENbHBIM KpUTepruem npoxoaa (Puc. 16).

¥ Brymanme! X

| Bupry Touka npoxoga 2.11.01:
3admKcMpoBaHo AL Npw Bxoae. BoamoxxHa
nogmMmeHal

._ \\l

oK

Puc. 16: OTKas aoctyna — BO3MOXKHa
nogmeHa nmMuya

BHumaHue! [lna nonyyeHus cobbimuli demeKkmopa MAcoK U 0emexkmopa rnoomeHs! aAuya Ha
cepsepe SecurOS FaceX 0515 8bibpaHHOU Kamepol 00ax#CHbI 6biMb 8KAOYEHbI ONyuuU «JemeKyus
MACOK» U «3awuma om noomeHs! auya» (cm. n. Hactpoika CBM SecurOS FaceX).
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«Paspewiums cobbimue GomoguKkcayuu» — TNpPU OTKJOYEHMM 3TOW ONUMKM pparieep He byaer
reHepupoBaTb cobbITUA «3aPMKCUPOBAHO /INLLO» B HOOOM M3 BbIOPAHHbIX PEXKUMOB NPU 0BHapyXKeHUN
Nvua (He pekomeHAyeTca BKAOYATb 3TOT PEXKMM, T. K. Ha O4HO OOHAPYKEHHOE ML MOXKET NPUXOAUTD
HECKO/IbKO COBbITHIA).

«PuKcuposamb Heu38eCMHbIe NepPcoHsbl» — NPU BKAKYEHWM 3TON onuum aparisep byaeT npMHUMATL OT
cepBepa pacno3HaBaHWA COOTBETCTBYOLWME COOLITUA, KOTOPbIE BO3HMKAIOT NPWU 06HAPYKEHUU NEePCOHbI,
MHbOPMALMA MO KOTOPOKM OTCYTCTBYET Ha CepBepe pacno3HaBaHWA. PeKomMeHAyeTcs BK/IOYaTb 3TOT
pexum paboTbl 4719 NPOTOKONMPOBaHMA GpaKTa 0OHaAPYKEHUA HEM3BECTHOMN NEPCOHbI.

4.2.4. Touyku npoxoja

K KaxJ0l Kamepe pacro3HaBaHWA MOXHO NPUBA3aTb GUINYECKYIO U/ WAV BUPTYaIbHYIO TOUKY NPOX0Aa.

Ona aToro HeobxoAMMO BbiIOpaTb KaMepy B AepeBe YCTPOWMCTB M HaXaTb KHOMKY «[106aBUTb» + WU
LLLENKHYTb NPABOM KHOMKOW MbIlK W BbiIBpaTb TMN gobaBnsemoli Touku npoxoga (Puc. 17).

£ bacTioH-3 - MaHens ynpaeneHa Onepatop: q — | X

OcHoBHoe MeHIo ¥ [lpaiisepbl » SecurOS FaceX. Kondurypatop

| X+~ ET)
Mowuck. Q Mapametpel
4 E Sfx
G5 O6wwe HacTpoiKK
4 [ Cepsep pacriozHaBaHia 1XHOW NPOXOA

= 3anac— 5 . —
5
+ BoGasuts > || [& [o6aeuTs Touka npoxoaa CIEIG T CRELL N

ﬂ-.l KonuposaTb NapameTpbl B Apyrvie yCTPOACTBa...

Aapec 1

4 5 TypHn
4 [ Bu Ypannto | [o6aBuTb BupTyanbHas Touka npoxoaa Her e

[l Bupryanshbiii cuutsisatens 1.0 Tun yctpoticTsa Tenexamepa
» S TypHukeTsl toxxHbiii KM - BbixoaHas
i Cepsep pacnosHasaHna npoxoaHoii Al
% 3anacHoii BbIXOA,
& TyphukeTsl ABK - BxogHas rpynna
S TypHukeTsl ABK - BbixOAHas rpynna

E@Cese 3
peep

HaseaHue
Mpov3BoabHOE TEKCTOBOE Ha3BaHWe Kamepbl.

Puc. 17: lo6aBneHue TOUYKM Npoxoga

4.2.4.1. dusnyecKkue TOYKU Npoxosa

Boibpas npu pobasneHnn nyHKT «Touyka npoxopa», OyaeT ocywecTBiieHa MpPUBA3KA Kamepbl
pacno3HaBaHMA K CUUTbIBaTENtO PU3MUECKOM TOUKM npoxoda (ABepu, TypHUKeTa, BOpOT). HacTpoiku
NPUBA3KM U GYHKLMOHMPOBAHMA TOUKM NPOXoaa UMEIOT cieayrowmnii sug (Puc. 18).
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N Bactvon-3 - Nawnens ynpaeneHus Onepatop: q e O X

OcHoBHoe MeHIo ¥ [paiiBepbl # SecurOS FaceX. KoHgpurypatop

| — &P o
Mowuck Q Mapametpei ‘
4 E Sfx
[]! Konuposate napametpsi B apyrue ycTpoiictea
& O6wme HacTpoiku
4“9 Cepsepsbl SecurOS FaceX ¥ O6wwme napameTpbl
4 | Cepsep pacnosHasaHus 10XHOM NPoxof aeane ‘TOHKE npoxoaa 1.32.01 g.ﬂ\

25 3anacHoii Bbixoa
~ TNapameTpbi TO4KM Npoxoaa

4 5 TypHukeTsl 1oxHbIA KM - BxoaHas

ABTOMaTUUeCcKoe NOATBEPXAEHNEe ‘ Het ‘ SN
4 [I] BuptyanbHas Touka npoxoaa 1.17 ! |
[l BuptyansHbiii cuutsisatens 1.0 Bpems oxwaaHna noatsepxaeHna 10
4 25 TypHuKeTbl toXHbIV KM - BbixOAHasA MpuBA3aHHbLIA cuUTbIBaTENb TypHukert 3.2.1 R1 V
g
&, Touka npoxoaa 1.32.01 Pexum paboTbi JocTyn TonbKo no KapTe v

» [] BuptyansHas Touka npoxoaa 2.32| |
R Cepsep pacnosHasaHus npoxoaHoii Ab
% 3anacHoii BbIX0A
5 TypHuketsl ABK - BXxogHas rpynna
5 TypHukeTsl ABK - BbixoaHas rpynna

E (O] Cepsep 3

Bpems oXxuaaHusa noaTsepXKaeHNA
Bpems mxxnaaHna gpaliBepom oTBeTa oT cepBepa SecurOS FaceX pesynbTata Beprdukalmu
«| ) || 3@anpoeHol nepcoHbl.

Puc. 18: HacTpoitku paboTtbl pusnueckoii TOuKku npoxoaa

«Ha3eaHue» — TEKCTOBOe Ha3BaHME TOYKM MPOXOAa, CBA3aHHOM C KamepoW. HassaHue Oyger
duUrypmpoBatb B COBbITUAX cUCTeMbl pacnosHaBaHua (Ho He CKY[). MoskeT 6biTb U3MEHeHO no
YCMOTPEHMIO.

«Asmomamuyeckoe noomeepxcoeHue» — onuma Heobxogmma npuv BpeMeHHOW HEMCNPABHOCTM CepBepPa
SecurOS FaceX, ee BK/AKOYEeHMe aBTOMATUYECKM NOATBEPXKAAeT AOCTYN MPU MCNOAb30BAHUU perkUma
OBYXPaKTOpPHOM ayTeHTUdUKaLUK.

«Bpems oncudaHus noomeepxideHus» — 3aaeT BPeMs OXUAAHUA NOATBEPKAEHUA AOCTYNA NEPCOHbI B
pexnme ABYyXPaKTOPHOM ayTeHTUDMKALMM (MUHMMaANbHOE BpeMA 3 CEK, MaKcMManbHoe 59 cek.).

«[lpueAzaHHbIl cHUMbI8amMenb» — CYNTbIBATENb TOUYKM NPOXOAA, Ha KOTOPbIV bDyaeT nepenaBaTbCa KoL
KapTbl nosb3oBaTens B pexume WaeHTUPUKAUMM WMAW KOMAHAbl MNOATBEPNKAEHUA B pexume
[ByxdaKTopHON ayTeHTUOMKALMN.

«Pexcum pabomol» — onpefenseT pexMm MNpesocTaBleHUs [0CTyna A8 BbibpaHHOro HanpasieHus
npoxoaa. [loCTynHbl caeaytolimMe BapuaHTbl:
e [Jlocmyn mosabKo No Kapme — B 3TOM peXuMme TouKa npoxofa byaer pabortatb 6e3
MCMNONb30BaHNA BUOMETPUYECKOW NMAEHTUDUKALMM. ITOT PEXKMM MOXKHO BbiBUPaATb, ecaun
HEeobXxo04MMO BPEMEHHO OTK/IOUUTL PEXUM UAEHTUOUKALMM.

*  [focmyn e pexcume udeHmMupuUKayuu (no Auyy uau rno Kapme) — B 3TOM pexunme [ocCTyn
6ynet npepoctaBnaTbcA AMbBoO npu  ycnewHowW uaeHTMdUKaumm no auuy (6es
NpuKNagblBaHUA KapTbl A4oCTyna), 1M6o Npu NpeabaBieHNN KapTbl K CYUMTbIBATENO. ITOT
peXxunm BbIbGUpPaETCA N0 YMONYAHMIO.
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e Jlocmyn e pexume 08yX(pakmopHol aymeHmugukauuu — B 3TOM pexume npu
npeabsBAeHUM KapTbl K cuuTbiBaTento, apaiisep SecurOS FaceX nposepseT, 6bi1o nn
pacno3HaHoO ANLO BAafenbla KapTbl B Npeaenax BpemMeHU OXUAAHUA NOATBEPKAEHUA
L0CTyna A0 WaKW nocae npeabasrieHna Kaptbl. Ecan oT cepsepa SecurOS FaceX npuxoaut
cobbiTve 06 MaeHTMOUKaLUKM NoceTMTeNs, TO ApaiBep BblgaeT NoaTBepsKkaeHMe/0TKas B
poctyne.

4.2.4.2. Hacrpoiika CKY/J a5 AByX(paKTOPHOM ayTEHTUPUKALUUA

[Ons obecneyeHuna paboTbl cumTbiBaTENA COBMECTHO ¢ CBU B pexume AByXdaKTOPHOM ayTeHTUdUKALUM
HeobxogMmo, uTobbl B HacTpoiKax obopyaoBaHua CKY[ Elsys (HacTpokMu B ABTOHOMHOM
KOHUrypaTope) A/19 COOTBETCTBYIOWErO CYMTbIBATENA Oblsia BKAOYEHa onuma «MoaTBep»KaaTb AOCTYN

ONA KapT ¢ nonHomoumAamM "[ocTyn c noateepKaeHmem"» B 610Ke HacTpoek «MonHOMOoUNA AeKYPHOTO
onepartopa» (Puc. 19).

OcHoBHele | AononHUTensHBIE | JoCTYN No HECKONBKWMM KEpTaM | YnpasneHwe

MMg ycTpoiicTEa: |.-'J.BE|:'b 1R1 Homep cumtoiBaTens: 1
Wcnonk308aTh YoTpoiicTsa Pone c4vTeIBETENA:
(®) CunThiBaTENE - 9
O Knasuatypy
(O) CuMTBIBATENL W KNABMATYPY AHaNW3MPOEaTE YAEMKaHHE KNKo4a kapTel

() BMOMETPMYECKMIA CUMTEIBATENE

MonHoMO4MA AEXYPHOrO ONepaTopa
[JnonTeepxaaTs AGCTYN ANA HAPYLUMBLINK BPEMEHHYIO SOHY
Mo,

MoATEEKAETE AOCTYN ANA KAPT € NOMHOMOYHAMA “[lOCTYN ¢ NoATEEPHAEHMEN "

Puc. 19: NapameTtpbl cuntbiBaTens B Hactpokax CKY/ Elsys

Ha Bknagke «JJononHWUTENbHbIE» HEOOXOAMMO BKAOUUTL ONUMIO «MOHUTOPUHI NpeaoCcTaBieHUs
poctyna» (Puc. 20).

OcHoBHele | JononHuTensHee | JocTyn No HECKONBKMM KapTaM | ¥YnpasneHue

MoHMTOPIH cobrmii

| MDHMTDDMHI’ NpefocCTaENeHKMA AoCTyNa |

[¥] MoHMTOpMHT cofiemii “efictere 17, "AeficTene 27, "AeficTene 3"

MoHWUTOPWHT CoBbiTHiA TIoCTEaHOBKE Ha 0XpaHy ™, "CHATKME C oXpaHbl”,
¥ aep#aHie KnoYafkaptel”

[LocTym NPy HAPYLUEHMAX PEXMME

Puc. 20: HacTpoiika MOHUTOPUHra cobbiThii
cuutbiBatena CKY[, Elsys

Bcem nponyckam, KOTopble AO/HbI MMETb AOCTYN Ha CYMTbIBATENAX, PaboTaloWMX B pexume
ABYXPaKTOpHOM ayTeHTUdMKaLumn, fonxeH 6biTb 3agaH MNpodurnb nepcoHana, B HaCTPOMKAxX KOTOPOro
O0/KeH 6bITb YKasaHbl nonHoMouna «docTyn ¢ noatsep»aeHmem» (Puc. 21).
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,¢<' MMarens ynpasneHua ANK "Bactvon-2" Onepatop: q = a x
OcHoBHoe MmeHlo * [lpalieepbl Elsys v2. Mpodunu nepcoHana

+v— X =l
A8 NOCTORHHEIX kapT Hassanmne npoduns:  Mpoduns ¢ noaTEepxaEHAEM

AL G S o 7 Wenonesyerca ana 1 kapt goctyna

ALna pasoseix KapT
Pexkum aoctyna
Joctyn toneko no PIN-koay
+ | foctyn Tonbko no kapTe
Mpoxoa & pexXMMe orpaHUYeHKA AOCTyYNa

He npegoctasnsate goctyn

¥npasneHne oxpaHoi
MNpago cTasuTe Ha oxpaHy

MpaBo cHAMaTE € oXpaHel

DOpMHPOBEaTh cOBbITHE
@ Her cobermuii

Dedicreue 1

Neiicraue 2

Aeiicreue 3

MonHomouwma
Ofriynee

@ JocTyn ¢ noATEEpKAEHUEM
MNpaso conposaaaTe

Mpaso noaTeepxaate AocTyn

Puc. 21: NonHOMOuYMA NPONYCKOB ANA A0CTyNa B pexXume AByxdaKTopHO
ayTeHTUdUKauum

Ons pabotbl AByxdPaKTOPHON MAEHTUDUKALMM HEOBXOAMMO NPOBECTU AONONAHUTENbHbIE HACTPOMKM
Apansepa u cepsepa SecurOS FaceX:

e B HAcTpoWKax ApaliBepa Ans BbIbpaHHOro B AiepeBe yCTPOMCTB cepBepa pacno3HaBaHmA
YyCTaHOBWUTb MYHKT «Mcnonb3oBaTe MHOrodaktopHyto CKY/-ayteHTndUKaumio Ha cepsepe
SecurOS FaceX» (Puc. 11).

e B HacTpoiKax cepsepa SecurOS FaceX 4ONOAHUTENBHO BKAOYUTL onumio «MIHorodakTopHas
CKY[-ayteHanduKauma», HACTPOUTb Bpema OXKnaaHus sepudukaLmm n nopor nogobusa ans
pexnma CKY/.

4.2.4.3. BupTya/IbHBIE TOYKH IPOXOAA

BupmyaneHaa mo4yka npoxodda He CBA3aHa C peasibHbIM NPerpaxgatoLLmm yCTPOMCTBOM, HO NO3BONAET
OTC/IeXXMBaTb MECTOMO/IOXKEHNE MepcoHasa M MOoCeTUTeNe B 30HAX, KOHTPOJIMPYEMbIX Kamepamwu
BUaeoHabnoaeHMa, NOAKNOYEHHbIMU K cepBepam SecurOS FaceX.

BupTyanbHasa TouKa npoxoda npeacTtasnset u3 ceba obbekT «[lBepb» C NPUBA3AHHLIM K HEW OA4HMM
cuuTbiBaTENEeM. TakKMM 06pa3om, BUPTyasibHble TOYKM NPOXOAA MOXKHO WCMO/b30BaTb U B YPOBHAX
Aoctyna (CooTBETCTBYIOWMIA CUMTbIBATENDL), U B 061aCTAX KOHTPOAA (Kak ABepb). BUpTyasbHble TOUYKM
npoxoza Bceraa ABAaATCA O4HOCTOPOHHUMM (TO €CTb, paboTaloT UM Ha BXO4, W/IM Ha BbIXOA).

YT106bl CO34aTb BUPTYasIbHYIO TOUYKY MPOXOAa CO CYMTbIBAaTENEM HEOBXOAMMO BbiGpaTb Kamepy U npu
406aBNeHNN HOBOTO A0YEPHEro YCTPOCTBA BblbpaTh NYHKT «BupTyanbHan Touka npoxoaa».

B HacTpoiKax BMPTya/NbHOW TOYKM NPOXOAA MOMKHO 33JaTb TEKCTOBOE HasBaHMe. A B HaCTpOWMKax
BMPTYaNbHOrO CYNTLIBATENSA — HaNpaB/ieHNe Npoxoaa, 3a KoTopoe oH byaeT oTBeyatsb (Puc. 22).
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gg]\ Bactuon-3 - lMNaHenb ynpasaeHuna Onepatop: ¢ - O X

OcHoBHoe MeHio ¥ [lpaiiBepbl & SecurOS FaceX. Konduryparop

o x| =
Mowuck... Q MapameTpel |
“ E Sfx
D—.l Konuposate napameTpel B Apyrie yCTpoOiicTBa...
& Obwme Hactpoiiku
« ¥ Cepsepbl SecurOS FaceX ¥ O6wwve napameTpsbl
% 3anacHoit BbIXoA
v [pouvne napametpel
4 %5 TypHukeTbl toxHbIF KM - BxoaHa
Hanpasnenue npoxoaa Bxoa A4
4 [[] BuptyansHas Touka npoxoaa 1.
[l BupryansHeiii cantbisatens
4 2% TypHukeTsl toxHbIF KM - BbixoaH
&) Touka npoxoaa 1.32.01
4 [ BupryansHas Touka npoxosa 2.
] BuptyansHeiii cuntbizatens
4 B Cepsep pacnosmasarna npoxoaHoii
% 3anacHoit BbIXoA
S TypHukeTsl ABK - BxoaHas rpynna
S5 TypHukeTbl ABK - BbiXoAHas rpynn
HazsaHnue
HO Cepsep 3
I'IpomsBoanoe TEeKCTOBOE Ha3BaHMe CYUTbIBATENA.
« I 4

Puc. 22: HacTpoiiku BUpTyanbHOI TOUKU NpoxoAaa
HaseaHue — TeKCTOBOE Ha3BaHME, NPUCBOEHHOE BUPTYANbHOMY CYMUTbLIBATENIO.

HanpaeneHue npoxoda — Bxoa WAn Bbixod. OT HanpaBieHWs Npoxoda 3aBMCAT CBA3aHHble C
BUPTYa/IbHOM TOYKOM COBbITUSA:

e Bxoa/Bbixo4 B 30HY, BO3MOXHa NoAmeHa

e Bxoa/Bbixod U3 30HbI

e 3adMKcMpoBaHO AULO Npu BXoAe/Bbixoae

e 3admKcmpoBaHo AnLO Npu Bxoae/Bbixoae (6e3 macku)

e 3admMKcMpoBaHO AMLO Npu BXoAe/Bbixode. Bo3moxHa nogmeHa!

5. Pa6oTa B IITATHOM peXKume

5.1. Omnepauuu c nponycKamu

Bce BblgaBaemble B cucTeme Nponycka ¢ ¢poTtorpaduein CMHXPOHM3UPYIOTCA € cepeepamu SecurQOS FaceX
B MOMEHT YCTaHOBKM CBA3U C HUMK B POHOBOM peXRUME.

M3meHeHMA npu onepauuax € NPOMyCKaMu, BK/AOYaA W3MeHeHuAa doTorpaduii, aBTOMaTUYECKM
nepepatoTca M 3anucbiBatoTca B SecurOS FaceX. Eciv no Kakol-To npuynHe (HekadectseHHoe ¢oTo,
6onee oAHOro n1ua Ha ¢poTo) NpPonycK He coxpaHunca B SecurOS FaceX, byaeT BbiaaHO cobbiTMe «<PUO
nocetutensa>: He yaanocb cMHXpOHU3UPOBATb NPONYCK ¢ cepepom SecurOS FaceX: <TeKCT owmnbKu>».
Mpu otcytctBMM doTorpadumn B CUHXPOHU3MPYEMOM MPOMycKe OyaeT BblgaHo coobuieHne «<®PUO
nocetutena>: NMponyck 6e3 ¢potorpadpumn He 6yaeT 3arpykeH Ha cepsep SecurOS FaceX».

BHumaHue! Ecau y nepcoHbl 8 B/] ecmb HECKO/IbKO GKMUBHbIX MPOMNYCKO8, MO CUHXPOHU3AuUsA
8bIMOAHUMCA MOsLKO 0418 nepsoli 3anucu, HalideHHoU 8 6a3e OaHHbIX.
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BHumaHue! Ecau y nepcoHel 6yO0ym ydaseHsl hamunusd, UMA Uau om4yecmaeo, mo 3mu UameHeHUs
He npumeHAmMcAa Ha cepsepe SecurOS FaceX (nozauxka pabomel SecurOS FaceX).

Mpu nepBMYHOM 3anycke gpaliBepa MAM MPU HAAMUYUMM HE CUHXPOHM3MPOBAHHLIX 3anucen, ecTb
BO3MOXHOCTb 3aNyCTUTb B PY4YHOM PeXKMME NPOLLECC MOAHON CUHXPOHM3ALMM KapT AOCTyna 6a3 AaHHbIX
«BbactnoH-3» 1 SecurOS FaceX. [1na aToro HeobxoamMmo 3anyctuTb GopMy ynpas/eHNs CUHXPOHMU3aLMNEN

NPM NOMOLLM KHOMKK B NaHenu ynpasaeHna « CUHXPOHMU3aLMA KapT JOCTyNa cmeoncaws 3 (PUc, 23).

KapT Aoctyna

“J Bactvon-3 — Manens ynpaeaeHuna Onepatop: q — O X
OcHoBHOe MeHIo ¥ [lpaiisepbl # CMHXPOHM3aUMA KapT gocTyna
%
l:' CepBep pacnozHaBaHWA IXKHOW npoxogHoii 1.204-32-ML Komawd: 0 / Owubok: 0/ Ckopocme: 0,0 k/c (D
|:| Cepeep pacnosHaBaHuA npoxogHoii ABK 1.205-32-BP Komard: 0/ Owiubok: 0 / Ckopocme: 0,0 k/c
Cepeep 3 Komard: 0 / Quiubok: 0 / Ckopocms: 0,0 k/c
BHumanne!
CUHXPOHM3aUMA KapT AOCTyNa Ha cepBeep SecurOS MOXET BbIMOAHATLCA AAMTebHOe Bpema. [poLiecc BO3MOXHO NpepBaTh B
Nt060I MOMEHT UM OCTaBWTb €70 BbIMONHATLCA B GOHOBOM pexuMe.

Puc. 23: dopma pyyHOI CUHXPOHU3ALMM KAPT

B cnucke cepeepoB oTobparkatoTcs Bce cepBepbl FaceX, npu 3Tom cepBepbl, C KOTOPbIMWU HET CBA3MW,
HEeaKTUBHbI M HEAOCTYNHb! ANA Bbi6Opa, a CNpaBa BbICTaB/EH 3HaK . CepBepbl Ha CBA3M 4OCTYMHbI

AnsA Bblbopa, a cnpaBa oTobpaxKaeTcsa CTaTyC CUHXPOHU3ALUMN:
- OLUMOKM CUHXPOHM3ALMN KapT OTCYTCTBYIOT;
@ - €CTb OWNBKU, BO3HMKLIKNE B NpoLiecce GOHOBOMN UM PYHHON CUHXPOHU3ALMMN.
MpaBee Ha3BaHUA cepBepa KypCMBOM BbiBOAUTCA MHPOpmauMa o paboTe aBToMaTUYECKON (OHOBOM

CUHXPOHU3aUUNN:

B none «KomaHA» yKa3blBaeTCA KONMYECTBO KOMaHZ WM3MEHEHUA KapT, HaxoAALWMXCA B odepeam
06paboTKky;

B none «OwmMBOK» yKasbiBaeTCA KOJIMYECTBO KOMaHA, U3MEHEHUA KapT, NpM MOMbITKE BbIMNOJHEHMUA
KOTOPbIX BO3HUK/IN OWIMOKM;

B none «CKOpoOCTb» YKa3blBaeTCA CpefHAA CKOPOCTb BbINOJHEHUS KOMaHA, U3MeHeHMA KapT 40CTyna
(KomaHpg, B cekyHAay).

Mpwu BbIGOPE CEpBEPOB, HA KOTOPbLIX TPebyeTcAa NPOU3BECTU CUHXPOHM3ALMIO KApT AOCTYNa, CTAHOBMUTCA
aKTMBHA KHOMKA «3anycTUTb CUHXPOHM3auuto». Mocsie eé HaxkaTMA HauymMHaeTcsa npouecc (Puc. 24)
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\EE]\ BactnoH-3 — MaHenk ynpaeneHua Onepatop: q - O X

CrHXpOHM3auma

O6HoB/eHWe AaHHbIX Ha cepBepe SecurOS FaceX...

Puc. 24: PyyHaa CMHXPOHU3ALMA KapT A0CTyna

OTMeHWTb onepaLLmio CUHXPOHMU3ALLMN?
Vnn npoaonxkuts B GOHOBOM pexume?

Mpoaonkunte B GOHOBOM pexume OTMEHWTL CUHXPOHU3ALINIO

Puc. 25: BapraHTbl OTMEHbI OnepaLumn py4yHoOil CUHXPOHU3aLUK

Mpouecc B N06OM MOMEHT MOMKHO OCTAHOBUTb WMAU MeEPeBecTM B GOHOBbLIA PEXKUM, HaXKaB KHOMKY
OTMeHbl 1 BbIBpaB COOTBETCTBYIOLLEE AEMNCTBME B OTKPbIBWEMcs gnanore (Puc. 25).

CepBepbl Ha KOTOPbIX ye uaeT B (OHe CUHXPOHM3AUMA, 3anylleHHaa BPYy4YyHYlO, MMeloT
COOTBETCTBYIOLWMIM CTATYC « CUHXPOHU3AYUS...» N TOXKE HeZoCTyMnHbl ANs Bblbopa.
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5.2. Pexum uaeHtTudukaumm

B pexxmme naeHTMOUKALMM JOCTYN NOCETUTENO MOXKET BbITb NpesocTaBaeH NM60 Npu pacno3HaBaHUK
ero fimua, AMbo Npu NpesbaBAEHUN KAPTbl K CHUTbIBATENIO (€CN CYUMTLIBATEb YCTAHOB/IEH U aKTUBEH).
[Ona nonyyeHna [oOCTyma Ha TOYKe MNPOXoAa MNOCETUTEsNt0 AOCTaTOYHO BCTaTb HAMpOTMB Kamepbl
BuaeoHabntogeHuns. CBU SecurOS FaceX npoaHanusupyet n3obparkeHne nnua noceTutens, noayvyeHHoe
C KaMepbl, U CPABHUT ero ¢ poTorpadmamm BCEX aKTUBHbIX NPOMYCKOB B cucteme (Puc. 26).

L o

pr— {AOTH] +hoTto :.':.\';\-\.RHH"-‘
> BacTMOH-3 . D ~ ST
Secure0S FaceX | TO4KMNpoxega [ ‘&*‘1@:““*-“
CODLITHA CcoDLITUA [} Sy
— : 4

] | | NpeLoCTaENeHUA MOEHTHDWKELMK | | | O
L====\ #rocvyna+aoro W (hOTOCUMKCALIN —— []“ﬁ}';:%*}
= e
MK CBH
"BacTynoH-3" Secure03
nogTeepEaeHe TYPHHUKET

DEKTHYECKOD
npoxona

KapTH 4OCTYNA KOA KapTsl ZOCTYR
BacTmon-3 - —_— Elsys - MB
Elsys —
YDOBHM AOCTYNA

Elsys-MB-Net

Puc. 26: PaboTa cuctembl B pexxume uaeHTMGUKaLUKU

Mpy nosBAeHUM B NoJe 3peHUs Kamepbl AnUa B «bacTMoH-3» byaeT BblgaHo cobbiTe «<HasBaHue
TOUKM npoxoga>: 3adUKCMpPOBaHO AUULO Npu  BXoae/sbixoge» C npusasaHHON ¢oTorpadueit
nocetTuTens, NONYYEeHHOW C Kamepbl BUAEOHAONIOAEHMA, eCnX reHepauma cobbiTuii poTodumKcaumm He
OTK/Il0YEHA B HACTPOWMKax HanpassieHua npoxoga (n. 4.2.3). Mpwu BKAtoYeHHON obpaboTKke cobbITUi OT
OETEKTOPa MACOK B C/ly4ae, eC/iM Ha Pacno3HaHHOM JIMLLE OTCYTCTBYET MacKa, byayT npuxoauTb cobbITUA
«<HasBaHue TOuKM npoxoga>: 3adpUKCUPOBaAHO ANLO Npu Bxoae/Bbixoge. OTcyTcTBYeT MacKa!». Mpu
BK/ItOYEHHOMN 06paboTKe cobbITMIA OT AeTeKTOopa NOAMEHbI ANLA B CAy4ae, eciiv obHapy»KeHa nogmeHa
Amua  byayt npuxoauTb cobbita «<Ha3BaHMe TOUYKM npoxoga>: 3adPUKCMPOBAHO AULO nNpu
Bxoge/Bbixoge. Bo3moxHa nogmeHal».

Ecnn cepsep SecurOS FaceX 0b6HapyXUT B cUCTEME aKTMBHbIM NPONYCcK, umerowmii ¢otorpaduto anua,
COBMAZAOWEro C /JIMUOM Ha u306paxkeHUW, MOAYYEHHOrO C Kamepbl BWAeOHabawAeHuA, TO
COOTBETCTBYHOLMIA KOg, KapTbl byaeT oTnpasBneH Ha KoHTponnep CKY[ ELSYS, a B «bacTnoH-3» byget
BblAaHO COObITME (C MpPMBA3aHHbIM M300paXKeHWem Juua MNOCETUTENS, MOJIYYEHHBIM C Kamepbl
BuAeoHabnoaeHns) «<HaseaHue mMoyYyku npoxoda>: YcnewHasa upeHTUGUKauua <OUO
nocemumensa>». [1pn 3TOM OKOH4YaTeNbHOE peweHne o gonycke npuHumaetr CKY[ ELSYS Ha ocHose
MMEIOLLMXCA NPaB U YPOBHENM A0CTyNa.

Mpu BKAOYEHHOM 0BpaboTKe cOOLITUI OT AEeTeKTopa MacoK B Cay4vae, eCM Ha Pacno3HaHHOM uue
OTCYTCTBYET MacKa, byayT npuxoguTb cobbiTMAa «<HasBaHMe TOUKM npoxoga>: B goctyne oTKasaHo
<®UNO0 nocetutensa> - OTCYTCTBUE MACKU Ha MLe».

Mpwn BKAtOYEeHHON 0b6paboTKe cobbLITM OT AeTeKTopa MOAMEHbI /NLA B C/ydYae, ecnm obHapy:KeHa
nogmeHa anua byayt npuxoauTb cobbiTMa «<Ha3BaHMe TOUKM npoxoga>: B aoctyne otkasaHo <®PUO
NoceTUTENA> - BO3MOXKHA nogmeHal».

Bo Bcex cnyvasax ¢otorpadusa, NpUKpPennEHHan K reHepupyemomy cobbiTuio, bygeTt oTobparkeHa B OKHe
pacwmpeHHoro coobuieHuns (ecam BKAOYEHa COOTBETCTBYIOWLAA HACTPOWKa B napameTpax «bacTMoH-3»).
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5.3. Pexum aAByx¢paKTOPHOU ayTeHTUPUKALUU

B perkume nBYyXxPaKTOPHOM ayTeHTUDMUKaALMM NOCceTUTENb NPUKNAAbIBAET NPONYCK K cuuTbiBaTeNt0. Mpu
3TOM €ro /Auuo [OMKHO OblTb B 30He 0630pa Kamepbl BMAEOHAONIOAEHWMSA, CBA3AHHOM C 3TUM
cumtbiBaTenem. KoHtponnep Elsys-MB nposepseT npaBa npegbABAeHHOM KapTbl gocTtyna. Ecam ana
KapTbl aKTMBHa onuua «JocTyn c noaTBep:KAeHUMem», TO KOHTPO/JEp BblAAeT 3anpoc BHELHel
ayTeHTUOUKALMN KapTbl, KOTOPbIA MoaydyaeT moaynb «bactnoH-3 — SecurOS FaceX». Janee moaynb
oXunpaet ot cepsepa SecurOS FaceX cobbite 06 uaeHTUOMKAUMKM UAM BepudMKauuu, U, ecau
NOEHTUOULMPOBAHHDLIA MNOCETUTENb COOTBETCTBYET B/AAENbLY MPUNOXKEHHOM K CYMUTLIBATENO KapTbl,
pe3ynbTaT ayTeHTMdMKauun nepegaetca obpaTHo Yepes gpalisep «bacTnoH-3 — Elsys» B KOHTponsiep
Kak noareepaeHune goctyna (Puc. 27).

A ONVIF |
> KapTei + @OTO
> bactnoH-3 - ——
i SecureOS FaceX | 704w npoxoaa
_ aETOpW3aumMm . « [
e’ | CODBITMR
l l nogrveepxaerHne naeHTHOuUKaumMmn ] l l
—_— aoctyna 1 oToDUKaLMK —_—
MnK CepBep BHewWwHeN

CHUCTeMbl

BacTuon-3 -

Elsys - MB
Elsys

Elsys-MB-Net %l

TYDHUKET

Kapta cyuTBIBaTEND

Puc. 27: Pabota cuctembl B pexkxume AByX(PpaKTOpHOI ayTeHTUPUKaumum
Mpy noABaeHUM B Noje 3peHns Kamepbl nnua, B MK «bactmoH-3» byaeT BblaaHo cobbiTve «<Ha3BaHue
TOUYKM Npoxoaa>: 3apUKCUPOBAHO NIULLO», €CAN FeHepauma cobbiTnit doToPuKcaumm He OTK/OYEHA B
HACTPOMKax TOYKMU NPOXoaa.

O6Hapy>+<eHv1e MaCKM " nogmeHbl 11nua OCyLecTBnAeTCA aHa/10r’M4YHbImMm M,D,eHTMCI)MKaU,VIM o6pa30M.

Ecam  nuuyHoCcTb nocetutena 6biia noaTtBepKAeHa nNo ero wu3obpaxkeHwuto, To aoctyn b6yaer
npeaoctasneH. B MK «bactnoH-3» 6yaeT BblAaHO cobbiTe «<HazsaHue moyku npoxoda>: YcnewHas
eepudukauua <®MO nocemumena>».

Ecnv B TeyeHue 3a4aHHOIO BpemeHu oxuaaHusa cepsepom SecurOS FaceX He byaeT 3apMKcUMpoBaHO
Nvua BNagenbla MNPUNOXKEHHOW KapTbl, To B K «bacTMoH-3» 6yaeT BblgaHO TpeBOXHOe cobbiTue
«<HazeaHue moyku npoxoda>: omkaz e Oocmyne Ha 6x00/ebix00 onepamopom <®UO
nocemumena>».

K cobbiTMam «3adUKCUPOBAHO /ANLO» W «AOCTYN MOATBEPMNKAEH» npukpenaserca d¢otorpadus
noceTUTens, Noay4eHHasa C Kamepbl BUAeoHabaoaeHUA. ECM coOTBETCTBYIOLLANA HAaCTPOMKa BK/lOYeHa B
napametpax «bacTMoH-3», To poTorpadusa byaeT oTobparkeHa B OKHE PaCLUMPEHHOro coobLeHms.
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BHumaHue! Pexcum 0syxgpakmopHoli aymeHmucukayuu mpebyem Haau4ua cefa3u U
pabomocnocobHocmu He MmosibKo KOHmMposnnaepos ELSYS, Ho u modynel MK «bacmuoH-3» u
cepsepos SecurOS FaceX. B cay4ae HeucripagHocmu xomsa 6bl 00HO20 U3 KOMIMOHEHMOS,
noomeepxcdeHue docmyna 041 Kapm nepedasamoscsa He bydem u 8 docmyne 6yoem omka3aHo. B
cnydae HeucnpasHocmu cepgepos SecurOS FaceX pekomeHOyemcsa 0414 coomeemcmayouux
moyek npoxoda ycmaHasnusams onyuto «Asmomamuyeckoe noomeepicoeHue.

5.4. OTciexuBaHue MMpoxoAaa Ha BUPTYAJIbHBIX TOYKAX JOCTYyIIA

[ns BUPTYyanbHOM TOYKM nNpoxoga cuctema SecurOS FaceX npu obHapyXKeHUU Ha nsobpaxkeHumn ntoboro
nua 6yaet reHepuposaTbh cobbiTve «3adpUKCUPOBAHO NMLO NpU BXxoae/Bbixoge» C MPMBA3AHHbLIM
n3obparkeHnem numua NoCceTUTeNs, NoJly4eHHbIM C Kamepbl BUAeoHabloaeHuA.

BHumaHue! He pexkomeHdyemcsa ucnosns3osames 3mo cobbimue, m. K. OHO 2eHepupyemcsa
HEeCKOs1bKO pa3 Ha 00HO AUYO. BMecmo He20 MOMCHO UCMO0/163080Mb PEHUM MoaAyYeHUA
cobbimuli «DuKcuposame HeuzsecmHsle NepcoHsl» (cm. . 2.4.3).

Ecan SecurOS FaceX O6GHApy»KMT B CUCTEME aKTMBHbIA MPONycK, umetowmin doTorpaduio amua,
COBNAaJaloLLero C /MLOM Ha M306paKeHWW, MONYYEHHOro C Kamepbl BuaeoHabnwogeHus, 1o B MK
«BacTmoH-3» 6yaet BblaaHo cobbiTue «MaeHTudUKauma npu Bxoge/sbixoge <PUO nocemumena>», v
nocne nposepkn nonHomouuni B MK «bacTMoH-3» cooTBETCTBYIOWME COODOLWEHNA O WTAaTHOM Npoxoae
«LUtaTHbIN BXOA/BbIXOA, <PUO nocemumena>» WIN HaAMuMe OrpaHUYEHMIn doctyna «Bxoa/sbixog
3anpeleH <@MO nocemumena>».
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Puc. 28: Pa6oTa cucTemMbl C BUPTYa/ibHbIMM TOYKaMM Npoxoaa

BHumarve! X

BuprtyanbHasa Touka npoxoga 1.17.01:
HeussecTHoe nuuo npu Bxoge

Echm  SecurOS FaceX He OOGHapyXUT B cucteme
aKTUBHbLIN NPONYCK, MMmelowWwnn doTorpadputo nuua,
COBMAZaloLWero C  JMUOM  Ha  u306paxkeHun,
MoJlyYEHHOro C Kamepbl BuAeoHabntogeHuns, 1o B MK
«bacTnoH-3» 6yaet BblAaHO cobbiTMe «HeusBecTHoe
nvuo npu exoge/sbixoge» (Puc. 29).

A\

OK

Puc. 29: PaclumpeHHoe cooblieHne
"HeussectHoe Anuo"
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Mpwn BKAOYEHHOW onuuM OBHapy*KeHMUA MacKu, U Npu eé He 0BHapYKeHWUWU, ANA U3BECTHOWM MNepCcoHbI
6yaet BblaaHo cobbitve «UaeHTuduKkaumua npu exoge/sbixoge <®PUNO nocemumensa>. Omcymecmeayem
macka!», n nocne nposepkun nonHomouni B MK «bacTMoH-3» coOTBETCTBYOLWME COOBLEHNA O LUITATHOM
npoxoge «lUtaTHbIi BXoa/Bbixog <PUO nocemumena> Omcymcmeyem mackal!» wan Hanuuume
orpaHuyeHunin goctyna «Bxoa/sbixog, 3anpeweH <®NO nocemumena> Omcymcemeyem macka!». Ona
HEeM3BECTHOMN NepcoHbl reHepupyetca cobbiTue «HeunssectHoe nMUo nNpu Bxoge/Bbixoge . OTcyTcTBYET
mackal».

Mpw BKAOYEHHOWN ONUMK OBHapyKeHMA NOAMEHbI MLa, U NPU 0OHAPYKEHUU MNONbITKM NOAMEHbI, AAA
M3BECTHOW MepcoHbl byaeT BbigaHo cobbiTne «UMaeHTMduKauma npu Bxoge/sbixoge <®UO
nocemumena>. Bo3moxHa nodmeHa!», n nocne nposepkn nonHomoumn B MK «bacTMoH-3»
cooTBeTCTBYOWME COOBLEHMA O WTaTHOM npoxode «lUraTHbi BXxoa/Bbixoga <®MO nocemumens>
Bo3moxtHa nodmeHa!» wAn HannumMe oOrpaHudeHnin goctyna «Bxoa/ebixog 3anpeweH <@®MO
nocemumena> Bo3moxHa noomeHa!». [OnAa Heu3BeCTHOM MEPCOHbl reHepupyeTcs cobbiTue
«HeussecTtHoe ML npu Bxoae/Bbixoae . Bo3moxicHa noomeHal».

Ecnv cooTBeTcTBYIOWLAA HAcTpOMKa BKAloYeHa B napameTpax [K «bactMoH-3», To doTorpadums,
npuKpenasemas K cobbiTuam, byaet oTobparkeHa B OKHE PacLUMPEHHOro COobLEeHNA.

6. HemrraTHbie cuTyaniuu
Echn nocne HacTpoiKuM nogkatouveHua K cepBepy SecurOS FaceX coeauMHeHwe € cepBepom He
YCTaHaB/MBaETCA HEOOXOA4MMO BbINOAHUTL C/leAyloLLIME NPOBEPKU:
* MPOBEpPUTb, YTO B HACTPOMKaAx ApaliBepa yKasaH BepHbln IP-agpec cepsepa. Mpun sTom
yKasbiBaTtb localhost nnm 127.0.0.1 npu passepHyTom cepBepe SecurOS FaceX Ha Tom ke
MK Heponyctumo. TpebyeTcs sBHOe yKasaHue |P-agpeca ceTteBoro uHTepdeiica ¢
NPUOPUTETHON METPUKOI!
* npoBepuTb, YTo NopTbl FaceX mn Rest APl B HacTpolkax gpaisepa u SecurOS FaceX
COBMafatoT.
*  NpOBepUTb, He 3aHATbI IN yKa3aHHble nopTbl FaceX n Rest APl gpyrumun npuaoxKeHnamu.
Kak BapuaHT, MOXHO nonpoboBaTb 3aMeHUTb BblENEePeYNC/IEHHbIE MOPTbl Ha
HeucnoJsibayemble.

Ecnun nogkntoveHne NponcxoguT, HO CIUCOK AOCTYMNHbIX KaMep pacno3HaBaHMA HeLOCTYNEH UM MYCTOM
TpebyeTca NpoBepuUTb KOPPEKTHOCTb YKA3aHWA B HacCTpoiKax Apansepa IP-agpec cepsepa SecurOS
FaceX. YKasbiBaTb localhost nan 127.0.0.1 npu passepHyTom cepsepe SecurOS FaceX Ha Tom e [MK
HeaonycTMmo.

B cnyuyae notepu cBA3M ¢ cepepom «SecurOS FaceX» B «bacTMoH-3» 6yaeT BblAaHO cobbiTMe
«lMoTepAHO coeauHeHue c cepBepom SecurOS FaceX». Mpu BoccTaHOBNEHUM CBA3M ByAeT BblAaHO
cobbiThe «YCTaHOBNEHO coeauHeHue ¢ cepsepom SecurOS FaceX».

Pexkum aByxdaKTOpHON ayTeHTUPUKauuu TpebyeT Hannuma cBA3U M PaboTocnocobHOCTU He TONIbKO
KoHTponnepos ELSYS, Ho u mogyneir MK «BactmoH-3» n cepBepoB «SecurOS FaceX». B cnyyae
HENCNPaBHOCTM XOTA Bbl OAHOIO M3 KOMMNOHEHTOB, NOATBEPKAEHNE AOCTYNA ANA KapT NepenasBaTbCA He
bygetr u B goctyne 6yaetr oOTKasaHo. B cnyyae HeucnpaBHOCTM cepBepoB «SecurOS FaceX»
pekomeHAyeTCA 417 COOTBETCTBYIOWMX TOYEK MPOXOAa BPEMEHHO YCTAaHOBUTL ONUMI0 « ABTOMaTUYecKoe
noaTBepKaeHUe».
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7. llpuioxeHusa

[Ipunoxxenue 1. Ciucok cocrossHuu «bactuoH-3 - SecurOS FaceX »

Bo3MOMKHble COCTOSHUA YCTPOWUCTB ApaiBepa, yCTaHaBAMBAaeMble B npoLecce ero paboTbl.

YcTpoiictBo UpeHTMPUMKaTOp cocTOAHMA PacwudpoBKa cocTosHUA
Cepsep 0 CocTosAHWe HEM3BECTHO: ApaiBep OTK/OYEH UK He
pacnosHaBaHus, HACTPOEH.
™n 26
1 HopmanbHoe cocToAaHue nprubopa, BOCCTaHOBIEHWE
Touka pgoctyna, CBA3N.
T™Mn 37
4 TpeBoXKHOE COCTOAHNE TOYEK A0CTyna — npwm
BupTyanbHaa Touka 06HapyKeHMM 3anpeLLeHHbIX COCTOAHWUN.
hoctyna,
T™n 3 5 HeuncnpaBHOe COCTOAHME: YCTPOMCTBO HE HA CBA3M
WK NpULLAA HEUCNPABHOCTb ycTpoKcTea oT MO
«SecurOS FaceX».
40 LLITaTHbIe COCTOAHMA TOYEK JOCTYNa — NpuU
LUITATHbIX MPOXOAaXx.

[Ipunoxxenue 2. UcTopust U3BMeHEeHU M
2025.3 (05.12.2025)

[+] NDopaboTaHo gobasneHne/obHoBNAEHME doOTOrpadumn nepcoHbl Ha cepsep «SecurOS FaceX»,
NCXo4A U3 U3MEHEHWUI B BepcMAX cepBepa HaunHaa ¢ 11.13 v Bbiwe.

[+] WUcnpaBneHa owwnbKa, KOTOopaAa nNpuMBOAMAA K OCTAaHOBKE rapaHTMPOBAHHOM [A0CTaBKM
M3MEHEeHW npu nonbiTke AobaBneHns/obHOBNEHUA HEKOppPeKTHOW ¢oTorpadmm Ha cepsep
«SecurOS FaceX».

2025.2 (22.10.2025)

[+] OobaBneHa nopaep)kKa KaCKagHOro OOHOB/IEHUA 3N1E€MEHTapHbIX COCTaBOB YpPOBHEM
aocrtyna.

2025.1 (01.03.2025)

[+] JDobaBneHa obpaboTka cobbiTUIA «HeunsBecTHad nepcoHa», KOTOpOe 3HauuTesibHO
KOPPEKTHee, YemM MpocTo cobbiTMe «3adUKCMPOBAHO /MLO» (NOCNeAHWE MOTIM NPUXOAUTb
MHOTOKPaTHO NpU 06HapyKEHNN KaK U3BECTHOTO, TaK U HEM3BECTHOTO /ML)

[+] NepepenaH mexaHU3M CUHXPOHM3ALUMM KApPT AOCTyNa: Tenepb C CEPBEPOM PaCcno3HABAHMA
CUHXPOHU3UPYIOTCA TOJIbKO Te MPOMYCKa, KOTOPbIM Ha3HAYeH YPOBEHb AOCTYNa, BKAOYAOLLMI
TOYKM NPOxXoAa, 06CyKMBaeMble CEpPBEPOM Pacno3HaBaHUA AuL,
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[+] NepepenaH mexaHM3M MOArOTOBKM KOMaHZ, [apaHTMPOBAHHOM [OCTaBKM M3MEHEHWI
NPONyCcKoB: KOMaHAbl GOPMUPYIOTCA aHANIOTMYHO NPOLLECCY MHULMANMU3ALLUK C NPUBA3KON KapT
K cepBepam Yepes ypoBHM 40CTyNa.

[+] Tenepb ¥ Npy MHULMANM3ALUUKN, U NPU AaBTOMATUYECKON AOCTaBKE M3MEHEHMUI MPOMYCKOB
06pabaTbiBatoOTCA TONLKO Nponycka ¢ ¢poTorpadpuamu.

[+] NepepenaH mexaHM3m 06paboTKM KOomaHA MapaHTUPOBAHHOW AOCTaBKM U3MEHEHWUIA: OHMU
obpabaTbiBalOTCA MaKETHO, MNPU 3TOM OTC/AEKUBAETCA KOPPEKTHOCTb MX WCMOJHEHUA WU
BbIMO/IHAETCSA NOBTOPHOE BbINO/IHEHME B C/ly4ae OWMOOK.

[+] Adob6aBneHa ocTaHOBKA aBTOMAaTMYECKOM [AOCTaBKM M3MEHEHUI MPOMNYCKOB W OYMCTKa
yCTapeBLUIMX KOMaHA U3MEHEHWNI NPU 3anycke PyYHON CUHXPOHM3ALUNN.

[+] BBeaeH napameTp «Bpems }KM3HU KOMaHA, 4OCTaBKM U3MEHEHWI», OTBEYaloW M 3a BpemMsa B
TeyeHne KoToporo 6yayT Npom3BOAUTLCA NOMbITKM NOBTOPHOW A0CTaBKM KOMaHA, U3MEHEHW
KapT AocTyna.

[+] YnyyweH pacyeT nporpecca BbINOJAHEHUA CUHXPOHU3ALUMKM — pacyeT BeJeTca Ha BCex aTanax
C OTOOpaXKeHMEM TEKYLLLEro AencTBuS.

[+] BBegeHo oTobparkeHWe cTaTyca paboTbl rapaHTUPOBAHHOW AOCTaBKM M3MEHEHWI KapT
[0CTyna 1 cTaTyca cepBepoB Pacno3HaBaHMA Ha NAaHEeNN PYYHOW CUHXPOHU3ALMUMN.

[+] AobaBneHa HacTpoiKa 1 0b6paboTKa YacoBbIX NOACOB. TaKkKe Tenepb PUKCUPYETCA BPeMS
cobbITUM, NoNyYaemoe OT cepBepa pacno3HaBaHMA (BMECTO IOKaIbHOTO BPEMEHW ApaliBepa).

[+] AobaBneHo onucaHue nosei B YHMBEPCAbHOM KOHbUrypaTope.

[*] VYnyyweHo norupoBaHMe npouecca paboTbl  ApaliBepa, BBeAeH MNapaMeTp
BKIHOYAOLLMNI/OTKNIOYAOLWMI AOMNONHUTENIBHOE NOTMPOBaHMeE.

[*] Yny4yweHn npouecc 3anycka U oCTaHOBKKU ApaliBepa.

2023.1 (15.11.2023)

[+] NepBas Bepcusa, BKAOYEHA B KOMMNAEKT nocTaBku MK «bacTMoH-3».
2024.1 (19.08.2024)

[*] Nepexoa Ha Avalonia 11.

2024.2 (17.12.2024)

[*] NcnpaBneHa ownbKa nepBoHa4YanbHOM MHULMANN3ALLNMN.
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