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1 O61mmue cBegeHUs

1.1 Ha3HayeHue U 06/1aCTh IPUMEHEHUS

[Opaiisep «bacTMoH-3 — Suprema» npeAHasHayeH ANA MHTerpauum 6UOMETPUYECKMX CYMTbIBATENEN
npoussoautena SUPREMA INC:

e Suprema BioStation A2;

e Suprema BioEntry W2;

e Suprema BioEntry P2;

e Suprema FaceStation 2;

e Suprema FaceStation F2 (c noaaep»Koi oTne4yaTKoB nanbLes un 6es);

e Suprema BioStation 3.

BHumaHue! buomempuyeckue KOHMpossaepsi Suprema uHmeepuposaHsl 8 MK «bacmuoH-3» Kak
cuumelgamenu. PeweHue o npedocmasneHuu docmyna npuHUMaem omoesbHblli KoHmMposnep
CKY/l (0bbiyHO CKY/] Elsys).

[paiiBep obecneymBaeT MOHUTOPUHT COCTOAHUA CUYUTbIBATENEN U 3arpy3Ky B HUX MAEHTUDUKALMOHHbIX
NpPM3HaKoB NoJib3oBaTesien. TakKe cunTbiBaTenn Suprema FaceStation 2 n Suprema FaceStation F2, npu
NOAKAOYEHUM CMEeLManN3nPOBaHHOM Kamepbl, UMEKOT BO3MOXHOCTb U3MEPEHUA U BbIBOAA 3HAYEHUI
Temnepatypbl B MK «bactMoH-3» (cm. n. 5.4).

BHumaHue! He noddepxcusaemca o0HospemeHHaA paboma Kapm ¢opmamos Em-Marine u
Mifare e eduHoli cucmeme. Heob6xo00umo Ucrnonbzosams Kapmsi 00HO20 Muna.

BHumaHue! Buomempuyeckue cucmemosl mpebyrom 00HO3HAYHO20 coomeemcmaeus «[lepcoHa-
Mponyck», noamomy npu HazHavyeHUU 8 6ropPo NPornycKos 0OHOU NepcoHe HECKOAbKUX MPornycKos
(kapm Oocmyna) cucmema moxem pabomames HEKOPPeKmMHO (06bIYHO COBMEeCMmHO C
buomempuyecKkumu cuumesigamenamu pabomaem nepeas 8bI0AHHAA NMePCoHe Kapma).

1.2 CtpyKTypa cCUCTEeMbI

CumTbiBaTENIN NOAK/OYAIOTCA K cepBepy 060pyA0BaHMA MO SIOKa/IbHOM CeTU U K KoHTpoanepam CKY/ no
nHTepoeiicy Wiegand. Mo n0oKanbHOM CETU OCYLLECTBAAETCA MOHUTOPUHI COCTOSIHUA CYMTbIBaTeNA U
3arpy3Ka B HEro faHHblx, a no uHTepdeicy Wiegand — nepegaya Koza nosib3oBaTena U3 CYNTbIBATENSA B
KOHTponnep CKY/.

HacTpolika NoAKAOUYEHHbIX K JIOKAZIbHOM CETU cYMTbIBaTe el ocyluecteaserca yepes MO BioStar nau Ha
CaMOM cYUTbIBaTeNE.

[na 3aHeceHMA OTNEYATKOB NajblLa WUCMO/b3YETCA HACTO/MbHbIA CYMTbIBATENb Suprema Bio Mini nam

Suprema Bio Mini Plus 2, ans 3aHeceHus curHaTyp Anua — Suprema FaceStation 2.

BHumaHue! Paboma ¢ HaOCMobHbIMU cHUMbIBAMENAMU OMIe4amKoes nassyes Suprema Bio Mini
u Suprema Bio Mini Plus 2 noddepxcusaemcs mosoko nod Windows.
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CuutbiBaTenn Suprema FaceStation F2, Suprema FaceStation F2 FP 1 Suprema BioStation 3 nonyuvator
CUTHaTypbl nua U3 dotorpaduii, BHeceHHbIX B MK «bacTnoH-3». CuntbiBaTenu FaceStation 2 nonyyatot
CUTHATYpPbI INLLA NYTEM CHATUA CUFHATYP HENOCPEACTBEHHO C UL, NO/Ib30BATENEN.

BHumarue! [lna KoppeKmHo20 3aHeceHUsA cueHamMyp Auyd, Gomoepaguu  O0AHCHbI
y008/71emMeopAmb CAedyrouuUM Kpumepusam:

e Xopowo pasauyumoe aAUYo, xHeaamesbHo — He meHee 1/4 om pasmepa gpomoepaguu,
cmpo2o — He meHee 1/8;

o  ®poHmansHoe, nubo 6uU3Koe K HEMY MOo0XEHUE AUUa;
e Jluyo, He nepeKkpbisaemoe Opy2umu obvbekmamu;

e HelimpasnbHoe sbipaxceHue Auya;

e JlocmamouHoil yposeHb oceeleHus.

B uesiom, peKomMeHOyemcs 8bIMoAHAMb CbEMKY 8 coomeemcmeuu ¢ mpebosaHUAM K
gomoepagpuam Ha nacrnopm PP,

3aHeceHWe BromeTpuyeckux curHatyp B MK «bacToH-3» npomsBoanTcs B moayne «Bopo nponyckos».
OnucaHue 3TOro npouecca nNpuMBeaeHO B AOKymeHTe «bacTmoH-3 — Blopo nponyckos. PyKoBoAcTBO
onepatopa». BHeceHHble cuUrHaTypbl nepeaaroTcA B CUMTbIBATENIM B aBTOMATUUYECKOM pexume, B
COOTBETCTBUM C YPOBHAMM A0CTyna nosb3oBatenen CKY/.

BHumaHue! buomempuyeckue cueHamypel cuyumeleamerneli FaceStation 2, FaceStation F2
(FaceStation F2 FP) u BioStation 3 He senstomcsa 83aumo3zameHsemsiMu. FaceStation 2 pabomaem
¢ 3D-cueHamypamu nuya, a FaceStation F2 u Suprema BioStation 3 — ¢ cueHamypamu Ha ocHoge
¢omoepacgpuli.

MK "BacTUoH-3"
BMN12B

KommyTatop
4-NOPTOBLIA

Suprema Suprema

BioEntry W2 ’[ \ BioEntry W2

ELSYS-MB-PRO4
+ XB8 + Elsys-IP

1 —

Puc. 1. Mpumep noaKntoueHUA KOHTPOANEPOB Suprema
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2 YcaoBus IPUMEHEHUA

2.1 Tpe6GoBaHUS K COBMECTUMOCTH

[Opaiisep «bactMoH-3 — Suprema» ¢yHKUMOHMpPYeT B coctaBe [MK «bactMoH-3», TpeboBaHuA K
nporpammHomy obecneyeHuto MOJIHOCTbIO COOTBETCTBYHOT WM3/IOMKEHHBIM B AOKYMeHTe «bacmuoH-3.
Pykosodcmeo admuHuUcmpamopa.

TeKkyuiana Bepcua gpaisepa coemectuma c MK «bactnoH-3» Bepcumn 2025.4 v Boblwe.

2.2 JIluneH3upoBaHUe

Konnyectso nopaep:kmBaemblx CYMTbIBaTesNeld B ApaliBepe OrpaHMYEHO 4UYMCAIOM NpuobpeTeHHbIX
AnueHsnin. na pabotbl TpebyeTca HanuMune nuueHsum «bacTmoH-3 — Suprema» B KAtOYe 3alMUTbl Ha
KaXabl 06CcnyKMBaemblii ApaiBepom BMOMETPUYECKUIA CUNTBIBATEb.

MpM HEAOCTaTOYHOM KOJIMYECTBE JIMLEH3UA MPEeKpallaeTca MOHWUTOPUMHT W 3arpy3ka AaHHbIX BO Bce
cumTbiBaTeNM, M ApansBep ¢opmupyer coobuieHme «HeT AMueH3MIM», B KOTOPOM YKasblBaeTcs
Ko/inyecTBo TpebyembiX M NOyYeHHbIX ANLEH3MIA. PaboTa KoHOUrypaTopa ApaliBepa BO3MOXKHA U Npu
OTCYTCTBMM AOCTaTOMHOrO KO/IMYECTBA /IMLEH3MIA.

3 YcraHoBKa ApaiiBepa

B OC Windows ycTaHOBLWMUK apaiiBepa «bactMoH-3 — Suprema» npeactasnseT M3 ceba ABa naketa,
KOTopble BXOAAT B cocTaB MHcTannsaTopa MK «bacTMoH-3» M ycTaHaBAMBAOTCA aBTOMATUYECKM MpuU
yctaHoBke MK «bacTnoH-3».

Mpn HeOHXOAMMOCTN BO3MOXKHA YCTaHOBKA ApaiiBepa Bpy4YHyto. A 3Toro Heob6xoaMm yCTaHOB/IEHHbIM
MK «BbactnoH-3». UHcTannatop apansepa Drivers.Acs.Suprema.msi Haxo4MTCA Ha YCTAaHOBOYHOM AMUCKE
MK «bactMoH-3» B nanke Bastion3\Packages\Drivers\Acs. HeobxoguMmMo TaKsKe YCTaHOBMTb NaKeT
Drivers.Acs.BioCommon.msi, oTBeyaloWwMin 3a MHULMANM3ALUIO HACTPOEK cuyuTbiBaTeneim w
MHULUMANN3aLUMI0 NepcoHa, npucytcreytowero B cucteme MK «bactmoH-3».

[pansep yctaHaBansaetca B nanky /Drivers paboyero Katanora MK «bacTMoH-3».

C nomoubto MHcTannAaTopa MK «BacTMOH-3» MOXKHO TaK»Ke AeUHCTaAIMpPoBaTb ApaiBep, eCAn 3anycTuTb
nHctannaTop MK «bacTMoH-3» B pexnme BbIGOPOYHOM YCTAHOBKM, BbIK/IIOYMB NPU 3TOM ONUMIO BbiBopa
Apavnsepa.

[enHctannmpoBaTb OTAE/NbHO YCTAaHOB/IEHHbIN ApaBep MOMHO CTaHAAPTHbIMKM  CpeacTBaMM
onepaunoHHON CUCTEMbI.

Mocne ycnewHoW yCTaHOBKM BPY4YHYIO ApaviBep AOJIXKEH MOABUTLCA B CMMUCKE OpaliBEPOB B OKHe
peaakTMpoBaHMA cnucka apansepos MK «bacTMoH-3».

B OC Ha 6a3e Linux apaliBep noctaBnseTcA B BMAE YCTAaHOBOYHOro naketa ¢opmata DEB mnm RPM c
umeHem bastion3-driver-suprema_* 1 naketa mogyns, OTBEYAlOWEro 33 MHULMAMM3ALMIO HACTPOEK
CYMTbIBATENEN U MHULMANN3ALMIO NepCcoHa, npucyTcTeytowero B cucteme MK «bactnoH-3» bastion3-
driver-biocommon_* . [ipaitsep ycTaHasnusaeTca B KaTasnor /opt/bastion3/Drivers/Suprema.
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BHumaHue! He donyckaemca dobasneHue HeCKO/bKUX 3K3eMriaapos opalisepa Ha 0O0uH cepeep
obopydosaHua u3-3a ocobeHHocmeli SDK. [lpu Heobxodumocmu moxHO O0obasume o
3K3emnasapy opatlieepa Ha HECKOMbKO cepsepos 06opyd08aHUS.

4 Hacrtpouka apauiBepa

4.1 Oo6masa nocjeao0BaTe/IbHOCTDb JeMCTBUI

HacTpolika gpaliBepa B 06WeM CyYae BKAKOYAET CAeaytoLime sTanbl:

® HacTpolika cuuTbiBaTenei c nomollbio BHelHero MO (n. 4.2);

e nobasneHue gpaiBepa «bactmoH-3 — Suprema» B K «bactnoH-3» (n. 4.3);
e HacTpolika apaisepa (n. 4.4.2);

e pnobasneHue cumTbiBatenei (n. 4.4.4);

e HacTpoliKa napameTpoB cuuTbiBaTeneit (n. 4.4.4);

e nobaBneHue cuMTbiBaTENEM B YPOBHM AocTyna (n. 4.4.8);

e npoBepka pabotocnocobHocTH (n. 6).

4.2 Hacrtpoiika cuuTbIBaTe/ier ¢ noMoubio BHelnHero 10

[Ons HacTpoWMKM cumTbiBaTenen Suprema cnegyeT ucnonb3oBaTb O BioStar, nocrtaBnstoweecs c
obopynoBaHuem. TakKe BO3MOXKHA HACTPOMKa Ha CaMUX CUMTbIBATENAX, €C/IM OHU UMEIT AuCnaen u
KnaBuatypy.

Mpw HacTpoWKe cYMTbIBATENA HEOOXOAMMO YCTAHOBUTD:
e |P-appec
e [lopt TCP/IP
e Pexum sepudunKaymm
o UHTepdelc cuntbiBaTens KapT
[anee npuseaeH NpuMep HaCTPOMKK cuUTbIBaTeNel ¢ ncnonbsosaHnem MO BioStar 2. Bua Bcex OKoH

MOXeT bbITb M3MeHEH nponssoauTenem MNO.

1. CrauawnTe n yctaHosuTe N0 Biostar 2. CcbiNKM Ha CKaYMBaHWE PA3/IMYHbIX BAPUAHTOB
OANCTPUBYTUBOB N AIOKYMEHTaLMN HaXOAATCA Ha CTpaHuLe
https://www.supremainc.com/en/support/biostar-2-pakage.asp.

2. TMopgkntounte KoHTponnep Elsys-MB u ycTpoiicTBa Suprema cornacHo MHCTPYKUUAM No
3KcnyaTaumm U HeoH6Xo4MMbIM KOHPUTYpaLUAM.

3. 3anyctute MO Biostar 2, KAMKHYB NO AP/AbIKY Ha  [Lz8paboyem cTose. OTKkpoeTca 6paysep ¢
MeHt0 aBTopu3aunun. Ecnm 6paysep Bblgact ownbKy (Puc. 2), Heobxoammo K IP-agpecy MK

aonucatb Homep nopta 444 n 06HoBUTL cTpaHuLy. MNMpumep: https://192.168.132.106:444.
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@ Mot Found x +

c ‘0 A HezawmuwieHo \ 192.168.132.106

S Tewslpo £ <lapa» @ Peridect @ oMywcrup-Cs @Y EC-NI

Not Found

ATTP Error 404. The requested resource is not found.

Puc. 2. OwmnbKa aBTOpU3aLUM

4. 3aiguTe B MaHenb ynpasneHus, seeda 0rMH U naposab (Puc. 3).

4' BioStar 2

Need help?

admin

Puc. 3. OKHO aBTOpM3auuu BioStar 2

5. Nepelignte B meHto DEVICE 1 HaxkmuTe Ha KHonKy SEARCH DEVICE (Pwuc. 4).

J All Devices

All Devices Device Type
Device ID Name Grou

N~ 2 (Master/Slave)

Waiting Device

USB Device

<11, BioMini

Result Not Found.

Puc. 4. OKHo ycTpoiicTs BioStar 2

6. B okHe moucKa ycTpoicts (Puc. 5) byayT oTobparkeHbl AOCTYMNHble YCTPOMCTBA. 34eCb MOMKHO
CMEeHUTb MM IP-agpec Ha Tpebyemblit, BblAENNB YCTPOMCTBO M HaKaB Ha KHOMKY «Set IP».,
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-

All Devices BioEntry W2 92.168.1.99

m
m

Puc. 5. OKHO c pe3ynbTaTamu NOUCKa ycTpoiicTB BioStar 2

BHumaHue! Ecau ycmpolicmea He Hoeble, HEO6XO00UMO 8bIMOAHUMb UX MOAHbIG cbpoc Ha
30800CKUe HacmpoliKu, mak Kaxk ycmpolicmea moaau pabomame 6 3auUuieHHOM pexcume.

Ecnu ycTpolicTBo paboTaeT B He3alWMLLEHHOM pexnume, cbpoc moxHo caenaTb u3 MO BioStar 2.

ou want print debug message:

been found.
been found.

ion mode[SERVER_TO_DEV
ion mode[SERVER_TO_DEV

would you like to do?

Puc. 6. C6poc ycTpoiicTBa Ha 3aBOACKME HACTPOMUKMN

Ecnun yCcTpOMCTBO MCNOAB3YET 3aLlUMLLEHHbBIA PeXMM — BOCNONb3yWTech yTuantTo Suprema Demo Util,
KOTOPYO MOXHO 3anpocuTb y opuumanbHoro anctpubototopa Suprema.

CKPWHLWOT C Wwaramu no cbpocy ycTpoiCcTBa Ha 3aBOACKME HAaCTPOMKM NpeacTaBieH Ha Puc. 6.

Mocne cbpoca ycTPOCTBA K 3aBOACKMM HACTPOMKam NoBTopwUTeE LWarn 3-6.
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4.3 Jlo6aBJieHMe ApaniBepa

JobasneHne ppainsepa B MK «bacTMoH-3» onucaHO B AOKymeHTe «bacmuoH-3. Pykosodcmeo

adMuHUCmMpamopa».

Mocne pobaBneHus ApaliBepa, B pasgene «/Jpalieepbl» nNaHenuU ynpasB/ieHMA MNOABUTCA
COOTBETCTBYIOLWIAA NaHeNb Ana Apansepa bacTnmoH-3-Suprema (Puc. 7). NaHenb apaliBepa AOCTynNHa Ha
noboli paboyei cTaHUMK, rae ycTaHOBNEH Apaieep «bacTnoH-3 — Supreman.

BactnoH-3 - Suprema

#
+< B
Kondurypatop WHnuypanusauma

HaCTpoSK U
nepcoHana

Puc. 7. MeHto gpaiiBepa «bacTmoH-3 — Suprema»

MaHenb COZEPIKUT KHOMKU «KoHgueypamop» W «MHUYUAAU3AUUS HACMPOEK U MepCcoHana»
Nno3Bo/IAIOLWME Bbl3BaTb OKHO HAaCTPOMKM ApaliBepa v OKHO MHULMANM3ALMKN U MPOBEPKM KOHPUTIypaLmm
CYMTbIBaTENIEN COOTBETCTBEHHO.

KHOMKK meHIo apaiBepa moryT 6bITb HEAOCTYMHbI, €C/IM B HACTPOMKax Npodunsa onepaTopa OTCYTCTBYIOT
COOTBETCTBYIOLME paspeleHna. OnMcaHne HACTPOMKM paspeLleHnin npodunen nepcoHana HaxoauTcA B
pyKoOBOACTBE aAMUHUCTPATOPA «bacTMOH-3».

4.4 Kondurypatop apaiiBepa

4.4.1 Illoav3oe8ameawvckuill uHmepgeiic KoHgucypamopa

B ' Bactuon-3 - MNanens ynpaenenua Onepatop: q - O x
OcHoeHoe meHto ¥ [paiieepsl ¥ Suprema. Konduryparop

H x &

O Q MNapametpal
4 s
4 Hacrpoiikn

4 [] Cuntoizaten ~ Mpoune napaMeTpsl

- -
[l Cuuroizatens Suprema Fad
s BrntounTe oTnagouHsle coobuyeHms Het N

Bpema xmstm komang aoctaskw wsmeneqnd, YUMM:CC | 1:00:00

Wenonesoeats S50 Her S

OBRzaTensHeli NapaMeTp
Tonbko yTeHne

Puc. 8. TnaBHoe OKHO KOHUrypaTopa gpaBepa «bacTMoH-3 — Suprema»

B moayne ucnonbsyetcs obuwuii KOHPUrypaTop ApaliBepoOB, MHCTPYKUMA Ha KOTOPbIM COOepXKUTcA B
AOKyMmeHTe «BbacTnoH-3 — O6wmit KoHpUurypaTop. PyKoBoACTBO agMUHUCTPaTOpPa».
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B nieBoi YacTn oKHa KoHoUrypaTtopa (Puc. 8) HaxoguTca gepeBo YCTPOMUCTB, OTHOCALLMXCA K gpainsepy. B
NpPaBo YacTM OKHa Haxo4AMTCA OKHO MPOCMOTPa, oTobpaskatoLee CBOMCTBA BblAeNEHHOTO y3/a.

4.4.2 Hacmpoliku dpaiieepa
B y3ne «Hacmpoliku» BO3MOXXHO YCTaHOBUTb OCHOBHble NapameTpbl paboTbl ApaliBepa.

I'IapameTp «BKNOUNTL  OTNagouyHble COO6LL|,€HVIF{» NO3BOJIAET BK/JIOYUTb 3anNnUCb OT/N1a404HbIX
COO6LLI,eHMl\;1, YTO MOXKeT I'IOTpE6OBaTbCF| AnAa yctpaHeHnA BO3HUKLWNX I'IpO6/'I€M.

MapameTp «Bpemsa KU3HWM KOMAHA AOCTaBKM U3MeHeHui». Mo ymonvaHuto — 1 vac. Popmat
«4Y:MM:CC», rge Y4 — yacbl, MM — muHyTbl, CC — ceKyHAbl. Bce 3HauyeHuAa 3a8al0TCA B ABY3HAYHOM
dopmaTe. KomaHapl, KOTOpble HE BbINOJIHUANCL YCMELWHO B TeYeHME YKa3aHHOIo BPEMEHM, YAaNatoTca
M3 CMUCKA KOMAH/Z Ha UCNOJTHEHWME.

MapameTp «Mcnonb3oaTb SSL» HeobXoAMMO YCTAHOBUTb MPU  BKAKOYEHHOM LWMGPPOBAHMM Ha
CUMTbIBaTENAX. BKAoUEHME/BbIKNOYEHME WNPPOBAHMNA HA CUMTLIBATENAX OCYLLECTBAAETCA NPU NOMOLLM
CNeunann3MpoBaHHOMN YTUIUTbI, MONYYUTb KOTOPYIO MOXKHO B CNY}KOe TEXHUYECKON NoALEPHKKM.

4.4.3 Hacmpoiika yacogozo nosica

B y3ne «Cyumsieamenu» BO3MOMKHO YCTaHOBMTb YacoBOM MoAc cepBepa o0b6bopyaoBaHuA Ann
KOHKPETHOro 3K3emnisapa Apansepos.

MapameTp «YacoBoi moAc» — yKa3blBAETCA YaCOBOM MOAC, rAe pacnosioXeH cepsep 060pyA0BaHUA
«Suprema». Mo ymonyaHuio — 30Ha cepBepa cuctembl MK «bacTnoH-3». B cnyyae HeBEpPHOMN HACTPOMKM
Bpemsa cobbITUN OT cepBMca UHTerpauum byget npuxoanTtb B MK «BacTMoH-3» HenpaBuabHOe.

4.4.4 Hacmpoiika cH«umsieame.eii

HaCTpOﬁKa cynTbiBaTENEN B ,qpal‘/'lBepe 3aKNl04aeTCA B ,D,O6aB}'IEHMM HEO6XO,£I,MMOI'O X Kosn4decrtea u“
YCTaHOBKe AN1A HUX HEO6XO,£I,MMbIX napamMeTpos.

[Ona nobasneHUs cuuTbiBaTENA cneayet wau BblibpaTh y3en «Cyumsieamesnu» N HaxaTb KHOMKY «+»
(mo6aBMTb) Ha NaHEeNM UHCTPYMEHTOB, MW LWENKHYTb NPaBoi KHOMKOWM MbIWW Ha y3ne « Cyumsbisamenu»
1 BbIBpaTbh NYHKT «Job6asumb» U3 NOABUBLLErocA MeH0. MaKcMmanbHOe YUMCAOo cuuTbiBaTenen — 99.

B cBOMCTBax cuMTbiBaTENA AOCTYMNHbI CAeAylOLLIME NapaMeTpbl, pasaenéHHble no rpynnam (Puc. 9):

e [pynna «O6uwwue napameTpbI»
o HasBaHuWe — Ha3BaHuWe cunTbIBaTENA, AOCTYNHO ANA PeAaKTUPOBaHUA.
o Twun ycTpoicTBa — TWMN ycTpoilcTBa B bacTMoHe, TonAbKO Ana uyTeHuA. BbiBogutca pns
nHpopmauymn.
o Appec — nornyeckmii agpec cumtbiBatens B bacTMoHe, TONbKO ANnA uTeHwuA. [lna AaHHOM
CUCTEMbI HE HECET CMbIC/IOBOM HarpysKMu.

e [pynna «hgeHTUIUKAUNA»
o Pexum Bepudpukauum —n. 4.4.5.

o WHTepdeinc cuntbiBaTtens Kapt—n. 4.4.6.
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e [pynna «[ogKkntovyeHmne»
o IP-apgpec —IP-agpec cuntbiBaTensa. O6a3atenbHbIN NapameTp.
o MNopt TCP/IP — nopT cumTbiBaTENA, Bcerga 51211.

e [pynna «[lpoyne napameTpbI»

o Maponb agMuHUCTpaTopa — Napoiab ASMWHUCTPATMBHOINO [O0CTYNa ANA ynpaB/ieHuA
cyuTbIBaTENEM. Heobxogum ana ynpasieHua napameTpamm cunTbiBaTENSA
HenocpeAcTBEHHO CO CYMTbIBATENEN, MMEIOLWMX IKPAH M/UAKN KnaBuaTypy. PekomeHayeTca
3a4aBaTb C/I0OXKHble Mapon AnAa orpaHn4yeHUAa AOOCTyrna B HaCTpOVIKM C4HNTbIBaTeNnA
nosib30BaTeNsAM, He MMEILWMM COOTBETCTBYHOLWMUX MNpaB. ALMUHUCTPATOP C MNaponem
3aMnCbiBaeTCA B CYUTbIBATE/Ib NPWU NOJHON MHUMUManu3auuu. Maponb uncnosoi, ¢ 1 po 16
CMMBOJ10B, NO ymon4yaHuio — 375422, ID agmuHUCTpaTopa Bceraa «1».

o Tun cuMTbIBaTENA — HE PeAaKTMPYeMblit MapaMeTp TMMa CHUTbIBATENA.

o Mcnonb3oBaTb CUMTbLIBATESb - UCNOJIb3YETCA A1A OTKAOUYEHUA CUNTLIBATENEN, KOTOPbIE eLwé
He BBeAEHbl B 3KCMyaTauMI0 UM BPEMEHHO BbiBeAeHbl U3 Heé. Mo ymonyaHuio umeet
3HauyeHue "AkTmBeH". Mocne nepeBoga cunTbiBaTeNA B pexkmMm "HeakTnBeHn" 1 nepesanycka
ApaiiBepa, gpalriBep He 3aHMMAaeT JIMLEH3UIO Ha 3TOT CYMTbIBATE/b, HE YCTaHaB/IMBAET C
HUM CBfi3b, He OTobpa)kaeT cobbITUI OT cuuTbiBaTeNsA, He OTobpa)kaeT CcoCTosHue
CUMTbIBATENA C MOMOLLBIO MWKTOrPamMMbl, He oTobpakaeT CcuuTbiBaTeNlb B OKHe
WMHULMANM3ALMN, aBTOMATUYECKM MOMeYaeT KOMaHZbl rapaHTUPOBAHHOW [OCTaBKU AnA
3TOTO CYMTLIBATENA BbIMOJHEHHBIMW W He AeflaeT MOMbITOK MX nepeaaTb B CYUTLIBATED,
yCTaHaBAMBaET ANA CYUTbIBATENA NPU3HAK HEOBXOAMMOCTU MHMLMANN3ALNN.

Lna FaceStation 2 n FaceStation F2 gocTynHbl 4ONOAHUTENBHO C/ieaytowme napameTpbl:
e [pynna «HacTpoiKM KOHTPONA TeMMePaTYpPbI»

o KoHTponb TemnepaTypbl — ¢Jar, yKasbiBalOWMA Ha HeoBXOAMMOCTb MCMO/b30BaHUA
bYHKUMM M3MepeHna TemnepaTtypbl (MpM HaAUYMK Kamepbl).

O BepxHAs rpaHMUa [ONYCTMUMOW TemnepaTypbl — BEPXHAA [PaHULA 3HAYEHUSA

TeMnepaTypbl, MNPYM NPEBbILEHUM KOTOPOW CUMTbIBATE/b OTKa)KeT B A0CTyne C
COOTBETCTBYHOLWUM cobbiTnem (MpunoxkeHue 1).
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(8| BacTon-3 — Manens ynpasneHus Oneparop: q

OcHoBHOe MeHio ¥ [ipanBepbl ¥ Suprema. Kongurypatop

|+ —|& &

MoKcK...

Y ~| Napametpsl

4 | NOpansep sup
& HacTpoiikn

[] CuwTeiBaTEns Suprema Faces
[ CuuTeiBaTens Suprema BioSt

[] CuwTeiBaTEns Suprema BioSt

[ KonvpoeaTs napaMeTps 8 ApyTie YCTPONCTER..,

4 [] CovTeiBaTENM ~ OBWKe napaMeTpsl

Appec 1

WNcnonib3osaThk CHATLIBATEND ArTuBEH ~
HassaHue CunTeiBaTens Suprema FaceStation F2 + Fingerprint 01 S{
TWn ycTpoicTea CHMTBIBATEND

VHTepheic CHUTRIBATENA K3PT Wiegand-42 ~
Pexxum BepudnkaLmum KapTa uau nuuoe nan naney ~

|

HacTpoAKM KOHTPONA TEMNEPATYPhI

BepxHAA rPaknUa JonycTUMOW TeMnepaTypel, °C | 38

KOHTposL Hala4Ms Macku Het

<

KoHTposs TemMnepaTypsl Het

<

HUHHAA rPaHULa JonycTUMORA TeMNepaTypsl, “C | 32

IP agpec 192.168.22.75
MopT TCF/IP 51211

Mpo4yKre NnapaMeTpsi

|

Maponk 3AMUHUCTRETORS

TWA c4WThiBaTENR FaceStation F2 FP

Appec
Llenoe yncno
06A3aTenbHLIA NapameTp

Puc. 9. HaCTpOﬁKa OCHOBHbIX NAapPaMeTpPOoB cYUTbiBaTeNA

JOna FaceStation F2 pocTtynHbl TakXkKe cneaytolme napameTpbl:

e [pynna «HacTPOMKM KOHTPOAA TeMNepaTypbI»

O

KOHTpOAb Hanuuus macku — dnar, ykasbiBaloWwmin Ha HEOBXOAMMOCTb MCMONb30BaAHUA
OYHKUMM NPOBEPKM HAZIMUUA INLEBOIN MACKM (MpU HaIMYUKM Kamepbl).
HWKHAS  rpaHMUa AOMYCTMMOM TemnepaTtypbl — HWMKHAA TPaHULA  3HaYyeHus

TEMNepaTypbl, NPU He AOOCTUKEHMM KOTOPOW CuMTbiBaTENb OTKAXKeT B AJocTyne C
COOTBETCTBYIOLWMM cobbiTUeM (MpunoxkeHue 1).

BHumaHue! Tak kak GdMUHUCI’anmOp A8s159emca 00HUM U3 nosas3osamernel cyumeleamersid, mo

rnaporsib GOMUHucmpamopa o0bHoB1AEMCA 8 CYUMbIBAMEsNE MOsbKO npu uHuyuaausayuu

nepcoHana.

4.4.5 Pestcumsl udeHmugukayuu

MpU HaCTPOMKe CcYUTbIBAaTENs MOMKHO BbIGpPaTb OAWH U3 HECKONbKUX PEXMUMOB WAEHTUPUKALMMU
no/sb3oBaTtenen:

e KaprTa;

e [laneu, (048 Auyessix cyumsisameneli — «/luyo»);

e Kaprta 1 naneu, (819 auuessix ciumeleameneli — «kKapma u Auyo»);

e Kaprta unu naney, (014 auyessix cyumeleameneli — «Kapma uau Auyo»);

e Maneuy u NMNH-kopa (004 nuuyessbix cvumesisameneli — «/luyo u MNH-k00»);

e Kapta u MNMNH-Kogz;
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e Kapta 1 NMUH-Koa v nanew (ana nnuesbix cuntbiBaTenen — «Kapta n amuo 1 NUH-Koay);

o Kaprta 1 (MNH-kog nnun nanew) (4na anuesbIx cuntbiBaTenei — «Kapta u (amuo nam MNH-kog)»).

B pexkume «kapma» naeHTMdUKaLmMA NPOU3BOANTCA TOMbKO NO KapTe, B peume «rnaneu»/«auyo» -
TOJIbKO MO OAHOMY M3 BHECEHHbIX B CUCTEMY OTNEYATKOB MasibLes/curHaTyp anua.

B pexumax «kapma u nasey»/«kapma u aAuyo» wn «kapma u MUH MNH kod»/«auyo u MUH-ko0»
MAeHTUOMKaLMA NPoOBOAUTCA NO NPenbABAEHUID KapTbl, MOCAE Yero MCNONb3yeTcA OTMNevaToK
nanbua/curHatypa anua unam NMUH-Koa cooTBeTCTBEHHO. Pesxkum «naney u MNH-ko0»/«auyo u MNMNH-ko0»
TpebyeT naeHTUdUKaUMKM CHayana NO OTMedvaTKy nasnbua/curHatype Auua, nocsie yero HeobxoAuMMo
sBectn MNH-koa.
B pexume «kapma u MNH-ko0 u naneuy»/«kapma u auyo u MMH-k00» ana naeHTMPUKaUUM cHadvana
HY}KHO NpeabaABUTbL KapTy, NnoTom BBecTM NMNH-Ko4, nocae Yero CNoNb30BaTb OTNEYaToK nanbLa/Anuo.
B pexume «kapma u (MNH-k00 unu naney)»/«kapma u (auyo uau MAH-kod)» ans naeHTMdUKaLMM
CHayvasa HY)XHO NpeabaBUTb KapTy, nocne yero anbo seectu MNMUH-koa, iMbo UcnNonb3oBaTb OTNEYaToK
nanbua/nnuo.
HacTpolika aencTByeT Ha Bcex MoJsib3oBaTesien M MOMKeT ObiTb 3anmMcaHa B CYMTbIBATE/Ib OTAE/IbHO OT
cnucka nosb3osaTtesnel (n. 5.2).
Ona cuntbiBaTenen Suprema FaceStation F2 ¢ ogHoBpemeHHOM noaaepKon ngeHTMdnKaumMm no nmuy
M OTNEeYaTKy NafibLEeB AOCTYNEH PACLUMPEHHDIN CMUCOK PEXKMMOB UAEHTUPUKALMM:

e Kapra

e KapTta 1 amyo

e KapTta uam anuo

e KapTa v nanel,

e KapTta unu naney,

e KapTa uav nmuo unu nanew,

e J/lnyo

e J/lnuo v naney,

e Jlnyo vn NMNUH-kog

e J/lnyo nnn naney,

e [laney,

e [laney n anuo

e Maney u NMUH-Kog,

e Kapta v NMNH-Kog

e KapTa 1 (n1uo nam nanew)

e Kapta 1 (nmuo nam NUH-Koa)

e Kapta 1 (nanew nnm NUH-koa)

e Kapta 1 (nmMuo nam nanew, unm NMUH-koa)

e KapTa 1 anuo n naney,

e Kapta v amuo u NMNUH-Kkoga

e KapTta 1 naneuy v nmuo

e Kapta v nanew, v NMUH-kog,

e Kapta 1 (nmuo naum nanew) u NUH-Kog,

e Kapta u anuo u (nanew, unu NMUH-koa)
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e Kapta v naneuy v (nnuo unu NMUH-koa)
e /lnyo u (naney, unu NMNH-koa)

e Jlnyo v naney u NMNH-Kog,

e NManey un (nnuo nnu NMUH-koa)

e [laney u nanyo u NMNH-Kog,

BHumaHue! buomempuyeckue MpU3HAKU 3anucbiearomca 80 8ce cyumelsamenu (3a
ucknwyeHuem «FaceStation F2», «FaceStation F2 FP» u «BioStation 3») He3zasucumo om moezo,
Kakol pexcum sepuguKkauyuu eblbpaH. B cuumeisamenu « FaceStation F2», «FaceStation F2 FP» u
«BioStation 3» 3anucelisaromca buomempuyeckue cueHamypsl, rosay4YeHHole u3 gomoepacghuli
nonszosamesel, MOLKO NMPU PEXUMAX 8ePUGUKAUUU, BKAOYAIOUWUX «AUUON.

BHumaHue! Modyne «bacmuoH-3. bropo ripornyckos» noseondaem ssecmu NMNH-Ko0 dauHHOU 0o
20-u cumsoso8. OOHAKO, Heobxo0umo yyumeisams, Ymo donycmumsili pasmep MNH-koda e
cuumesisamenax «Suprema » cocmasnadem 16 cumeonos. CoomeemcmeeHHO, ecau pasmep
lMNH-koda 6ydem npesbluieH, HACMPOEHHbI pexrum sepudukayuu pabomame He 6ydem, npu
nonelimke npoxooda, opatisep nowném coboimue «HesepHoili MNAH».

4.4.6 BwixodHoll uHmepdgelic cuumsvieames
Bo3moxKeH BbIOOP 13 HECKO/IbKMX BapMaAHTOB BbIXOAHOIO MHTepdelica cuMTbiBaTeNSA:
e [He MeHSATb]
e Wiegand-26
e Wiegand-26 (Mifare)
o Wiegand-42
e Wiegand-42 (Mifare)

BapuaHTbl «Wiegand-26 (Mifare)» n «Wiegand-42 (Mifare)» ykasbiBaloT obopyaoBaHuio Suprema
paboTaTb ¢ 0obpaTHbIM MopsAAKOoM D6aliT. B 3TUX pexkmMmax BO3MOXKHa paborta c Kaptamu Mifare. Ons
KOPPEKTHOMN paboTbl C TAKMMM KapTamMn HEOBXOAMMO HACTPOWUTb HACTOJIbHbIE CUMUTLIBATENIN HA UYTEHWE
Maaglmx 6anT ¢ nomouwpto MO «JloKanbHble HacTponku» B coctaBe MK «bacTMoH-3» (cm. «bacTuoH-3.
PyKoBOACTBO aAMMHUCTPATOPA»).

BapuaHT «[He meHATb]» YyKa3biBaeT [ApaliBepy He BbICTaBAATb WHTepdeic cuuTbiBaTeNA MpU
MHULMaNM3aLUmm, No3Bo/iAs HacTPouTb Ntoboi ¢ nomoulbto MO «Biostar2».

4.4.7 Pesxcum Wiegand

OpaBep He MO3BO/MSE€T HacTpaMBaTb pexXuMm paboTbl BHewHero Wiegand-pasbéma. T.K. Ha
CYMTbIBATENAX «SUuprema», UCNo/Ib3yeMblIX B ApaliBepe ecTb To/NbKo oamH Wiegand-pa3bém , To gpaieep
HacTpamBaeT ero paboTy B pexume Ha «Bbixoay».

BHumaHue! Pexcum «8bix00» UCMOaAb3yemcs 047 nepedayu HOMepPOo8 Kapm 8 KOHMposnepel
Elsys unu npovee obopydosaHue. [lpu amom, 8 cay4ae HAAUYUA AUWbL OOHO20 PA3béMa y
buomempuyecko2o cHUMbIBAMENA, AHHYAUPYemCcA B03MOXCHOCMb MNOOKAOYEHUA BHeWHe20
cyumesisamerns Kapm. Bel6paHo 1o ymonyaHuro.
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4.4.8 /Jlo6asaeHue cuumsieameviell 8 yposHu docmyna

BuomeTpuyeckne cumTbiBaTeNIN ABAAIOTCA OTAENbHbIMU NOTMYECKUMUM 3iemeHTamm B MK «bacTMoH-3».
MoaTomy HeobxoauMo cuuTbiBaTeNWN ApaiiBepa «bacTMoH-3 — Supremay BKAOYaTb B YPOBHM A0CTYNa
BMECTe C COOTBETCTBYIOLWMMM cunTbiBaTensmu papavisepa CKRY[. BkawoveHve 6uMomeTpuyecKkoro
CYMTbIBaTENA B YPOBEHb AO0CTyNa MNO3BOMAET CUCTEMe OnpeaenuTb, AaHHble KaKUX MNPOnycKoB
HeobxoaMmo nepenatb B GUOMETPUYECKUI CUMTbIBATENb, a BKAOYEHMe cuuTbiBaTena CKY[ — Komy
npepoctaButb goctyn. ®Paktuyeckn, cumtbiBatenb CKY[, 3pecb — 3TO BXOA KOHTposasepa And
NOAK/OYEHUA CYMUTLIBATENA, K KOTOPOMY B J@aHHOM C/yYyae NOAK/IYAETCS CYMTbIBaTE/lb BUOMETPUN.

MoapobHee cm. AOKYMEHT «bacTnoH-3 — Blopo nponyckos. PYKoBOACTBO onepaTopa.

5 Pa6oTa B LITaTHOM peKume

5.1 Oowasa uHpopmauus

B MK «BacTMOH-3» MOHWTOPWUHI U YMNpPaBAEHWE OCYLLECTBAAETCA C WCMNO/Ib30BaHMEM TpadUyecKmx
nnaHoB 06beKTOB, CLLEHAapPMEB M XKYPHanoB cobbiTuii. Apansep «bactnoH-3 — Suprema» dopmupyeT pasg
cobbITUI, KOTOPblE MOXKHO MCMOb30BaTL A/1A BbIMOJAHEHUA CLEHapUeB.

MUKTOrpammbl cumTbiBaTeNel apaiBepa «bacTMOH-3 — Suprema» MOMKHO PasMecTUTb Ha rpaduyeckmx
naaHax.

B HUMMKHEN YyacTu rnaBHOro OKHa BbIBOAATCA coobuieHua ApaliBepa, KOTopble, B 3aBUCMMOCTM OT TUNa
coobueHns, MoryT oTobparkaTbCs B KypHane 0bblYHbIX CO0DbLLEHUI MO0 B KypHae TPeBor.

TpeBoXKHble CcObObITUA OTOOpPAXKaloTCA B KypHane 0OblYHbIX COOOLLEHMI Moc/ie NOATBEPKAEHMA WX
onepaTopom.

MoapobHoe onucaHWe HACTPOMKM NapameTpoB 06PabOTKM COOLITUI NpPMBEAEHO B PYKOBOACTBE
agmuHuctpatopa MK «bacTnoH-3».

BHumaHue! O0HospemeHHaa paboma dpalisepa «bacmuoH-3 — Suprema» u bropo npornycKkos ¢
00HUM U MeM Xe cuumeleamesiem He8o3MOMHA.

5.2 Huaunuaaunsanusa

B npouecce MHULMANM3ALUMKN B CYUTLIBATENN 3aMMUCbIBAOTCA HEOBXOAMMble HACTPOMKM U CBeAeHusA O
nepcoHane, UMeloLEeM NPaBo NPOXoAa Yepes COOTBETCTBYIOLLYHO TOUKY A4OCTyna.

NHuumManmsaumnio HeobxoAMMO BbINOMHATL MNOC/AE U3MEHEHUSA HAaCcTPOoeK ApaliBepa UM cYMTbIBaTeNs, a
TaKXe Npu 0bHapy»KeHNM HECOOTBETCTBUA KOHPUTYypaLMKN CYMTbIBATENA.

NHUUpManmsauma BbINONAHAETCA B OTAe/IbHOM OKHe (Puc. 10), Bbi3biIBaeMOM MO KHOMKe « MHUyuanu3ayus
HacCMpoeK U nepcoHana».

[Nna BbINONHEHUA MHMUMaNU3aUUK cneayeT Ana Tpebyembix cuuTbiBaTeNe OTMETUTb () Tpebyemoe
gencteve («MHMUManM3auma HacTpoek» uanm «MHMuManusauma nepcoHana») M HaxKaTb KHOMKY
«3anycmume UHULUAAU3AYUIO ﬂﬁ ».

L 2
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Mo OKOHYaHMM MHUUMAAM3AUMKU B OKHO coobuieHuii MK «bactmoH-3» 6yaeT BbiBeAeHO coobuieHue
«MHMumManmsauma 3asepilueHa ycnewHo» uan « MHuumManmsauma saseplueHa ¢ olwmbKammny.

¢ bacTMoH-3 — MaHenb ynpaenesya Onepatop: q

OcHOoBHOe MeHio » [paiiBepbl ¥ BUOMeTpHUUYECKUe yCTpoicTBa. MIHMUManusaums nep...

BPe I AR (O novcx... @
— (SR Kenusecteo kapT KONW4eCTBO CUTHATYP | WHMUMAaNUIaUMA | MHMUMAnU3aumus O4epegs
¥e BIOpO/C4HTBIBATEND BP0/ C4UTEIBATEND HaCTpoEK nepcoHana KOMaHL
+/  CuuTpiBaTens Suprema FaceStation F2 + Fingerprint 01 5040 /5028 55440 / 55308 ] 0
+/  CuuTbiBaTent Suprema BioStation 3 02 5040 / 4937 5040 [ 4937 D 0

Puc. 10. OKHO MHMUMaNU3aLuumn cunTbiBaTenemn

MPUYMHOMN OLIMBOK NPU MHULMANN3ALUN MOXKET BbITb:

e MpesbllleHMe 40NYCTUMOrO YMCa Nosib3oBaTenen;
e  OLUIMBKM CBA3U MEXKAY CYUTbIBaTENIeM U cepBepomM 060pya0BaHUS;
e MponagaHue NUTaHuA CYMTbIBaTENA.

NHMLManm3aumns MoxKeT BbiTb MpepBaHa HaxKaTUemM KHOMKK « OTMeHa».

[na Kaxgoro U3 cYMTbiBaTE/NIE M CUTHATYp CYLLECTBYIOT CBOM OrpaHMYEHUA Ha KO/IMYECTBO 3anucem,
noapobHee MOMKHO y3HaTb B IOKYMEHTaLMN Ha KOHKpeTHoe obopyaoBaHue.

B cnyyae, eciv MHMUMaNM3auma 3asepLlunaach C olMbKamm, aBTomaTuyeckas AoCTaBKa MameHeHui (5.3)
13 6I0PO NPOMYCKOB B 3TOT CYMTbIBATE/Ib NepecTaéT paboTaTb 40 MOMEHTA YCNELWHOMN UHMLMANN3aLNN.

B cnyyae wu3meHeHMsa B KoHoUrypaTope napameTpoB paHee A[06aBNEHHOTO W yCNeLWHo
WMHULMANM3NPOBAHHOIO CYMTbIBATENSA, MOYXKHO BbINOJHUTL MHULMANN3AUMIO TONIbKO HAaCTPOEK, BblAENNB
NpW 3TOM COOTBETCTBYIOLLEE NOAE Y CYMTbIBATENA.

Mpu HaxKaTuM KHOMKK «[TposepKa HAOCMpPOEK U OaHHbIX NepcoHana %" » 3anpawunsBaeTca MHPopmMaLma

0 KO/IMYECTBE 3aMnmncaHHbIX B CUMTbIBATENIM KapT U CUrHATYp, KOTopaa 0TobparkaeTcA B COOTBETCTBYHOLLMX
ctonbuax Tabavubl. TaKoOM Ke 3anpoc OCYLWEeCTB/AAETCA aBTOMATUYECKM NpPW  OTKPLITUM OKHA
MHULMANM3ALMK, 3 TaKKEe NOCAE BbIMOAHEHUA MHULMAAN3ALMN U OYUCTKU KOHOUTypaL K.

Tabaunua 1 NnoKasbiBaeT Ha3HaYEeHUE 3/1EMEHTOB Ha NaHEeNN YNPABAEHUA MHULMANU3ALMM.



5‘ bacTtnoH-3 — Suprema. PyKoBoACTBO agMUHUCTPATOPA 16

Ta6nuua 1. HasHaueHne 31eMeHTOB Ha NaHeN ynpaB/ieHUA OKHA UHULMANU3aLUm

dneMeHT ynpasneHus Ha3HauyeHue

KHOMKa CAYXWUT 4NN 3aMyCcKa NPOBepKN KOHGUIypaLMm cUNTbIBaATENEN.
MpoBepKa KOHOUTYpaLUM 3amnycKaeTcss aBTOMaTUYECKU NPY OTKPLITUM OKHA
@ WMHULMANM3ALMM, a TaKKe Nocae 3aBepLleHna nHMumanusaumm. Mo

v pesy/ibTaTam NPoBepPKM 0TOBPA3NTCA COCTOAHME CUUTLIBATENSA, YNCAEHHbIE
3HaYeHMA KOMYECTBA KapT U cUrHaTyp B 6ase aaHHbIx MK «bacTMoH-3» n B
CaMOM CcUuTbIBaTE e,

KHoMNKa cnyXuT a4na 3anycka MHULMAAN3aLmMm CYUTbIBATENEN, ¥ KOTOPbIX
.ﬁ YCTaAHOB/IEHbI MApPaMETPbl MHULMAAN3AUNN.
@'-}'. KHoMNKa cnyXuT ana BblaeneHna NoJHOW MHULMANN3aLmMm ansa Bcex
CUUTbIBaTENIEN HA CBA3MK.
Iﬁ' KHOMKa cnyuT a8 CHATUA BblAENEHUS CO BCEX CYMTbIBaTENEN.
_— KHOMKa Chy»KnUT Ana BblAe/IeHUA NOAHON MHULUMAAN3AUNM AN1A BCEX
L] o v
0% CYMTbIBATENEN, UMEIOLWMX NPOBAEeMbI C UHULMANAN3aALMEN.
) KHOMKa cny»KuT ana BblaefeHUs MHULMaNM3aumMmn HacTpoeK Ana BCcex
>

CYMTbIBATENEN HA CBA3M.

KHoMKa npegHasHayeHa 41a NPUHYAUTENbHOMO 3anycKka CUHXPOHM3ALNN

>

BpEMEHM A1 BCEX CUMUTbIBATENEN Ha CBA3MU. Bpemna 6epétcsa c cepsepa
CUCTEMBbI.

5 KHoNKa cnyXuT a4na BblaeneHna MHULMANN3ALUN HAaCTPOEK 4N1A NepcoHana

B nepsom cTonbue Tabauubl OTOGpPaKalOTCA COCTOAHUA CyMTbiBaTeNnei. BTopol copepKut
ONMCaHME BO3MOMKHbIX COCTOAHUN.

Tabauuya 2.0nucaHne BO3MOXHbIX COCTOSAHUIN CUUTbIBaTENe

MukTorpamma OnucaHue coCTOAHUA

4 CyuTbiBaTENb HA CBA3M

MNoTepsa cBA3M CO cuMTbIBATENEM

@ Mpobnembl ¢ UHUUMANU3ALMEN CYUMTBIBATENA

Mo Ha)KaTWU0 NPaBOI KHOMKM MbILLM Ha CYUTbIBATENEe B OKHE WMHULMaAU3aunmn 6yaet AOCTYNHO MEHIo
(Pnc.11).
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MogpobHas MHGOpMaLMA
OumncTuTb

MepesanyctiTo

Puc.11. KOHTEeKCTHOe MEeHI0 cYMUTbIBaTeNA

M3 3TOr0 MEHI0 MOXHO BbIMOAHUTL Mepesarpy3ky CYMTbIBATENA, MPOBECTM E€ro MOJHYH OYUCTKY
(yhaneHue Bcex nonb3osaTtenieid, KapT U CUrHATYP) U BbIBECTU OKHO C AOMNONHUTENbHON MHPOopMaLmen o
cumTbiBaTene (Puc. 12).

CuntbiBaTenb Suprema FaceStation F2 03

MNapametp ‘ CuwTeiBaTENE ‘ Basa gaHHex ‘ Cramyc ‘
Tun cyuThIBEaTENR FaceStation F2 FaceStation F2 ' -
Peskitm sepudmxaLimn Kapta uau anuo Kapra wau anuo o
Pesaim Wiegand Wiegand-26 Wiegand-26 L'
Bepcua SDK 2.8.3.0
Makecumansroe kon-so kapt 50000
MakcumansHoe Kon-E0 CUTHaTYp 50000
IP anpec 192.168.21.95
IP nopr 51211

Puc. 12.Mogpo6bHaa uHpopmauua o cuutbiBatene

5.3 Onepauuu c NponycKaMu ¥ YypOBHSAMHU AOCTyNa

MN3meHeHMA aBTOMATUYECKM AOCTABAAKOTCA B CYMTLIBATE/INM MPU BbINOJIHEHUU B CUCTEME OMepaLmi ¢
NPONyCKamM U YPOBHAMM A0OCTYNa, 3 UMEHHO:

e BblAaya, BO3BpaT, U3bATUE, BIOKMPOBKA NPONYCKa;

o un3meHeHne ®UNO, NMNH-Koaa, ypoBHA JOCTYNa NPONYCKa;

e nobaBneHWe U yganeHune ToYeK A0CTyna B YpOBHE A0CTyNa;
e nobaBneHWe U yaaneHue ypoBHeW A0CTyna.

Mpy BpeMeHHOM OTCYTCTBUW CBA3M CO CYMUTbIBATE/IEM, AOCTaBKa U3MEHEHUI B 3TOT CYMTbIBaTeb byaeT
OT/I0XEeHa 10 MOMEHTa BOCCTaHOB/IEHUSA CBA3M C HMM. B ciyyae, ecnum nsmeHeHue He yaaérca AOCTaBUTb
3a Bpems, yKasaHHOe B MapameTpe «Bpemsa KM3HM KOMaHA AOCTaBKM M3IMEHEHWN» B HaCTPOMKax
Apaveepa (4.4.2), 3To U3mMeHeHue 6yaeT yaaneHo U3 NamATM gpanBepa U He OyaeT A0CTaB/AEHO B
CYMTbIBaTENIb, KOrAa CBA3b BOCCTAHOBMUTCA. B TaKkuX cayyasx, nocne BOCCTaHOBAEHUA CBA3U CO
CYMTbIBaTENEM, HEOBXOAMMO MPOBECTU €ro NOHY UHULIMANM3ALMIO.

5.4 KoHTpoJb TeMIiepaTyphbl

Ona cumtbiBaTenelt Suprema FaceStation 2 ¢ Bepcuelt npownsku 1.4 naun Bbille, a TaKKe Suprema
FaceStation F2 c Bepcuelt npowmnBkn 1.1.1 uam Bblle MNPU YCTAaHOBKE CMeunasibHON TepMOKamepbl
nosBuaacb BO3MOXKHOCTb M3MepeHnsa Temnepatypbl. Jpansep «bactMoH-3 — Suprema» nopaepmsaet
KOHTPOJIb TEMNEPaTypbl U BbIBOAUT COOTBETCTBYIOLME CObbITUA B MK «BacTMOH-3».
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OcobeHHOCTN HAcTpOlKM paboTbl TepMOKamep co cumTbiBaTenAamMM Suprema FaceStation 2 u Suprema
FaceStation F2 onncaHbl B 4OKYMEHTaLMAX COOTBETCTBYIOLUMX CHUTbIBATE/IEN, @ TaK}Ke B JOKYMEHTALUN
MO «BioStar2».

Bce napametpbl, Tpebyemble AONA  M3MepeHMs TemnepaTypbl, YCTaHaB/AMBAlOTCA ApaliBepom
aBTOMaTUYECKM, NMPU 3anycKe NONAHOW MHULMANU3aLNN.

N3mepeHne TemnepaTypbl NPOUCXOAMT Cpasy MNocae yCnewHoOW uaeHTUOUKAUMM Nosb30oBaTeNAa Ha
cuntbiBatene. [lpu owunbke wnaeHTUOMKauMM BbiBoA, Temnepatypbl B [IK  «BbacTMoH-3» He
ocyLLecTB/iAeTcA.

Mpun ycnewHon wnaeHTUPUKAUMM C OONYCTUMOM TeMMepaTypor cuuTbiBaTenb BblgaéT no Wiegand-
BbIXOAY B KOHTpOANEp AO0CTyna HOMep KapTbl, COMOCTaBAEHHbIA C Mo/sb3oBaTesnem. B atom cnydyae
apaneep «bactnmoH-3 — Elsys» ¢dopmupyer cobbitne poctyna ¢ PO, a oT HGMOMETpUYECKOro
CYMTbIBATENA NPUAET WTaTHOE cobbiTue ¢ PUNO 1 3HaYeHnem TemnepaTypsl.

Mpu ycnewHon naeHTUGUKALMM C HEAOMYCTUMOM TeMnepaTypolr CYMTbiBaTeNb BblAaéT no Wiegand-
BbIxo4y B KOHTponnep goctyna Kog OxOOO000FFFFFF. B stom cnyyae apanBep «bactmoH-3 — Elsys»
dopmumpyeT cobbiTe HEU3BECTHOM KapTbl, @ OT BMOMETPUYECKOrO CYMTbIBATENA NPUAET TPEBOXKHOE
cobbiTne ¢ ®UO 1 3HaueHnem TemnepaTypsl.

6 /IMarHoCTUKa M yCTpaHeHHe HEUCIIPaBHOCTeN

Ha nepsom 3Tane AMarHOCTMKM cnegyeT ybeamuTbecs, YTO BCE CUMTbIBATE/NIM HACTPOEHbI AO/IKHbIM
o6pasom ¥ OYHKUMOHMPYIOT MCNPaBHO. DTO MOXKHO cgenatb Cc nomolbio MO BioStar wau
HenocpeacTBEHHO Ha CYMTbIBATENE NPU HAIMUYUKN AUCTIIEA U KNaBMaTYpbl.

Takxke ybeauTech, YTo Ha cepsBepe obopyaoBaHMA AOCTYMHO CETEBOe MoAKkaloveHue. [ns nposepku
CBS3M MOKHO BbINONHUTL KOMaHAY «ping [IP-adpec cyumeieamens]» Ha cepBepe 060pyL0BaAHMA.

Ha BTopom 3Tane cneayeT ybeanTbCs, YTO HACTPOMKM ApaiBepa KOPPEKTHbl M NpaBuAbHO 3agaH IP-
agpec.

B OC Linux gna paboTbl gpaliBepa co BKAOYEHHbIM SSL npu obmeHe co cymuTbiBaTENAMM HEOBXOAMMO
€o34aTb cumBOAbHbIe ccblikK libssl.so n libcripto.so Ha nocnegHune Bepcum 3Tux GUbAMOTEK (NMbO
ycTaHoBuTb naket libssl-dev) n 3apate LD_PRELOAD Ans 3TUX cCbOK: B Manke /etc cosgaTb ¢aiin
Id.so.preload co cneaytowmm cogepRumMbim:

/Jusr/lib/x86_64-linux-gnu/libssl.so

/Jusr/lib/x86_64-linux-gnu/libcrypto.so
Ecnun BblleonucaHHble MeToAbl HE MOMOratoT, TO, MOX¥HO OCTAaHOBMTb M 3aHOBO 3aNyCTUTb ApaiBep,
BOCMNO/b30BaBLIMCb GOPMON «ynpaBieHWe ApaiiBepamm» Ha MaHenun ynpasneHua MK «bacTMoH-3».
Echmu n 3To He nomoraeT pewnTb npobiemy, MMeeT CMbICA MepesarpysvTb CepBep CUCTEMbI
«bacTnoH-3».

[Ons cnoXKHbiX cuTyaunit (owmnbka 6a3bl AaHHbIX, ONEPALMOHHOM CUCTEMBI, HapyLleHWe LesoCTHOCTH)
MoKeT noTpebosaTthca nepeycraHoska MK «bactMoH-3» ¢ gpaiiBepom «bacTnoH-3 — Suprema» u/unm
pasBopauymBaHMe 4ucTto cxembl B[l ¢ nocneaytouleit Hactpolikoi. lNoapobHee cm. PyKOBOACTBO
aaMuUHUCTpaTopa «bacTmoH-3».

Ecnm npobnemy ycTpaHWUTb He yAanoch, cieayeT 06paTUTbCA B TEXHUYECKYHO NOAAEPHKKY.
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IIpuioxeHusa

[Ipunoxxenue 1. CMUCOK COOBITUM
CobbiTa 0 npoxogax W HapyweHuax pexuma pgoctyna dopmupyrotca aparisepom  CKRY/,

KOHTpO/11IEPAM KOTOpOVI NOAKNIOYEHbI CHUTbIBATENU 6VIOMeTpMM.

Cam agpaieep «bactmoH-3 — Suprema» GpopmMUpyeT TONbKO ANArHOCTUYECKME COBbITUA, CMUCOK KOTOPbIX

npuBenéH HUxe.

TeKcT cobbiTua

Cutyauma

MNoTepa cBAsmn

OTcyTCTBME CBA3M MEXKAY CEPBEPOM O60py,£I,OBaHMF| N CHYUTbIBATENNIEM

BoccTtaHoBneHuMe cBA3N

BoccTaHoB/IEHME CBA3U MEXK Y CepBepom 060pyL0BaHMA U
cuMTbIBaTENEM

HecosnazeHue Tnnos

Tun cynTbIBaTENA, YKA3aHHbIV B KOHOUrypaTope gpaieepa, He
COBMajaeT Co cunTbiBaTEIeM, OBHaPYKEHHbIM MO yKasaHHOMY |P-

appecy

B3nom Kopnyca

OTKpbIT KOPNYC CYUTbIBATENA UIN CYUTbIBATENb CHAT C OCHOBAHMA

Kopnyc 3akpbIT

Llenb Tamnepa cuntbiBaTena BOCCTAHOB/IEHA"

3anyuweHa MHMuManmsaumsa

Monb3oBaTenb 3aNyCTUA MHULMAAU3ALMIO CYUTbIBATENA

UHWumnanusauma sasepLlieHa ycnewHo

CuunTbiBaTENb rOTOB K paboTe. ABTOMaTUYECKas AOCTaBKa U3MEHEHU
NPONYCKOB M YPOBHEW A0CTYNa B 3TOT CYMUTbIBATE/Ib paboTocnocobHa.

MHnupMannsauma 3aseplieHa c
ownbKkamm

B npouecce MHMUMANU3aLMN BO3HUKAN OWNGBKM (n. 5.2).
ABTOMaTUYECKan 40CTaBKa M3MEHEHWIA MPONYCKOB U YPOBHEN
[OCTyna B 3TOT CYMTbIBaTENb He paboTaeT [0 yCrnewHoM
WHULMANN3aLMK,

UHuumnanusauma npepsaHa

Monb3oBaTtenb NPepsan NOMHYI MHULMANN3ALMIO CYUTBIBATENA.
ABTOMaTUYECKan 40CTaBKa M3MEHEHWIA MPONYCKOB U YPOBHEN
[OCTyna B 3TOT CYMTbIBaTENb He paboTaeT [0 yCrnewHoM
WHULMAAN3aLMK,

3anyweHa nosnHaa uHUUmManmnsauma

Monb3oBaTenb 3aNyCTUA NOJIHYO MHULMANN3ALMIO CHUTbIBATENA

HeT anueHsuin

Konnuectso AoCTynHbIX MNLEH3UIA «BacTMOH-3 — Suprema» MeHbLe,
Yem KOIMYEeCcTBO cuuTbiBaTenei, AobaBneHHbIX B Apansep. PaboTa
ApaliBepa co BCEMU CYUTbIBATENAMM OCTaHOB/IEHA. BO3MOXKHa
To/NbKO paboTa KoHoUrypartopa.

HeunssecTHan KapTa [Homep Kapmeol)

dopmupyeTca Npu NpesbaBAeHUM KapTbl, OTCYTCTBYIOLWEN B
cumnTbiBaTENE. AKTYasIbHO MPU PEXUMaX BEPUPUKALIMM, BKAOYAIOLLMX
HOMep KapTbl.

HesepHbiii MUH [pamunua)] [ums]

dopmupyetca npu Beoge MNMNH-Koga, OTCyTCTBYHOLWENO B
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cynTbiBaTesle. AKTYyaNbHO NPU pexumax BepuduKaumm, BKIOYAOLWMNX
MUH-Koa. UmeeT cmbicn ANA cUMTbIBaTENEN C BO3SMOXKHOCTbIO BBOAA
MNH-Koaa.

HeBepHble 6UOMETpUYECKMNE AaHHbIe
[pamunus) [ums]

dopmumpyeTca Npu NpeabasaeHn BUOMeTPUYECKoro
naeHTMdUKaTopa (N11MLo, OTNEeYaToK Naabla), OTCYTCTBYHOLLETO B
cumTbiBaTENE. AKTYaNIbHO NPU PeXMmax BepudUKaLUK, BKAOYAIOLLMX
6MOMETPUYECKMI MAEHTUPUKATOP. MiIMeeT cmbica ANs cHMTbIBaTeNEn
C BO3MOHOCTbIO aHa/lM3a imua.

OwwnbKa oTneyaTka NaabLa
[pamunus)l [ums]

dopmupyeTca Npu NpesbaBAeHMM OTNeYaTKa nanbLa,
OTCYTCTBYIOLLETO B CYMTbIBaTENE. AKTYaNbHO NPU pPeXRMmax
BepUbUKaLMM, BKIKOYAIOLWMX OTMEYaToK naabla. MmeeT cmblich 4ns
CYMTbIBATENEN C BO3MOXHOCTbIO MCMOb30BaHMA OTNeYaTKa nasabLa.

OwunbKa ngeHTMduKaumm [pamunus)
[uma]

PopmupyeTca npu Npoumx ownbKax naeHTMdbrKaunm, He
OXBaYeHHbIX NpeablayWwummn cobbiTnamm.

DOna cuntbiBaTene c KOHTponem Temnepatypbl (FaceStation 2, FaceStation F2, FaceStation F2 FP)

NaeHTndukaums [pamunusd] [ums],
Temneparypa [3HayeHue
memnmnepamypel]

dopmupyeTcs Npu naeHTUGUKaLMM C KOPPEKTHOM TeMNepaTypoit
(no ycraHoBNEHHOrO B KOHOUIrypaTope ApaiiBepa BepxHero npeaena
TemnepaTypsbl).

N3mepeHne BHe HOpMbI [pamusnus]
[ums], Temnepatypa [3Ha4yeHue
memnepamypel]

dopmupyeTca Npu NAeHTUPUKALMM C HEKOPPEKTHOM TEMMEpPaTypoit
(BblLE MK HUMKE YCTAHOBNEHHDBIX B KOHOUIypaTope apaieepa
npeaesnos TemnepaTtypbi).

HekoppeKTHas ¢oTtorpadusa
nosb3osartensa [pamuaus] [ums]

dopmupyeTca B Caydae He pacro3HaBaemon CHUTbIBAaTENEM
¢doTorpadmm nosb3osaTena NPy YaCTUYHOM UM NMOSHOWN
WHULMaNn3aummn. B aTom ciyyae Heobxoanmo o6HOBUTL
doTtorpaduio nosnb3osatens 8 GOPO NPOMNYCKOB U NOBTOPUTH
WMHULMANN3aLMIO.

Dna cuntbiBaTeneit c KoHTponem macku (FaceStation F2, FaceStation F2 FP)

He o6Hapy»keHa macKa [pamunus]
[ums]

dopmupyeTca B Calydae HEBO3MOMXKHOCTM OnpeaeNeHms Hainums
MacKM Ha auue.

[TpunoxxeHue 2. CHIUCOK COCTOSIHUM

YcTpoiicTeo

NaeHtTuduKaTop cocroaHumn

PacwundpoBKa coctoaHnA

CyutbiBaTenb, TMn 19

CocTtoAaHMe Hen3BeCTHO: ,a,paﬁsep OTK/NIKOYEH UNKN He
HaCTpOEeH.

TpeBOXXHOE COCTOAHME: B3/IOM Kopnyca.

HeucnpasHoe cocTosaHue: yCTpOVICTBO He Ha CBA3U

WM He COBMaAAtoT TUMbl ycTpoicTea B MK
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YCTPOMCTBOM.

«BacTMoH-3» 1 cooBLEHHbIE HENOCPEACTBEHHO

OLWMNBKM 1 TPEBOTN OTCYTCTBYIOT.

34 HopmanbHoe COCTOAAHME: YCTPOMCTBO Ha CBA3MN,

[Ipunoxxenue 3. UcTopust U3BMeHEeHU M

2025.3 (15.12.2025)
- OnTnmmnsnposaHa NOAroToBKa AaHHbIX A1 UHULMANN3ALMN.
2025.2 (23.09.2025)

° ﬁ ﬂ,OGBBI’IeHa BO3MOXHOCTb OTK/ZIKOY4ATb CHUTbIBATE/b.

. [obaB/ieHa 0O4MCTKa KOMaH/, rapaHTMPOBaHHOW A0CTaBKU A1 OTKAHOUEHHbIX
cyMTbIBaTENElN N OTMEHa UX GOPMUPOBAHUA.

° ﬁ ﬂ,OGBBI’IEHa nogaep*xkKa KaCkagHoro obHoBNEHMS 3/1EMEHTAPHbIX COCTAaBOB ypOBHEﬁ

aocrtyna.
. W OnTMmmsmpoBaHa paboTa npouecca MHULMaNn3aLmMm ana 60/1blWLOro KoAMYecTea
cynTbiBaTENIEN.

2025.1 (02.04.2025)

. W JobaBneHbl onnucaHua nonemn ans KoHpuUrypatopa gpaisepa.

. D He 3aBepLuanacbk NpUHyANTENbHAA UHULMANU3ALNA BONBLIOTO YNCAa NPOMYCKOB.
UcnpasneHo.

B o | McnpaeneHa npoueaypa OCTaHOBKM fpaiiBepa - paHee ApaiiBep MOr A40/Iro 3anyckatbes /

OCTaHaB/INBATbCA.

2024.3 (24.01.2025)

° ﬂ ,El,o6aBneHa BO3MOXHOCTb MCMOJ/Ib30BaHWA HACTEHHbIX CYMTbiBaTeNied B KauyecTBe

HACTO/IbHbIX.
. n McnpasnieHbl pas3anyHble OLLIM6KM, NoBblleHa CTabUNbHOCTb paGOTbI.

. U ONTUMN3UPOBAHbI aNTOPUTMbI [apaHTUPOBAHHOM A0CTaBKMU.

2024.2 (08.11.2024)
. JobaBneHa paboTa ¢ YacoBbIMM NOACAMMU.

. 0O McnpaBneHbl OWNBKKM NpK Nepesarpyske gpaisepa, owWMBKU MHAULMANMU3ALMMN U
nony4eHmsa MHGOPMaLMKN O CUMTbIBATENAX.

. JobasneHa noaaeprKka HaCTEHHOTO cYMTbiBaTeNa Suprema F2 FP.
. B apaviBep pobasneHa nogaepka cuntoiatesnel BioStation-3.
d Cbopka gpainsepa nepesegeHa Ha .Net Core 8.

. YckopeHa pabota $pOHOBOM MHULMAINZALUMN.
2024.1 (17.06.2024)

. L MepBan Bepcus gpansepa «bacTmoH-3 — Supreman.
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