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1 O06wue cBeneHus

Yerpoiicteo obecneunsaeT BBog PIN-koaa v cunTbIBaHIE Kofa BECKORTAKTHBIX MAEHTUIKATOPOB (KapT 1
6penokos) hopmatos EM-Marin, HID ProxCard Il, MIFARE, BO3MOXHOCTb YTEHIS 3anpOrpaMMUpOBaHHOMO
Koda [ocTyna M3 3alyiéHHon obnact namsti uneHtudmkatopos copmaros MIFARE Classic 1K, 4K,
MIFARE Plus 1K, 2K, 4K B pexumax SL1 n SL3, MIFARE DESFire EV1, EV2 ¢ ucnons3osaHrem metoaa
LwmcppoBanms AES, BOMOKHOCTb UTEHUS MOBTBbHBIX MAEHTUCMKATOPOB, NEpeaaBaeMbIX CO CMapTdoHa, No
6GecnposoaHbiM uHTepdeiicam NFC (Near field communication) u BLE (Bluetooth low energy) u nepepavy
Mony4eHHoro koaa B koHTponneps! Aoctyna (KM) no wHtepcpeitcy Wiegand, Touch Memory unu ESDP.
VneHtndpmkaropbl dpopmata HID cepuin PX-4-H, PVC-H-4, PVC-H-5 He nopaepxvsaiotcs.

KOHCTPYKTMBHO CuMTbIBaTENb BLIMOMHEH B HepasbopHoM kopnyce M3 ABS nnmactka co CbEMHOM
MIoLanKoi Ans HACTEHHOTO MOHTaXa, OCHaLEH kaberem Ans NOAKMIOYEHUS K BHELUIHEMY YCTPOIACTBY W
obopyfoBaH AaT4MKOM BCKPbITMS  kopryca. CunTbiBaTeNb SBMSETCS  HEBOCCTAHaBMMBAEMbIM 1
HeobCryKMBaeMbIM U3AEN1EM.

CunTblBaTENb PACCUMTaH Ha HEMPEPbIBHYIO KPYITOCYTOUHYl0 paboTy Mpu TemnepaType OKpyXatoLLero
Bo3ayxa ot -25 Ao +55 rpagycos Lienbeusi M oTHOCUTENbHOI BNaHOCTM Bo3ayxa He Gonee 98% v umeet
cTeneHb 3aLuTbl oborodky IP65 no FOCT 14254-2015.

[Mpv M3MeHeHM YCIOBUIA SKCTIyaTaLyi TEXHUYECKVEe XapaKTEpUCTUKV W3OENUS MOTYT OTIMYaTbest OT
HOMUHAbHBIX 3HAYEHMIA.

2 KomnnexT nocrasku
B KOMMNET MoCTaBky BXODST:
v CYMTbIBATENb;
v/ NacrnopT 1 pyKOBOACTBO MO JKCryaTaLym;
v\ ynaKoeka.

3 TexHu4eckue xapaKTepucTUKA

OCHOBHblE TEXHUMECKVE XapaKTEPUCTUKV CHMTBIBATENEN MpvBeaeHs! B Tabnmue 1.
Tabnuya 1- TexHudeckue xapakmepucmuku cyumeieamened Elsys-SW78-KP-Multi

B 3aBicvmMocTy OT BbIGpaHHOro thopMara AaHHbIX, WOEHTUGMKALWOHHBIA HOMEp KapTbl nepeaaeTcs nnbo
TOITHOCTBIO (NPK 3TOM OTCYTCTBYIOLLWE B HOMEpE CTaplLme GaifTbl B MHGOPMALIMOHHON MOCHINKE 3aMONHSOTCS
HynsiMm), NGO YacT4HO (B 3TOM Clyyae nepefaeTcsl Mnallas YacTb HoMepa KapTbl). MakoumanbHas AnvHa
nepenasaemoro koaa anst Wiegand ot 3 Gair (Wiegand-26) o 8 6ait (Wiegand-64); ans ES-Wiegand 6 6air;
ans Touch Memory 6 6aitr; anst ESDP 8 Gaiir.

42 CobbITis cyuTLIBaTENS

Momumo nepeasm kofa NpeabSIBNEHHON KapTbl CYMTBIBATENb PEMCTPUPYET CBOE COCTORHE 1 NepenaeT
cnyxebHblit KO KapTbl U cobbiTue, B 3aBUCUMOCTY OT BbIBPaHHOTO HTEpCheNca NOAKITKOHEHIS K KOHTPOEpy.
Mpu noakmioyeHun no wHTepcbericam Wiegand, ES-Wiegand v Touch Memory cuuTbiBaterb nepenaet
cnyxebHble Koabl, COOTBETCTBYOLLYE HACTYMIMEHMIO TOTO WM WHOMO coBbimAs, Mpy noakmkoyeHn no ESDP
KOHTpOnnepy coobLuaeTcs CobbITHe B COOTBETCTBIN C MpoTokorioM. CoBbiTis, Per cTpupyeMble CHUTLIBaTENEM,
11 COOTBETCTBYHOLLIE UM CITyKeBHbIE KOmbl MPE/CTaBrEHb| B TabmLe 2.
Tabruya 2— CobbImus U 3Ha4eHusl CyKebHbIX Kodog

Cnyxe6HbIt kog Wiegand,
CobbiTHe ESDP ES-Wiegand u Touch
Memory
Banom kopnyca cobbITe NpoTokona 0x0000FFFFFFFFFFFE
Boccrarosnenve kopnyca CcoBbITHe NpoTokona 0x0000FFFFFFFFFFFD
MpenbaBneHue kapTbl-knoHa 0x0000FFFFFFFFFFFF 0x0000FFFFFFFFFFFF

4.3 BBoA AaHHbIX € KNaBUaTypbl

B cumTbiBaTENe npenycMoTpeHb CrieayioLLye peximbl BBoAa aeHTudmkatopos: «CHavana PIN-koay» (no
ymonyaHmio), «CHavana kapra, «Tombko PIN-kom 1 «Tonbko kapta, «Hesasicumoy.

Ecru ceHcopHast KnaBuaTypa akTvBHa, GyfeT BKrioyeHa MoacseTka knasill. Kaxnoe Haxarve KrasuLum
COMpOBOXOAETCS 3BYKOBbIM CrHarom. Mo ymonyarmio 3aseplueniie Beoaa PIN-koda BbINOMHAETCS Haxatiem
«», @ oTMeHa BBoAa HaBPaHHbIX CMBOIOB - HXKATUEM .

B pexume «CHavana PIN-kog» cuvTbiBatenb oxupaer Beoga PIN-«ogja ¢ MMHMMANbHOM SPKOCTbIO
NOfCBETKY KnaeuLL. Mocre Havarna BBOAA BKITIOYUTCA NOMHas SPKOCTb Ha 3373aHHOE BpeMs (Mo yMom4aHuio 5 c).
Mo 3aBepLLIEH BBOAA MOACBETKA OTKIIOUMTCS W CHMTbIBATENb ByAET OXUAaTb NPEbABIEHAE KapTbl B TeYeH!e
33/1aHHOO BpeMeHM (1o ymon4aHuio 5 ¢). Mocne NpedbsBNeHNs WaeHTUMKATOPa U NO UCTEYEHIN BPEMEHN
OXUaaHUS CHMTLIBATENb BEPHETCS K Omaanmio eBoaa PIN-oaa.

B pexume «CHadana kapta» BO Bpems OXWnaH1st OECKOHTAKTHOrO WAEHTVMKATOpa CHWTbBATENb
OTKIOYAET KraBuaTypy 1 NoacBeTKy KasuLL. [ocre NpeabaBneHins KapTbl MOACBETKA BKIKOYUTCS W CHUTBIBATENb
6ynet oxupats BBofa PIN-Kozja B TeHeHMe 3a0aHHOMO BPEMEHM (110 ymMornyaHuio 5 ). Mo 3aBepLueHim BBoaa Ui
10 VCTEYEHUM BPEMEHM OXIaHS CYUTBIBATES b BEPHETCS K OXAAGHMIO KapTbl.

B pexvme «He3sasncmon» cumTbIBaTEND OOHOBPEMEHHO XAET 1 BBOA PIN-koaa 1 npeabsBreH e KapTbl.
Taum 06pa3omM BO3MOXEH BBOA WoeHTU(MKATOPOB B Mtoboi nocrienosaTensHocTy. Mpu atom cnedyet
YHUTBIBATD, YTO BOSMOXHO YMEHbLLIEHNE AVCTaHLIN CHUTBIBAHUS 11 YBEMMYEHNE BPEMEHN PEaKLN HA HaxaThe
KraBuLLL.

IMpyn noakmntoseHnn cumnTbisatens no uHtepdericy Wiegand unv ESDP poctynHbl ABa pexima nepenasn
Kofia: MOCMBOTTBHIA 1 NaKETHBIIA.

B nocumBonbHom pexvme Wiegand kexkhoe HaaTtve KnaBuLLW TPAHCIMPYETCs B KOHTPOMIep B Bide
MHCHOPMALMOHHOM MOCHITKA B OAHOM M3 (hOpMaToB, MpeAcTaBneHHblx B Tabmvue 3. B nakeTHoM pexvme
cuuTbIBaTENb NepenaéT BBEAEHHbIA KO MOMHOCTBIO B COOTBETCTBIM C HacTpoikamm uHTepdeiica Wiegand, v
6y/eT BOCMPUHSIT KOHTPOIIEPOM Kak KOZ BELLECTBEHHONO UAEHTUMKaTOpa. B 3ToM pexvme Lindposoe 3HadeH e
MOXET ObITb MPEACTaBNEHO B HecKonbkux BapuaHTax opmara: HEX, DEC, ASCII.

Hacrpoiika pexvma nepenaun koda anst uHtepdbeiica ESDP 3aBueut ot TpeGoBaHmii koHtponnepa. Mo
ymon4aruio no ESDP PIN-kof 0Tnpasnsietcst OgH1M NakeToMm.

Ecrm ncnonbayetest noakmtoserve o Touch Memory, To PIN-koz 6yaeT nepenasaThbCst TONbKO B NAKETHOM
pexuve Wiegand «kak kapra». B atom cryyae koHTponnep Gyner BOCMPUHAMATL KOA Kak BELLECTBEHHbIA
UOEHTUAMKATOP.

Tabmmua 3 —Kogp! knaeuw Wiegand

44  3ByKkoBas 1 CBETOBas MHAMKALMA

CunTbIBaTENb MMEET MHOTOLIBETHIA CBETOANOAHBIN MHAMKATOP U 3BYKOBOIA CUTHANM3ATOP.

[Mpv noaknioyeHnm cunTbiatens no uHtepdeiicy ESDP ynpaBneHue MHavkaLmen ocyLLecTBnsieTcs no
KoMaHzam KOHTponnepa, @ BCTPOEHHbIE JIAHIN YNPaBIIEHs MHANKALMEN CHUTBIBATENS HE UCTIOMb3YHOTCS.

[Inst BHeLLHero yripaBreHyst CBETOAVOAHBIMY U 3BYKOBBIM UHAMKATOPaMy MpeaycMOTPEHs! TPY MVHM:

v' JIuhus ynpaeneus kpacHbIM LseTom (LED Red);

v' JuHus ynpaeneHus 3enéHbiM ugeToM (LED Green);

v' THus ynpaeneHust 3sykoM (Beep).

VHavKaTopb! YNpaBMsioTC aKTVBHBIM HU3KAM YPOBHEM. st yNpaBreHusi MHauKaTopamu criesyet
1CTIOMNb30BaTb BbIXOAbI TvNa «OTKPLITbII KOMMEKTOPY UMK BbIXOZbI, COBMECTUMBIE C YpoBHAMI 5 B TTL.

[Mpu HM3KOM YpOBHE CUrHana (COCTOSHWE «3aMKHYTO®) Ha YMPaBNSIOLLEA NMHM COOTBETCTBYHOLLIAI

VHOKaTOP BYZET BKITKOYEH, & NPU BBICOKOM YPOBHE (MW B COCTOSHAM «Pa3OMKHYTON) ByeT BbikioueH. Ecrn
NMHAW CBETOBOW WHAMKALMM HE MOMKTIOYEHbI WM WUMEIOT BbICOKWIA YPOBEHb CMUIHamna, CBETOMMON
cuMTbIBATENS BYAET CBETUTHCA KPACHbIM CBETOM. 3aBIUCMMOCTb LiBETA CBETOBOTO MHAVKATOPa OT COCTOSHMI

YNpaBSIOLLVX NMHUIA NpeACTaBrneHa B Tabnuue 4.
Ecrm He nogkmioveHa nuums LED Red, npegycmoTpeHa BO3MOXHOCTb YMpaBReHWst LIBETOBOM

MHOVKaLwei ogHon nunner LED Green. B aTom cnyyae npu aktueHOM ypoBHe nuHun LED Green BkriovaeTcs

VHOMKALWS 3enéHbIM LIBETOM, MHaye — KpacHbIM. OTOT pexvuM OTKIOYaeTcsi, mocne mpuéma nepeoro

ynpaenstoLLero curHana no nuHun LED Red.

Tabnuua 4 - YnpasreHue ugemom caemoduodHo20 UHOUKamopa

YpoBeHb cUrHana Ha NUHUM ynpaBneHus LiBeT cBeyeHus
LED Red LED Green VHAKKaTopa
He nogknioyeH Huzkuit 3enéHbin
He nogknioyen BbICOKMIA (HE MOAKMI0YEH) KpacHbiit
Bhicokuit Bbicokuit BbiknoueH
Bbicokuit Huskuin 3enéHbin
Huakuit Bhicokuit KpacHblit
Huskui Huskuin Kentbiii

HaumeHoBaHve napametpa 3HaveHue
PaccTosiHie CunTbIBaHMS, CM EM-Marin - 5o 6 cm, HID ProxCard Il - no 4 cm, MIFARE,
NFC - no 4 cm, BLE - no 15 m*
VHTepdbeiic Wiegand (26 — 64), ES-Wiegand, Touch Memory, ESDP
Hanpsxerie nutanms 8+ 18 B nocTosiHHOrO Toka
IMotpebnsiemas MoLLHoCTb, BT, He Gonee 15
ViHoukaums MHoroLgeTHbIi cBETOMOA, 3yMMeEp
Tun knaeuarypb! CeHcopHas
Cpok criyx6bl 7net
Macca (HetTo, 6pyTT0), He Bonee, 110 (160)
["abapuTHble pasmepbl, He Boree, MM 135x46 x 13

* - MakcumansHoe PacCTosiHE CHNTBIBAHWA 3aBMCUT OT MPOM3BOAMTENSA KapT, MecTa n cnocoba YCTaHOBKM
cyuTbIBaTENA.

4 Pabora cuuTbIBaTens
41 YreHue BelwecTBEHHbIX MAEHTU(MKaTOPOB

IMpyn nooHeceHwy kapTbl (Gpenoka) B paboyee nome CuMTbIBaTENst BCTPOEHHbIN B KAPTY 41N akTUBPYETCS U
nepefaer CBOM YHMKAMbHBIA WAGHTUGMKALWMOHHBIA HOMEP CHMTbIBATENO. PaKT YCMEWHOro CHUTbIBaHMS
WaeHTVdMKaTOpa MOATBEPKOAETCS KPATKOBPEMEHHOM MHOMKALWEN 3eMEHbIM LIBETOM 1 3BYKOBBIM CUIHAroM.
CunTbiBaTENb [EKOMMPYET MPUHATBIA MAEHTU(MKALMOHHBIA HOMEp, NPOBEPSIET €ro KOPPEKTHOCTb 1 NepeaaeT
romyueHHbli KOz B KOHTponnep focTyna no uHtepdbeiicy Wiegand, Touch Memory unn ESDP.

B pexume Wiegand koa nepenaetca ogHokpaTHo. B pexwve Touch Memory cumTbiBaTeNb Nepenaet ko
KapTbl HEMpepbIBHO B TEYEHe BCEro BPEMEHH, Moka OHa HaxomuTest B paGodem none CHUTLIBaTENs, SMyrupyst
paborty KonTakTHbIX Krtoseit DS1990A chpmbl Maxim (Dallas Semiconductor).

Koa nHdropMaLmoHHON NocbInku
Wiegand-4 . Wiegand-8
Knasnwa (no yMgnllaHmo) Wiegand-6 (HID) (DORADOI?VIOTOROLA)
Hex Bin Hex Bin Hex Bin
0 00 0000 01 000001 FO 11110000
1 01 0001 02 000010 E1 11100001
2 02 0010 04 000100 D2 11010010
3 03 0011 07 000111 C3 11000011
4 04 0100 29 101001 B4 10110100
5 05 0101 2A 101010 A5 10100101
6 06 0110 2C 101100 96 10010110
7 07 0111 2F 101111 87 10000111
8 08 1000 31 110001 78 01111000
9 09 1001 32 110010 69 01101001
* 0A 1010 34 110100 5A 01011010
# 0B 1011 37 110111 4B 01001011

5 MonTax cuuTbIBaTens

PexomeHnyemblii  TUN KkabBenst ANst MOAKMIOYEHWS KOHTAKTOB CYUTBbIBATENS K KOHTpOnnepy -
HEaKpaHMPOBaHHII MHOTOXMbHBIA Kabenb knacca He Himke AWG24 ¢ nnoLLanblo CeYeHns Xun He MeHee
0,22 k8. MM. B criyyae 1Crorb30BaHUs 3KPaHWPOBAHHOTO Kabens SkpaHMpYIOLLYKo OnreTky criesyer
MoAKIoYaTh TOMBKO CO CTOPOHbI YMPaBMSHOLLETO YCTPOiCTBa K koHTakTy GND.

TMonkrtoueHre curHanbHbIX NHviA ESDP AomkHO cOOTBETCTBOBATb TPEGOBAHISM TOMOMOMM «LLMHA»
nHTepderica RS-485. KoHtakTbl A, B k KOHTponnepy AOMKHbI GbiTb NOAKIIOYEHb! BUTOR Napoil He Hibke
TpeTbelt kateropu. CurHanbHble «3emnny» (GND) Beex YCTPOICTB B NIMHUN [JOMKHbI ObiTb COEAMHEHbI B
OfiHOW TOYKE OTAENbHbIM MPOBOAOM. Ha KOHUaX MMHMM [OMKHBI BbiTb YCTAHOBMEHbI COMMacytLme
pesucTopbl HomuHarnom 120 Om.

MecTo Ans ycTaHoBKM CuMTBIBATENS CriedyeT BbibupaTb 13 CcoobpaeHnit ynobeTBa CMONb3oBaHMS.
[INs CHUXEHNS B3aMMHBIX ANEKTPOMArHUTHBIX MOMEX CriedyeT pacrionaraTb CYMTbIBATENN Ha PaccTosHUN He
meHee 0,5 M apyr o Apyra.

CnepyeT yuTbIBaTb, YTO AANBHOCTb YTEHUS MOXET CHUXATLCA MPU PacrioNOXeHUN CYUTBIBATENS Ha
METaNMMYECK/X MOBEPXHOCTAX W MPU HaNM4MM 3MEeKTPOMArHUTHLIX nomex. CuuTbiBaTemb pekoMeHayeTcs
pacriornaraTb Ha paccTosHuv He MeHee 1 M, a ero nofBOAsLLiA kabenb - Ha paccTosHvN He MeHee 0,3 M ot
MCTOYHMKOB  3MEKTPOMArHUTHbIX — MOMEX  (MOHWTOPOB,  GNEKTPOreHepaTopoB, — dMeKTpoaBMraTenei,
TPpaHChHOPMATOPOB, MMMYNBCHBIX BIIOKOB MUTAHWSA, NMHWIA NEPEMEHHOTO TOKA, KOMMBIOTEPHBIX 1 TENEdOHHbIX
TMHUA CBSI3N N T.N.).

[ins MOHTa@ CYNTBIBATENS BbINONHUTE CEAYIOLLME OnepaLmy:

1) OTKpyTUTE BIHT KPENMEHs NMOLLIAAKY ¥ CHAMITE MOLLAKY HACTEHHOTO MOHTaXA Kopryca.

2) Pa3meTbTe 1 MpOCBEPNATE HA MOHTAXHO NOBEPXHOCTY OTBEPCTIS ANst KpENMeHs NoLaaku 1 BBOAa
kabens.

3) YcTaHOBUTE MOHTaXHYI0 NOLLAAKY, MCNonb3ys Atobenu v Lypynbl.

4) 3asenyTe kabernb OT CuMTbIBATENS B OTBEPCTUE M COEAMHUTE MPOBOAA B COOTBETCTBAM CO CXEMONA

MOAKMIOYEHNS.

5) MopaiiTe nuTaHve 1 npoBepbTe paboTty CuMTbIBaTENS.
6) YcTaHOBMTE CUMTLIBATENb HA MOHTAXHYHO MMOLLAAKY M 3aKPEMUTE €ro BUHTOM.

6 MopknioyeHmne cuuTbIBaTENs

HasHaueHue npoBogos cuutbiBateneii Elsys-SW78-KP-Multi npuseaeHo B Tabnmue 5.

MpoBoja cuuTbiBaTEN HEOOXOMMMO MOAKMKYATL K COOTBETCTBYHWMM MO (PyHKLMOHANbHOMY
HasHa4eHMio TMHWMSM KOHTpOMnepa AocTyna. [ns ucrionb3oBaHMs pexuma Touch Memory criepyet
coefmHuTb NnHvio DATA1/TMG (6enbit nposog) ¢ obym nposogoM (GND). Hencrionb3oBaHHbIe KOHTaKTbI
JOMKHbI GbiTb 3aM30MMPOBaHbI.

3amblkaHme cHero nposoaa Ha GND BkrtoyaeT 3ayéHHbIi pexxim Mifare Classic SL1 (cum. n. 9).



Tabnuua 5 — HasHayeHue npoBogoB cuuTbIBaTENS

Lier npoBopga | OGo3HaueHue HasHaueHue koHTakTa
KOHTaKTa

YépHbiii GND O6wmi nposog

KpacHbiit + Unur Muranne 8- 18V

3enéHbin DATAOTM Bbixog DATAOQ / nuHus Touch Memory

Benbiit DATA1TMG Bbixon DATA1 / (nnsi BkrioueHmst pexvma Touch Memory BbiBoz
HeoBX0aMMO COEANHITL C OBLLYIM NPOBOAOM)

Kéntbin Beep JINH1S ynpaBneHmst 3Bykom

KopuyHeBbiit LED Red JIMHWS ynpaBnexms KpacHbIM LBETOM CBETOANoaa

OpaHeBblii LED Green JInH1s ynpaBneHust 3enéxbIM LIBETOM CBETOAMOAA

(v po3oBbIn)

CuHmi Secure Brrntouerme 3awpiignHoro pexvma kapt MIFARE

duoneTosbii RS-485-A+ Jintms A nitepdeiica ESDP (RS485)

Cepblit RS-485-B- Jintms B nitepdeiica ESDP (RS485)

7 Wcnonb3oBanue npotokona ESDP

[Mpotokon ESDP ucnonbayet dmanyeckuil ypoBeHb RS-485 u obecneuvBaet: NoakmnioyeHue cuuTbiBatens
K KoHTpornepy kabenem anuHoi Jo 1200 M; KOHTPONb Hamnuns CBSI3M CO CYMTbIBATENEM; KOHTPOMb
COCTOSHUSA TaMnepa CYMTLIBATENS, a TaKKe 3aLLUMLLIEHHBIA PEXUM.

TMogkrioyeHme cunTbIBaTENS! B 3aLLMLLEHHOM pexume ESDP obecnieunBaeT 3alumTy kaHaria nepefaqy AaHHbIx
C KOHTPOIIEPOM, 3aLLYATY OT MOAMEHbI CHUTBIBATENS, 3aLLMTY OT U3BMEYEHNS 1 MOAMOra KOfa BELLECTBEHHOM
uoeHTdmkatopa. B 3alpEHHOM pexvMe cuuTbiBaTemNb GyneT yCTaHaBMMBaTb COEOMHEHME TOMBKO CO
CBA3aHHBIM KOHTPONNepoM. [ins MOAKIIYeHNs 3alLMILEHHOTO pexvMa [OmkHa ObiTb BKIKOYEHa HacTpoiika
«PE&XVM YCTAHOBMEHUS HOBOMO 3aLLWLLEHHOTO pexvMa» (o yMOMuaHuio 1 mocrie cbpoca HacTpoek oHa
BKITI04EH). 10 3aBepLLEHM COMPSIKEHVS CHUTLIBATENS M KOHTPOMNNEPA 3Ta OMNLys aBTOMATUHECKM BbIKIOUMTCS.

(cm. . 6), 1 3anmcs NapameTpoB 6e30MacHOCTY C MOMOLLbHO CYLUECTBYIOLLEN MacTep-kapTbl Ha ocHose Mifare
Classic.

Bce kapTbl, NpeaHasHayeHHble Anst paboTbl B 3aLLMLEHHOM pexiuMe, HeoBXOAMMO NpeaBapuTenbHO
3aMpOrpaMmMupoBaTh (BbIMOMHATL 3MUCCUIO) C WCTIONb30BAHMEM KIHoued Ge30macHoCTH, YCTaHOBIMEHHBIX
OpraH13aLvei-3MUTEHTOM, 3anm1caB CHOPMUPOBAHHBIA UAEHTUMKATOP B 3alLLLEHHYIO obnacTb namsivi no
NPUHSTHIM B CuCTEMe MpaeunaM. Bornee nompobHO MpOLECC 3MMCCM  PaccCMOTPEH B OMMCaHN
1cnorb3yeMbIx NporpaMMHbIX npoaykTos CKY/,

10  KoHdmrypupoBaHue cuutbiBatens

CunTblBaTENb MMEET ABa TN NapameTpoB: obLLye HACTPOVK (HACTPOIIKa MHTEPECOB, MHAMKALWMA 1
ap.) 1 napametpbl 6esonacHocti (npocunm besonacHocTn kapt Mifare u fpyrve HacTpoku cuuTbiBaTens
BnMsiolle Ha GesonacHocTb  cucTeMbl). CMeHa HacTpoek BO3MOXHA HECKOMbKMMM — cnocobami
KOHCMrypvpOBaHWSI, MU HACTPOVKE CHUTBIBATENS PEKOMEHEYETCS OTKIHOYaTb HEUCTIONb3YEMbIE.

OnvicaHne BCEX HACTpOeK CYMTBIBATENsl MPEACTaBMEeHO B PYKOBOACTBE MOMb30BATENS MPUNOKEHUS
Elsys-SW Config.

10.1 KoHdpurypupoBaHue ¢ NOMOLLbIO BbIBOAOB

[ins BbiBOpa anbTepHaTUBHbIX PEXVIMOB paboTbl CUUTBIBATENS U BbINOMHEHS OYMCTKI KOHGUTYpaLmi
HeobXom|UMo [0 Mofiauy MUTaHUS COEMHUTL COOTBETCTBYHOLLMM 0Gpa3oM Bce HeobXoauMble MpoBoaa,
ykasaHHble B TabnuLie 7, 3aTeM BKIIOUMTb NuTaHme. MpoBo Secure (CUHMiT) MOXeT BbiTb NMBO OTKIHOYEH OT
apymx Leneit, nubo coemvHéH ¢ nuHueit DATAO/TM nubo coeguHén ¢ nunmein DATA1/TMG. 3asepLuenue
aKTVIBaLMM  arbTepHaTUBHOTO pexvma GydeT COMpOBOXOATLCS 3BYKOBbIM CMFHANIOM M BKITOYEHVEM
VMHOVKATOpa 3eNMEHOTO LiBETa Ha BPeMs OKOMo 2 CekyHA. [0 BbINOMHEHS MPUMEHEHNS HACTPOEK, OMMCaHHbIX
B TabnuLie 7, ByaeT BbINOMHEHa O4MCTKA BCEX OCTaNbHbIX KOHGMYPALMOHHBIX NapaMETPOB CYUTLIBATENS.

Mocne 3aBeplueHMst Mpouecca aKTMBaLyW pexuma paboTbl HeOOXOAMMO OTKIKOUMTL MUTaHMeE,
pasbeayHUTL MPOBOAA M NOKTHOUYUTb CYUTBIBATENb K KOHTPONMEPY LUTATHBIM 06pa3oM.

Tabnuya 7 — YcmaHoeka Hacmpoek cHumbigamenst

HacTpoeK 13 MacTep-kapTbl UNK MOAKMIOYEHNE C MOMOLLbI MPUNOXEHUS MHOMLMPYETCS ANMTEmbHbIM
3BYKOBbIM CHTHaIIOM, MOCTIE Yero aBTOp130BaHHas CEcCusl 3aBepLUAETCS.

[Ins 04MCTKY KOHCDMTypaLWy C MOMOLLbIO MacTep-kapTbl HeobXxoauMo B Tederme 30 € nocne BKIKYEHNs
MATaHWS CYMTBIBATENS NPEAbSIBUTL MacTep-kapTy 1 yAepxvBaTh eé B TeyeHue 5 c.

Cnocob co3faHns MacTep-kapTbl MPEACTABNEH B ONUCAHWN UCTIONb3YEMbIX MPOrPaMMHBIX MPOAYKTOB
CKY[ Elsys.

1 Mo6unbHbI uaeHTMdMKaTop

[ns wucnonb3oBaHus cmaptpoHoB Ha 6aze OC Android wmm iOS B KavectBe MOGUMBHOMO
naeHTUmKaTopa HeobxomMMo ycTaHoBUTb mpunoxenne Elsys-SW ID, kotopoe obecrieunBaeT nepenady
1aeHTUcMKaTopa Nonb3oBaTens B CuuTbiBaTeNb No uHTepdeiicy BLE. [ns Android Bepcun npunoxenns
[JONONHUTENBHO [OCTYNeH uHTepdeiic NFC.

MoppoBHas MHdopMaLms 06 1CnOMb3oBaHMM  MOBUMBHOTO  MAEHTU(MKATOpa MpencTaBneHa B
pykoBogcTee nonb3osarens Elsys-SW ID.

12 XpaHeHue, TpaHCNOPTMPOBKA M yTUNU3ALMA

XpaHeHue cu1TbIBaTENeN [JOMMKHO COOTBETCTBOBATL ycroBusiM xpaHeust 1 no FOCT 15150-69.

B nomeLLeHmM Ans XpaHeHusi cumTbBatenelt He AOMKHO BbiTb NapOB XMMUYECKM aKTUBHbIX BELLECTB,
BbI3bIBAIOLLMX KOPPO3VIHO (KVCTIOTbI, LLETONM, arpECCUBHbIE rabl).

TpaHCropTVPOBKa YnakoBaHHbIX C4UTLIBATENeEN MPOU3BOAMUTCS B KPbITbIX TPAHCMOPTHbIX CPEACTBAX C
Y4ETOM BEZIOMCTBEHHbIX HOPMATUBHBIX [JOKyMEHTOB.

YcnoBis TPaHCNOPTUPOBKW CHMTbIBATENEN AOMmKHbI cooTBeTcTBOBaTE FOCT 15150-69.

YTUnn3aums 3fen st omkHa OCYLLECTBASTLCA MO MECTY JKCTITyaTauuu U3fenus B COOTBETCTBUM C
['OCT 30167-2014 1 pervioHarbHbIM HOPMATUBHBIMM AOKYMEHTaMM.

13 CsepeHus o cepTudmkaLmn

CuvbiBatenb  Elsys-SW78-KP-Muli  cooTBetcTByeT TpeboBaHUsM  TEXHUYECKUX — PErmaMeHToB
TamoxehHoro cotosa TP TC 020/2011 n EBpasuiickoro akoHommuyeckoro cotosa TP EASC 037/2016,
nofTBEPKAAEMbIM JeknapaLyeit COOTBETCTBIS.

14 CBupeTenbCTBO O NPYEMKe M yNakoBbIBaHUM

CuurtbiBatens Elsys-SW78-KP-Multi, 3aBoackoin Homep M3rOTOBIEH,
MPUHSAT, MPU3HAH TOMHbIM AN SKCMryaTauuu W YrakoBaH corracHo TpeBoBaHMsIM, MPELyCMOTPEHHbIM B
[DeNCTBYIOLLIEN TEXHUYECKON [JOKyMEHTaLIN.

[Mpotokon ESDP yactyHo cosvectum ¢ OSDP 2.2. COBMECTUMOCTb C KOHTpOnnepamu Apyrmx INuHusa (uset DATAOQ/TM (3enéHbii) DATA1/TMG (6enbiif)
npou3BoauTeneit, kotopble noaaepkusator OSDP, He rapaHTUpyeTcs. nposoga)
Kaxgbii cuuTbiBatens B nuHMM uHTepdbeiica ESDP pomkeH MMeTb yHMKanbHbIA agpec. Ampec LED Green Wiegand-26* Wiegand-42
CYUTBIBATENS YCTaHABNMBAETCS NGO annapaTHbIM crnocoboM (MyTéM 3amblkaHusi COOTBETCTBYHOLUMX FIWHMIA (oparbkeBbIi MM
Ha GND, cm. Tabnuuy 6), 6o B npunoxeun Elsys-SW Config. Mocne nporpaMMHOI yCTaHOBKM aapeca po30BbIit)
annaparHasi CTaHOBHTCS HEOCTYNHO A0 cGpoca HacTpoex (cu. . 10). LED Red MepeaaBaTh MaKCMarbHbIif MepenaBaTs kof B AvanasoHe Wiegand
Tabnuya 6 — AnnapamHasi ycmaHoska adpeca cyumbigamens Onst npomokona ESDP (KOpUUHeBbI) [Mana3oH Konos B pexume TM* pexime TM
3HaveHvie agpeca .YPO?e"b CurHana Ha nuHumn _ Beep (xenTblit) He nepenasats Mnagwwmit Gait Mepepnasathb GaltTbl, HaUMHas C MNagLLEro,
DATAOQ/TM (3enéHbliA) DATA1/TMG (Genblit) Ans kapt ¢ 7-Mu v 10-Tn Ansi kapT ¢ 7-mu u 10-Tv GairtobiMu UID
1 (10 ymonyaHuio) Bbicokuii (He NoaKio4eHo) Bbicokuii (He NoaKio4eHo) Baiirosbimm UID*
2 Huskuit (nogkmioyeH k GND) BbICOKuiA (He NOAKIIO4EHO) Secure (CHMi) — BKrH04MTb peskiM 3aLLmTbl OT OuMCTUTL NapameTpbl 6e30nacHocTH
3 Bbicokuit (He noaKmnio4eHo) Huakuit (noakntoyeH k GND) MOXeT BbITb He [nybnukaTos (ecrnm Secure He pexuma SL1 kapt Mifare (ecrm Secure He
4 Huakuit (noakmtoyeH k GND) Huakuit (noakntoyeH k GND) MOAKITHOYEH MOAKIHOYEH, TO HTUKIOH noAKIoYeH, To napameTpbl Ans SL1 He
.. . BbIKIIOYNTCS) VI3MEHSITCS)
8 Wcnonb3oBaHue 3alumLEHHOTO NpoToKoNa nepeaayn AaHHbIX ES-Wiegand Tipme are,

Mpotokon ES-Wiegand wcnonbayet uHtepdpeiic Wiegand u obecneuvsaet 3awmty ¢uanyeckoro
KaHara  «CYMTbIBATENb-KOHTPOMNEP» OT HECAHKUMOHMPOBAHHOTO AOCTYNa, a Takke KOHTPOb  ero
1CTIpaBHOCTU. B 3TOM pexvme cuuTbiBaTenb No uhTepdeiicy Wiegand nepenaér B Bie KOaMpoBaHHbIx 128-
GUTHBIX MHEDOPMALIMOHHBIX MOCHINOK KOOI MPEObSBNEHHbIX KapT, a Takke kaxaple 10 cekyHa opmupyeT
JEXYPHble MHPOPMALWMOHHBIE MOCHINKY, OBECNEYMBAIOLLME KOHTPOMb HanM4Msi CBS3W KOHTpOnnepa co
CHUTBIBATENEM.

Pabota 3aLyLéHHoro npoTokona nepefadi AaHHbIX NOAEPXUBAETCA MpW COBMECTHON pabote C
KoHTpornepamn foctyna Elsys. VHdopmaupsi o Bepcusix W BapuaHTax WCTIOMHEHUS KOHTPOMNEepoB,
MOAAEPKMBAIOLLMX 3TOT PEXIM, MPUBEAEHa B SKCTNyaTaLyOHHOM [OKyMeHTaLym Ha obopyaosaHue CKY[
Elsys.

[ns mcnonb3oBaHWs 3aLUMLEHHOTO MPOTOKONa nepefadn AaHHbIX, kpome nunnic DATAO n DATA1
nHTepdbeiica Wiegand, k KoHTpornnepy 06si3aTenbHO AoMKHa BbiTb MOAKIOYEHA NMHNS YTIPABNEHNS 3eNMEHBIM
Lsetom ceetoavona LED Green. 3aluyLyéHHbI NPOTOKON aKTUBM3MPYETCS aBTOMAaT4eCKV Nocne nepeaadn
KoHTponnepom o niuHuv LED Green cneLmanbHoii KopoBoii NOCTeA0BaTeNbHOCTY.

9 Wcnonb3oBaHue kapt MIFARE B 3awwmwiéHHOM pexume

CuurbiBarenb Elsys-SW78-KP-Multi obecneuviBaeT BoaMoXHOCTb paboTbl B pexiMe YTeHust koda 13
3almLEHHO obnacTi namsiTu kapT. MoafepKUBaloTCH TPW 3aLUMILEHHBIX pexuMa Ans kapT Mifare: Classic
(SL1), Plus (SL1, SL3), DESFire (AES-128).

BrrtoueHme 3aLLLLEHHONO pexiMa 1 HacTpoika npoduns 6e30nacHOCTM (KikoM LMcpoBaHUS 1 Apyrie
HeobXoauUMble NapameTpbi) BbINOMHAETCA OAHVM 13 AOCTYMHbIX CrIocOB0B KOHMTYp1poBaHIs (cM. nyHKT 10).
MapameTpb! 6e30MacHOCTV XPaHSTCS B CYMTLIBATENE B HEN3BIIEKAEMOM BTE.

B 3aLEHHOM pexume cunTbiBaTenNb NepeaaeT AaHHbIe 13 3aLLyLLEHHO 0BnacT B ka4ecTse HoMepa
(kopa) kapTbl. KapTbl, HaxoaALLMECS B TPAHCTIOPTHOM COCTOSHIN, 3anpOrpaMM1POBaHHbIE C UCTONb30BaHUEM
OpyMMX Krkoyedt, a Takke kapTbl apymx copmatoB (EM-Marin, HID, gpyrve tunbi kapt MIFARE) B atom
pexvMe UrHOPMpPYIOTCS.

[ns CoBMECTUMOCTU 3aluLLEHHOMO pexuma SL1 ¢ cyLiecTByloLwmMIN 0BbeKTam, e UCnonb3yTes
cuutbieatenn Elsys, B koTopbix noppepxusaetcs Tonbko Mifare Classic, npedycmoTpeHa BOMOXHOCTb
annapaTHOro BKIoYeHs 3awmLénHoro pexvma Mifare Classic, nytém 3ambikanus npoBoga Secure Ha GND

3HaKoM « * » OTMEYEHO 3Ha4eHe HACTPOEK MO yMOM|aHMIo.
Bce npoBosia obsi3aterbHbI As CoeauHeHs Kpome Secure (CUHWiA).

10.2 KoHdpurypupoBaHue ¢ MOMOLLLIO NPUNOKEHUA

MobunbHoe npunoxerne Elsys-SW Config obecneuvBaeT HacTpoiiky, O4MCTKY KOHdMrypaLm,
06HOBMEHVIe NPOLLMBOK CHTbIBaTeNelt No uHTepdelicy BLE (Bluetooth Low Energy). PIN-koa no ymonyarmio
AN MOAKIMKOYEHNst K cumTbiBaTenio: 123456. MMpu HacTpoiike cuuTbiBaTeNs Heobxomumo obs3aTenbHo
cmenuTb PIN-kog no ymonyahuio. MpunoxeHue A0CTynHO Anst cMaptchoHoB Ha Base OC Android.

MonHoe ommcaHne KOHKMrypupoBaHUS CYMTLIBATENs MPEACTABNEHO B PYKOBOACTBE MOMb3oBaTens
Elsys-SW Config.

10.3 Kondpurypuposanue no ESDP

Mpv noakntoyern cuutbiatens no ESDP B koHdurypaumonHom MO CKY[ Elsys ocTynHbl (yHKLymM
LieHTpanu3oBaHHoro OBGHOBNEHS MpOrpaMMHOro obecrieqeHust (MPOLLMBKI) 1 LIEHTPANM30BaHHON 3arpyski
KOHcbrypaLm v npodouneit 6esonacHocTi kapt Mifare.

10.4 KoHdpuryprpoBaHme ¢ NOMOLLLIO MacTep-kapThbl

Macrep-kapra, ocHoBaHHas Ha Mifare Plus B pexume SL3, npegHasHayeHa 4nst KOHKMrypupoBaHus
CYUTLIBATENS C NOMOLLbIO NapaMETPOB, KOTOPbIE XPAHSTCS B HEV, U ANS aBTOPU3aLIN [e/CTBII NPUNOKEHNS
Elsys-SW Config. OtmenbHo MoxeT ObiTb NMPeCTaBMEHO pa3pelueHne Ha CMeHy OOLWX HacTpoek W
napameTpoB 6e30nacHoCcTH.

Mp1 MpenbsiBeHA MacTep-kapTbl, CUUTbIBATENb BHIMONHAET €€ ayTeHTUMKALMIO. YCTewWHylo
MPOBEPKY MacTep-kapTbl CHUTbIBATENb MHOMLMPYET ANUTENbHbIM  3BYKOBBIM CMrHANoM. [lapametpbl
ayTeHTUVKALWN NPUMEHSIOTCS MPW NEPBOM MPeAbSBNIEHM MacTep-kapTbl K CHUTBIBATENIO C 3aBOACKUMM
napameTpamy 1 yAansitoTCs Mpi 04NCTKe KOHMrypaLym.

Mocne ycnelwHoi ayTeHTUdMKALMM 1M YOUPaHUA KapTbl M3 MOMS CHMTBIBATENSs, 3anycTuTCs
aBTOPM30BaHHAsi CEccusi KOHAMrypupoBaHus, kotopast Anutest 15 ¢. B 3TOT MOMEHT, B 3aBMCMOCTU OT
pa3pelLieHnii B MacTep-kapTe, BO3MOXHO NoakmiodeHne ¢ nomolubio Elsys-SW Config, umn npumenenmne
napameTpoB 13 MacTep-kapTh! MyTEM MOBTOPHOIO 8 NpeAbSBIEHNS K CYMTBIBATENI0. YCMELUHOE NPUMEHEHNE

Mpencrasutens OTK
Mn
nodnucs pacwiughposka yucro, Mecsil, 200
15  [aranpopaxwu
IMponasely
MM
nodnuck pacwughposka yucno, mecsu, 200

16  lapaHTMu u3roToBuTENs

[MpennpusT1e-3roToBUTENb  FapaHTUPYeT COOTBETCTBME CUUTbIBATENs TPeBOBaHWSAM TEXHUYECKON
[I0KyMeHTaLWm npy cobiofeHIn NpaBitn TPAHCOPTUPOBAHWS, XPaHEHMS, MOHTaXA W SKCTyaTaLm.

apaHTUiHBI CPOK BKCTNyaTaLMN CHUTbIBATENS YCTaHaBNMBAETCA 12 MECALIEB C MOMEHTa NPOAaXHM.
[Mpw oTcyTCTBMM B nacropte fartbl MPoOSaXu WK nevati NpodaBLa, rapaHTUAHbIA CPOK WCHUCTISETCS C
MomeHTa npuemkv uanenusi OTK.

CunTblBaTENb, Y KOTOPOTO BO BpEMS rapaHTWIAHOTO Cpoka MpU YCroBAM COBMIOAEHUs Mpasun
akennyataum M MoHTaxa OydeT OOHapyxeHO HEecOOTBETCTBME 3asiBMEHHbIM  XapaKTepucTUkaM,
6e3B03ME3AHO 3aMEHSETCS UMW PEMOHTUPYETCS NPEANPUSTUEM-U3TOTOBUTENEM.

Anpec npeanpuATUS-U3roToBUTENS:

['pynna komnanmui «TeuH Mpo»

125040, r. Mocksa, 1-5 yn. Amckoro nons, 4. 28.
Ten: +7(495) 419-03-04

e-mail:  info@twinpro.ru

http:  www.twinpro.ru, www.frevog.net
000 «EC-npom»

443029, r. Camapa, yn. ConHeuHas, A. 53.
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