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1 Oo6mue cBeeHU

1.1 Ha3HayeHue U 06/1aCTh IPUMEHEHHUSA

OpanBep «bacTnoH-2 — KeyGuard» npegHasHayeH A1 MOHUTOPUHra CobbITUIA CUCTEMbI XPaHEHUS U
Bbl4auM KAOYEN, @ TaKXKe 3anMcu Nnosib30BaTeNen, X YPOBHEN JOCTYNa M aCCOLMMPOBAHHbBIX K/OYEN B
3NIEKTPOHHbIE KNOYHULI «KeyGuard».

Ob6opyaoBaHMe noakatoyvaeTca ¢ nomouwpbto Ethernet-nopToB B Ty e CeTb, YTO M KOMNbIOTEP C
YCTAHOBNEHHbIM ApaliBepom «bactmoH-2 — KeyGuard». HacTpolika obopynoBaHMsA Npou3BOAMTCA C
NOMOLLbI0 MporpammMmHoro obecneyeHuns «SecuriProx», NOCTaBASEMOrO NPOMU3BOLMUTENEM.

[paiBep B3aMMOAENCTBYET C KAIOYHULAMM C MOMOLLbIO KIMEHT-CEPBEPHON TEXHOIOMMM, Tae ApaiiBep
AB/NIACGTCA CEepPBEPOM M XKAET 06palLeHMIN OT KAOUYHUL-KANEHTOB. B CBA3KM C 3TMM A0oMycKaeTcs Haauuue
/ML 0AHOrO ApaiBepa B cucTeme.

Konnyectso o4HOBPEeMeHHO NoAJepiKnBaemMblx ApanBepom KAouHUL, — 64. KoAMYecTBO Kakouen Ha
Ka*KaYI0 KNOYHULLY OrPaHMYEHO /iUlb CAMUMM KTOUYHULLAMMU.

Cuctema KeyGuard morKeT BKAOYaTb B cebA pa3HoobOpasHble MUCMONHeHMA KatouHuy, «KeyGuard» c
noAAep>KKOW pa3HOro KOIMYECTBa KatoUen.

PelweHne o pa3bioOKMPOBKE ABEPU U KNHOYEN KNHOYHWULbI MPUHUMAETCA CaMUM YCTPOMCTBOM, AaxKe Npu
oTcyTcTBUM cBA3nM ¢ AMNK «BactMoH-2». 3To obecneymBaeTcd MexaHM3MaMM HACTPOMKM KAOYEN U
nosb3oBatenen B Blopo NPONycKOB, a TaKXKe BO3MOXHOCTbHO BbIFPY3KM HAaCTPOEHHbIX AaHHbIX B KHOYHULY
— NOJIHOM MHUUMAM3BaLME.

[Opaiisep obecneynBaer:

e OTob6paxkeHue CoBbITUI OT KNKOUYHUL, U UX KNHOYEN, BKNKOYAA LWTAaTHbIE COBLITUA, HEMCNPABHOCTH,
N Tpesorn. TaKkKe KAYHMLbI 0becneumBatoT Bblgady 6ydepmnsmpoBaHHbIX COBLITUIA, KOTOpble
NPOM30LW/IM B MOMEHT OTCYTCTBMA CBA3U C APaliBEPOM;

o OTobparkeHue cobbITU NONYYEHMA M BO3BPATA K/IHOUA, a TaKKe MAEHTUPUMKALLMM XO3. OpraHa uau
HEeN3BECTHOM KapTbl NPU NpeLbABAEHUN KapTbl;

e LlBeToBOE OTODOpPAXKEHNE HANMYMA KAOYEN B KAOYHMLAX HA rpadrMyeckom naaHe;
e KOHTPO/b 33 BCKPbITUEM ABEPLLbI KHOUHULbI;

e /HAMKAUMIO NOTEPU CBA3U U HEUCMPABHOCTEN KNOYHULLbI;

o BO3MOXKHOCTb YTEHUA KOHOUrypaLmm Kntoden u3 ¢annos KoHPUrypauui;

e BO3MOMHOCTb KOHOUIYPUPOBAHMSA K/AKOUYEN M Ha3HAYEHMS UX MO/b30BaTeNIAM Yepes LUTaTHble
YPOBHM A0CTyNa biopo Nponyckos;

e BO3MOMHOCTb NO KomaHae u3 AlMK «BacTMoH-2» 3anucu Bcex MNoJib3oBaTesnelt ¢ Habopamu
KNHoYel B KAYHNLbI («NOHAA MHULMANu3auma»);

e [lpM M3MeHEHMAX B [AaHHbIX NO/b30BaTENA, BK/AKOYAA MPUBA3KY Kaloueln u/unm mMameHeHus
YPOBHeW A0CTyna — BbiBOA COBbITMIA 0 HEOBXOAMMOCTM NPOBEAEHNA NOHOW MHULMAAN3aLUKN ANA
TeX KAOYHULL, KOTOPbIM 3TO HE06X0AUMO;

e PasrpaHuuyeHWe AOCTyna K HacTpoMKam ApaiBepa B 33aBUCMMOCTM OT YPOBHSA MOJIHOMOYMIA
onepartopa.
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1.2 061masa cTpykTypa ApauBepa

[paiisep BKAtOYaEeT B ceba yeTbipe NporpaMmHbIX moayns B popmate DLL:

e KeyGuardDrv.dll — ocHoBHOM moaynb pApanBepa, obecneumBaeT paboTy bacTMoHa ¢
obopyaoBaHuem;
e KeyGuardProt.dll — npoTokonbHasa 6ubavoTeka, obecneynBaeT HenocpeacTBEHHOE

B3aMMOﬂ,EﬁCTBMe C O60pyp,OBaHMEM;

e KeyGuardVisual.dll — mogynb Bu3yanbHoI YacTn, obecneuynsaeT MHULMANM3aLMIO 060PpYA0BaAHNA
N oTobpaXKeHne coCToAHUN;

e KeyGuardConfigxt.dll — moaynb pacwupeHua obuwero KoHdurypatopa, no3BonseT
MMMNOPTMPOBaTb KOHPUrypaumio Katodert us MNO «SecuriProx» B AMNK «bacTMoH-2».

TaKrKe B cOCTaBe ApaiBepa nocTaBaseTca Moay b 0bLero KoHpurypaTopa.
2 YcioBuUsI NpUMeHEeHUs

2.1 Tpe60oBaHMUA K COBMECTUMOCTH

[Opaiisep «bactMoH-2 — KeyGuard» ¢yHKUuMoHMpyeT B coctaBe AlMK «bacTMoH-2», TpeboBaHua K
nporpaMmmHoOMy o6ecrneyeHnto MOMHOCTbIO COOTBETCTBYIOT W3/I0XKEHHbIM B AOKyMeHTe «bacmuoH-2.
Pykosodcmeo cucmemHo20 adMuHUCmpamopa.

Opaisep cosmectnm ¢ AlNK «bactnoH-2» Bepcum 2.1.9 n Bblwe.

2.2 JIMueH3MpoBaHUe

B apaiiBepe «bacTMoH-2 — KeyGuard» BBeAeHbl ANLEH3NOHHbIE OTPaHUYeHMs Ha obliee KoAnYecTBo
NoAAePKUBAEMbIX K/HOUel BO BCEX K/OYHMLAX CUCTEMBI.

[Opaieep He obecneunBaeT paboTy C KNHOYHMLAMM CBbILIE NNLEH3NOHHbIX OrPAaHNYEHMI Ha KOANYECTBO
Kntoyen. B cnyvae HegocTaTKa AmLeH3ui apalisep dopmupyeT coobuieHne « HeT AnUEH3NM», B KOTOPOM
YKa3bIBaeTCA KONMYECTBO TpebyeMbIX U NOMYUYEHHbIX MLEH3UI, M NPEKpaLLaeT CBOto paboTy.

3 YcraHoBKa ApaiiBepa

HauunHana c AMNK «bactnoH-2» Bepcum 2.1.11 nHctannatop apansepa «bactnmoH-2 — KeyGuard» BxoauT B
coctaB MHctannatopa AlMNK «bactTmoH-2» M yCTaHAB/AMBAEeTCA ABTOMATMYECKM Npu ycTaHoBKe AlK
«BbacTNoH-2».

Mpn HeobxoaMMOCTN BO3MOXKHA YCTaHOBKa ApaliBepa Bpy4Hyto. [ns 3Toro HeobxoaAnM yCTaHOBAEHHbIN
AMK «bacTnoH-2». UHcTannsatop gpaneepa «KeyGuardSetup.msi» HaxogMTcs Ha YCTaHOBOYHOM AMUCKE
ANK «BbactnoH-2» B nanke «Bastion2\Packages\Drivers\SKUD».

[paiisep yctaHasamnsaertca B nanky «Drivers\KeyGuard» paboyero katanora AMK «5acTUoH-2».

C nomowbto nHctannAatopa AlK «bactnoH-2» sepcmn 2.1.11 n Bblle MOXKHO TaK¥Xe AEUHCTANINPOBATb
Apaiieep, ecnm 3anyctuTb MHCTannaTop AMNK «bacTMoOH-2» B pexkume BbIGOPOUYHOWM YCTAHOBKM, BbIK/HOYNB
npv aTom onumto Bbibopa apalisepa.
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[enHcTaniMpoBaTb OTAE/NbHO YCTAaHOB/EHHbIM ApalBep MOXHO CTaHAAPTHbIMM  CPeACTBaMM
onepaLyMoHHONM CUCTEMbI, BbIBPaB B CMMCKE YCTAHOBAEHHbIX KOMINOHEHTOB Tpebyemblit ApaiBep U HaxKas
KHOMKY «YAanuTb».

Mocne ycnewHoM yCTaHOBKM BPYYHYHO ApaiiBep AOXKEH NOABUTLCA B CMMUCKE APAaNBEPOB B OKHe
penakTMpoBaHMA cnncka gpaieepos AMNK «bacTUOH-2».

4 HactpouKa agpaiiBepa

4.1 Oo6masa nocjeao0BaTe/JbHOCTD AEeHCTBUU
Hactpoika gpaiiBepa B obwem cayyae BKAOYAET cneaytoLime aTanbl:
e [lepBOHayYanbHan HACTPOMKA KAOYHUL, (Cm. Nn. 4.2);
e Bbirpyska cnucka katouei B paiin KoHdurypaumm (cm. n. 4.2);
e [lobasneHue aparisepa (cm. n. 4.3);
e HacTpoitka apaiisepa (cm. n. 4.5.2);
e [lobasneHue kno4yHuy, (cm. n. 4.5.3);
e HacTpoiKa kntouHuy, (cm. n. 4.5.4);
e Nmnoprt Kntoyen (cm. n. 4.5.5);
e HacTpoiika ypoBHeW AocTyna ¢ Knodamm (cm. n. 5);
e NHuumanumsaums (cm. n. 6);
e [lposepka pabotocnocobHocT (cm. n. 9).
4.2 HacTrpoilka K/IIOYHHUL, M BbIrPy3Ka CIHUCKA K/IKWYEed C NOMOLIbIO

BHeuiHero I10

[ns npeaBapuTenbHOM HAaCTPOMKK KtouHUL, «KeyGuard» Heobxoammo ncnosb3osatb MO «SecuriProxy,
noctasnsoweecs ¢ obopygosaHuem. CHavana cnegyet 3anyctutb MO  «SecuriProx» WM OTKPbITb
BCTPOEHHbIA KOHOMUrypatop. B HUXKHENW udacTu OKHa 6ygeT noacsBeyeHa BKAagKa «laHenb
HepacnpeneneHHbIX YCTPOMCTB». ITO 03HAYAET, UTO K CUCTEME MOAKIUYNIOCH HENM3BECTHOE YCTPOMCTBO.
[na 3anucu HeM3BECTHOTO YCTPOMCTBA HEOOXOAMMO PACKPbITb CMMCOK HepacnpenenéHHbIX YCTPOWCTB,
nepenTn B pasgen KoHdurypatopa «YcTpolcTBay, U nepeTawmTb CTPOKY B NaHe/lb C Haanuceblo «Het
AaHHbIX». Mocne 3TUX AeNCcTBUIA MOXKHO NEPEXOANTb K MOUCKY U A0OABAEHUIO KOYEN.

[na KoppekTHOM paboTbl ApaliBepa C KAYHULAMW HEOBXOAMMO TaK¥Ke MOAYYUTb CMMUCOK KAtouei
KaXKA0M KAOYHULbI U BbIFPY3UTb B Gaia cNncKa Katodei. IToT ¢ain Mcnosb3yeTca Ana MMNopTa BCex
M3BECTHbIX KAtoUYHULE Ktodelt B AMK «BactuoH-2» (cm. n. 4.5.5). s BbIrpy3Ku Kawouel B paiin cneayet
CHa4asa NOMeCTUTb BCe HEOOXOAMMbIe KoUK B toDOble AYEKM KOHKPETHOM KatouHuubl. Mocne yero B
OKHe KOHdUrypaTopa BbIOpaTb BKAAAKY «KAHOUM» U OTKPbITb CMUCOK HE33aPErncTPUPOBAHHBIX KOYEN.
(Puc. 1).
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4 Kondurypatop - m} *

I oHbUrypaLyA ofopynosaHia
oveoav (T Hactpoikun knova —
¥posHi nocTyna onepajilisic] gﬂ po

BpeMeHHbIe 30Hs! ’HasﬁaHlne—|

Crncran Knrouedi
LWahnoHe! paceTa paby
LUITATHOE PACTIHCAHWE
Y¥POBHK AOCTYNE K KD

YerpolicTea
Hnioqm

TporparMHele Makpo

KapTel gocTyna

<HET AaHHLIX>

a/n Homep Baoka m HOMep Homep suelikm B Cyrsarypa mmoza el
mMogyas B Biaoke Momyas
¥crposicTteo : RGRD-TFT-Base
016l 00 1 680000199855F301
016l 00 2 2E0000199851F001| |
0lel 00 4 C8000019987BEBO1
016l 00 & 3E0000199839BD01
0lel 00 8 7B0000199836CB0O1
0lel 00 9 2000001998819E01[w
‘ ” NobBaEnTe ‘ PaspelwMTs U3MEHEHUA
HepampeaeneHHsIe YCTPOACTES (Pa3BepHYTL/EepHYTE) .

Puc. 1. OKHO KoHdurypaTopa «SecuriProx»

Mocne Toro, Kak CMUCOK HEM3BECTHbIX K/ouyel NoaydeH, HeobXo4MMO 3anucaTtb UX B YCTPOMCTBO. [ns
3TOro TpebyeTca BblAENUTb BCE KAOUYM U NEPETALLMTL UX B NaHEb C HAANUCbIO «HeT AaHHbIX».

[danee HeobxoaMMO 3a4aTb A/1A KNOYE UMS U HOMep NoMelleHus. B Homepe nomeL,eHna BO3MOXKHO
MCNONb30BaTb TONbKO UMpbl. [ANA paspeweHns peaakTMpoBaHMA HEOBX04MMO ANA KaXKAoro Kiua,
nepesg ero WU3MeHeHWEeM, HayKaTb KHOMKY «Pa3pewntb M3MeHeHus». Mocne Kakaoro M3MeHeHUs
HeoBX0AMMO HaXKMMaTb Ha KHOMKY «COXpaHWUTb M3MEHEHUA».

Mocne Toro, Kak Bce faHHble 3anucaHbl, HEOBXOAMMO BbIrPy3UTb CMIMCOK KAatoueir. [na storo Tpebyetca
BbINO/IHUTL HECKO/IbKO 0653aTe/IbHbIX AeNCTBUN:

e [lna nepBOro K/jw4ya B MepBOM MoJie AOMNOJIHUTENbHOTO Ha3BaHWA yKa3aTb HOMeEp, KOTOPbLIN
pacnonoKeH B MPaBOM BEPXHEM YI/y OKHa KOHOUIypaTopa, U COXPaHUTb nameHeHua (Puc. 2).

- [} >
KW KNo4a (7]
K04 B yeTpolicTae ©
emennn o B
4Yyeckaa
E

anmoaeicTEME ¢ oxpanHoi crcTemol [

Puc. 2. HacTpoitku Katoua
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e OTMeTMTb MapKepamu Nons (3eneHble MHANKATOPbI PAAOM C KaxKabim nonem (Puc. 3)):
e [lon. Ha3BaHue (NepBas CTPOKa),
e HOMep KAto4a B YCTPOICTBE,
e Neo nomewieHus,

e Homep iButton;

4 Konduryparop - m} x

HacTpoiiku knoya

Koy

T AT HassaHie Knrou 411 M:0 0 N:1 Horep KnoYa B YCTPOACTEE &

EE?“"”%‘ Ko 412 2|oxze00(15 flon. riassarme : GHETEIEE
LraT-oe pacicarve  prmm———y 3loxca00| 157 _ I
¥postin A0cTyna < o e oEmles Beibop ycTpolicTea
Tt} % 3E0
Ko 3151 slocm00] 11 ° [ETEGE S | | | -t o
YcTpoiicTea o i HomMep ycTpoiicTea @ L-W0161
Knoum Kniow 416 | &|0xA000(33
Il o Koy 417 | <ol e @ BepryTe rod no ykasannoro epevern [ & BsaumoneiicTene c oxpanHoii cuctemoil [
Knroy 418 | 8|0x2900 445
S — Kniou 419 1 5[oxFs00]125
Kniou 4201 10[oxe700[555 @ Bo3S0aT KNKOUE YeDes VKasaHHoe soema [
Koy 4211 11(0x7100 | 222 Homep iButton
Kniou 422 | 12 [0xE200 | 335 L= 0x680000199855F301

3anpocHTe coofilueHne ANA Bsinaqm knkouz (]
3anpocHTe coofilueHne ANA so3epaTa ko' (]
PaspewnTe caady kiova & mobvio ko (]

TpebyeTca Online noaTEEpHAEHKE O
onepatopa
@ TpefiveTca noaTEemHAeHMe cynepaaiisepz [

© Tpebyetca noaTeepwaerue merenxepos []

@ 3anpeT TecTa ankorona ANA KNoya O

>

| = | —— e

HepampeaeneHHsie ycTpoiicTea (passepHyTh BepHYTE)

Puc. 3. O6wme HacTpoikm MO «SecuriProx»

Bbirpysky katouyeit Tpebyetca ocywectsaatb B popmate CSV. Ons aToro Heobxo0AMMO HarxKaTb MpPaByto
KHOMKY MbILLM B NOJIE CO CMUCKOM KJItOYel, Noc/ie Yero BblbpaTb MYHKT «IKCNOPT» U HaXKaTb Ha CTPOKY C
Tpebyembim popmatom (CSV). Painn dopmarta CSV peaakTMpoBaTh BpYUHYHO 3anpeLueHo!

MNoapobHee o pabote MO «SecuriProx» MOXHO y3HaTb B [OKyMeHTauuu, noctasasawollelica ¢ NO
«SecuriProx».

BHumaHue! [locne okoH4YaHusA pabomel ¢ «SecuriProx» Heobxodumo 3asepwums pabomy
cepsepa. MIKoHKa Haxooumca e mpee (obaacme ysedomaeHuli naHenu nyck). Ecau sanyuweH
Opatlisep, neped pabomoli ¢ «SecuriProx», e20 He06x00UMO 0OCMAHOBUMb.

Ecnv HacTpOMKU B K/OYHULE YXKe NPOM3BOAMAUCL, HEOBXOAUMO BbINOAHUTL CMHXPOHM3ALMIO 6a3bl
OaHHbIX. [aHHble MaHunyaauum npomussogatca B MO «SecuriProx Studio Server» B pasgene —
CunHxpoHusauma b/,

4.3 JloGaBJsieHHUe ApaiiBepa

[JobaBneHne pgpavieepa B bacTMoH onucaHo B JOKyMeHTe  «bacmuoH-2. Pykosodcmeo
aOMUHUCMPamMopa», HaxoAALWeMcA B nanke «Bastion2\Docs».
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4.4 MeH10 JpauBepa

Mocne pobasneHuna aparisepa n nepesanycka MO «bacTMOH-2» B MeHto «[panBepbl» NoABMTCA rpynna
«Oparisep CKY/[, “KeyGuard”» (Puc. 4).

H_-? FIHCTpymeHTE KoHgurypauma Apafieepel

¥,

B X B

¥npaeneHue Kondurgpauma  HMHuumanmsayma
Apaliisepamu
DALe Apakeep OMNC "KeyGuard”

Puc. 4. MeHto ppaiiBepa «bacTnoH-2 — KeyGuard»

MyHKT meHio «KoHdUrypauus» nossosseT Bbi3BaTb KOHPUrypaTop, B KOTOPOM MOXKHO NPOWU3BOAMUTb
HACTPOMKY Bcex Tpebyemblx NapameTpoB ApanBepa, BKAOYas 3aaHue oblmx HacTpoek, gobasneHue u
HACTPOMKY KNOYHULL, YTEHME KNtoUuen U3 dpainna u UsmeHeHne Ha3BaHWU Ntobbix ycTponcTs. KoHdurypatop
JOCTyneH Ha ntoboi paboyelt cTaHUMK, rae YCTaHOBAEH ApaliBep «bacTMoH-2 — KeyGuard» (cm. n. 4.5.1).

MYyHKT MeHlo «MHuuManmMsauma» Mo3BOAAET BbI3BaTb OKHO MHUUMANM3auuu, rae 6yayT OOCTYMHbI
BO3MOHOCTb BblGOpa K/AOYHWULbBI AN 3anWCM NO/b30BaTeneil M KA4el, 3anyck M npepbiBaHue
MHUUMANM3aLMK, a TakKe byaeT oTobpakaTbCa Nporpecc 1 pesynbTaTtbl MHULMANM3aLuK (cm. n. 4.5.5).

Echn nyHKTbI MeHIO apaWBepa HeAoCTyMHbl, TO B HACTpOMKax npoduna onepaTopa OTCYTCTBYIOT
COOTBETCTBYIOLWME pa3peleHna. OnMcaHne HaCTPOMKM paspelleHnin npoduaen nepcoHana HaxoamuTca B
pykoBoAcCTBe cUCTeMHOro agmuHuctpatopa AlNK «bactoH-2».

BHumaHue! Ha 0aHHbIl momeHm modynb uHmezpayuu noddepxcusaem pabomy mosasko 5 000
nose3oeameseli. 3mo oepaHuYeHue c8A3aHO ¢ ocobeHHOCMAMU mekyuieli peanusayuu dpalisepa.

4.5 Koudurypartop apauBepa

4.5.1 Ilos1b30BaTe/IbCKUM UHTEPpdennc KOHuUryparopa

HacTpoiika ApaliBepa OCYWECTBASETCA MNPWU MOMOLLM CheumanbHoro KoHdurypatopa. MMoapobHyto
MHbopMaumio o paboTe ¢ 06LWMM KOHOUTYPATOPOM CM. LLOKYMEHT «bacmuoH-2 — 06wuli KoHgu2ypamop.
PykosoOcmeo admuHUCmpamopa».

B neBoi YacTn oKHa KoHourypaTtopa (Puc. 5) Haxo4MTCa AepeBo YCTPOMCTB, OTHOCALLMXCA K ApaiiBepy. B
NpPaBoi YacTM OKHa Haxo0AMTCA OKHO MPOCMOTpPa, 0TobparkatoLee CBOMCTBA BblAeNEHHOrO y3Aa.
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-

@‘ Korfrrypatop apadsepos "KeyGuard” = [= ][ ==
i . @ 1. (L i‘p
NV EE
4a- KeyGuard HoyepHKe YCTpoicTEa |
""" &Y Hactpaiiku o :@ HacTpaobikm K. AbouHMLE
a ! K nryH1LE! 1 ['punna ycTpoRcTE Ipynna yoTpoiicTe

p ! KAHuHMLE Ha NpoXoaHoN
4.2 Kam

-2 Opuc 100

@ Ocpuc 101

e Oepuc 102

e K nanoean

-2 Qw103

e Cerperape

-2 HadansHue, Y4acTra
e Oopuc 201

e Oepuc 202

-0 []eperogopk.a
-2 Opuc 203

-2 Opuc 204

Do Ogpuc 205

e Oepuc 206

e [HpEKTORaT

4 ’ K.ntouHMua Ha crnage

b - K aouM

Puc. 5. TnaBHOe OKHO KoH}UrypaTopa gpainsepa «bacTMoH-2 — KeyGuard»

Kaxpgoe YyCTpoOMCTBO No3BOAAET 33a4aTb €ro HasBaHME WM O3HAKOMWUTBCA C HepeaaKTMpyeMbiMU
napameTpamu. Huxke ocobeHHOCTU paccmoTpeHbl 6onee nogpobHo.

4.5.2 HacTtpo¥iku apanBepa

MapareTpr

F.oMMpoOBATE NapareTpl TEKYW ErD YCTPOMCTES B ApYrie YCTROMACTES. .

4 MoaknwusHHe

IP-aapec cepeepa ® 192.168.21.23
MopT cepeepa #1724

IP-aapec cepeepa
Ctpoka, o7 1 A0 15 cumenaoe.
OBAzaTENEHEIA NapaMeTp

Puc. 6. OKHO HacTpoeK apaiiBepa «bactnoH-2 — KeyGuard»
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OKHO HacTpoek ApaiiBepa umeet ABa 06a3aTeNbHbIX 414 YCTaHOBKM nons (Puc. 6):

e |P-agpec cepBepa — IP-agpec cepBepa papaliBepa, rae 6yaer 3anyweHa NPOTOKO/bHAA
61banoTeka. B KNOUYHULEX HYXKHO YCTaHOBUTL TaKoM e agpec. Mo ymonyaHuto none nycroe. na
paboTbl ApaiBepa TpebyeTca ob6sa3aTenbHoe yKasaHue IP-agpeca cepsepa.

e [lopT cepsepa — TCP/IP-nopT cepsepa ApaiBepa. Ero TakKe HyKHO 6yaeT yCTaHOBWUTbL B
KAYHMUAX. 1o ymonyaHuio nopt paseH 8000.

4.5.3 Jlo6aB/IeHHE KJIIOYHUI]

Hactpoika kntoyHuy, «KeyGuard» B gpaiBepe 3akntoyaeTcs B Aob6aBaeHMN HEOOXOAMMOTo KOMYecTBa
K/IIOYHUL, @ TaKMKe YCTaHOBKe A/1 HUX HeObX0AMMbIX NapaMeTpoB.

Ona pobaBneHus KAIOYHWULBI HEobXoAMMO WaW BbIOPATh y3en «KAYHULBI» U HaxKaTb KHOMKY
«/Jo6agumb» Ha NaHENN MHCTPYMEHTOB, MW LLENKHYTb MPABOM KHOMKOM MbIWW Ha y3ne «KAluHMLbI» 1
BbI6paTb NYHKT «J06a8UMb» U3 NOABUMBLUEroCs MeHI. MaKcMmaibHOe YNCIO KAOUYHUL, — 64.

4.5.4 HacTpoika KJIl0YHMILL

MapameTpel  Kongwrypawsa  Ooveprve yeTpolicTea

KonMpOBSTE NEPEMETRE TEKYILETD YCTPORCTES B APYTWE YCTPORCTES...

v DBwmne napameTpol
HazeaHue & KnwouHuua 01
v [MogknrousHKe
IP-agpec KA 4YHKLUE & 19216831172
3anuck nora obmena (Npu HewcnpaeHe Ja
* [lpouwe napameTpol
WMrTepdeidc cUMTEIBEATENR KapT Wiegand-26

Puc. 7. HacTpoiika OCHOBHbIX MapamMeTpoB KAIOUYHULbI

B cBOWCTBax KOHTpoOJinepa AOCTyMHbl 3 BKNaaku: «[lapamempoi», «KoHgpueypayua» wn «/[oyepHue
ycmpolicmea».
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Ha Bknagke «/apamempbi» AOCTYNHbI cneaytowme napameTpsl (Puc. 7):

e HasBaHWe — Ha3BaHWE KAOYHMULbI, AOCTYNHO ANA pegaKTnpoBaHUA.

e |P-agpec kntouHMUbl — IP-agpec, ycTaHOBEHHbIM B AaHHOM KatovHuue. Mo agpecy onpeaenaeTtca
Heobxoammoe yctpoiictBo B AMNK «bacTnoH-2». 3agaHue agpeca npu KOHGUrypuposaHUU
obAsaTenbHo.

e 3anucb nora obmeHa (Npu HeucrnpaBHOCTAX!) — BK/AOYEHME BbIrPY3KM BCero siora obmeHa ¢
OAHHOM KauYHuuel B dain. Heobxogmm gna nonydeHua UMHPOPMALMU NMPU HEKOPPEKTHO
paboTatowem obopyaoBaHMn. Mcnonb3oBaThb TONbKO A1 06HApYKeHMA HencnpasHocTen!

o UHTepdelic cuntbiBaTENA KAPT — CYMTLIBATENIb BCTPOEHHbIN B MaHENb KAOYHULbI NOAAEPKMBAET
Tonbko Wiegand — 26.

Ha Bknaake «KoHgu2ypayus» AOCTyNHa BO3MOXHOCTb MMMOpPTa Katodel (cm. n. 4.5.5).

Ha BKknagke «/ouepHue ycmpolicmaa» 0TobpaskaloTca Bce Jo4YepHUe YCTPOMCTBA KNHOUYHULLbI.

4.5.5 UMnopT Kiawouyen
,ﬂ,nﬂ 3arpyskumn Bcex KNtoyen ﬂ,aHHOﬁ KNHOYHULbI HEO6XOLI,VIMO MCNonb3oBaTb MMNOPT KOHd)MpraLI,MM,

3arpysmB 3apaHee cdopMmnpOoBaHHbIN Bo BHewHeMm 10 «SecuriProx» daiin koHpurypaumm B popmate CSV
(n. 4.2).

Ha Bknaake «KoHgu2ypayus» HaCTPOMKM KAOUYHULLbI HAXOAUTCA KHOMKa «mmopm...».

MmMopT KOHPUIYpaLUM MOXKET NPOMU3BOAUTLCA Kak B HEHACTPOEHHOM ApanBepe, Tak U nosepx atoboi
TeKyLlen KoOHPUrypaLum, UCNONb3ya MexaHU3M UHTeNIeKTyalbHOro 06HOBNEHNA NapameTpoB.

YT06bl BHECEHHbIE WM3MEHEeHMA BCTYNWAM B CUAY, TPebyeTcA COXpPaHWTb M3MeHeHuA. [pu 3Tom
Npoun3onAET nepesarpysKka Aparieepa ¢ NOCAeAyOWNM BOCCTaHOBAEHNEM CBA3M C KNOUYHMLLAMMU.

BHumaHue! pu nobeix usmeHeHuax 8 KoHguaypamope AlK «bacmuoH-2» 6ydem 8biso0ume
cobbimue om Opalisepa «M3meHeHb! NPonycKa/Kkawvu, mpebyemca uHuyuanusayua» (cm. n. 7.2).

5 Hacrpoiika ypoBHeH AOCTyIa U KapT

Mocne nmnopta katoueit B AMK «BacTMOH-2» OHKM CTaHYT [OCTYNHbI ANA Ao6aBaAeHMA B yPOBHM AOCTyNa B
Bropo nponyckos (Puc. 8).

C nomMoLLbto ITAaTHbIX MEXaHN3MOB BIOpO NPONYCKOB MOXHO CO34aTb NOJIb30BaTENEN, BbIAATb UM KapTbl
W CBA3ATb C YPOBHAMM AOCTYMNa, COAEPKALLMMM KNtoun apaieepa «bacTnoH-2 — KeyGuard». NoapobHee
CM. floKymeHTauuto «APM Bbropo riponyckos. Pykosodcmeo orepamopa.»
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=59 2F QEE-®
o fl OCHOBHBIE
@ AnpexTopart DHMIMYECKHA HOMED YPOBHA AocTyna:  RULL

.:-" npaKTHKaHTbI MenonesogaHKe YPOEHA A0CTYNa: u] SKTHEHEBLX, 1 HEAKTHEHBIX NponyCcEos
W=
MepeTALWKMTE CHIAS SEFON0E0K CTONGLE ANA FPYINHPOEKH
Ed |T0l—n<a npoxoaa BpeMeHHoH Bnok |BDEMEHHaF| 30Ha Ha4ano CIKOHYaHHE |K.,£l,. |I'Ip |I'IH |BT |Cp |‘-IT |I'IT |C6 |Bc |
3 E Knaaoean KpyraocyTogHo (M21)  c00:00 Ao 23:59  00:00:00 23:159:59 O
B oducioo KpyrnocyTodHo (N91) ¢ 00:00 a0 2359 00:00:00 23159:59 O
B ofucim KpyrnocyTouno (N21)  c00:00 02359 00:00:00 23:59:59 O
B oduciz KpyrnocyTouno (N21) ¢ 00:00 a0 23:59  00:00:00  23:53:59 O
B oducio3 KpyrnocyTouno (N21) ¢ 00:00 a0 2359 00:00:00  23:59:59 O
E] odmczo1 KpyrnocyTouno (N21) ¢ 00:00 a0 23:59  00:00:00  23:59:59 O
B oduczz KpyroocyTodno (M213 OO0 Ao 2359 000000 235050 O
B oduczs KpyrnocyTodno (N21)  c00:00 02359  00:00:00 23:59:59 O
BJ cexperape KpyrnocyTodso (NO1) ¢ 00:00 A0 23:59  00:00:00 23159:59 O
(%) Bee () MpocTele () CocTasHble

Puc. 8. Hactpoiika ypoBHe# goctyna

Mocne HacTPOMKM NPOMNYCKOB U/MNK ypOBHEM A0CTYNa UAM UX COCTaBOB HEOBXOAMMO MPOBECTU NOHYIO
MHULMANM3AUMIO HeobXoaumblX KAOYHUL,. O TOM, KaKMe KAKOYHWULbI HYXKAAKTCA B MHMLMANM3AUUMK,
MOXHO y3HaTb MO COOTBETCTBYIOLEMY CO0bLIEeHNo (cMm. Nn. 7).

BHumaHue! B mekxyuwieli sepcuu dpalisepa He no00epicusaromcs spemeHHble UHmMepaassl yposHel
docmyna u Kknwoueli, pacrniucaHue paboyux/ebixo0HbIXx OHel, pacnucaHue npasdHUKos8 U npoyue
o2paHuyeHus Ha delicmsue yposHeli docmyna. Bce yposHU docmyna 045 KAYHUY, cHUMAomcs
Kpyan0cymoyYHbIMU.

6 Haunuaausanus

[nsa 06HOBNEHMA CNMCKa NPONYCKOB, HOMEPOB KapT U PIN-KOA0B, a TaKe accoLMMpPOBaHHbIX C KapTamu
CMMCKOB KNlOYel B KAUYHMLAX HEOBXOAMMO MPOBECTM MOJHYI WHULManu3aumio. OKHO C Bbibopom
KAOYHMLUbI ANA UHUMLMaNAM3auMm AOCTYMHO U3 MeHIo gpaisepa (cm. n. 4.4). B oKHe vHMUMannsaumu
Heob6X0AMMO BbIBPaTb HYMKHYHO KAKOUYHWULY M HaxKaTb KHoOMKy «UHuyuaauzayusa» (Puc. 9). Mpu atom
3anNyCcTUTCA MeXaHU3M MHULMaM3aUmMn ¢ oTobparkeHrem nporpecca onepauuii (Puc. 10).

o "

FHMUpWanmrzsauma earYHKY KeyGuard @

[.1a NaAHOH HHWLMANZEUMK © 3aMHCER BOER NEPCaH W ACCOUMHPOEaHHELR 1t
KAMYENA BEIGEOMTE HEOSHOAMMUK EAKYHLY W HAKMITE KHOMKY

"M HHUMANHSaLMHA'".
K.mounuvua KeyGuard [K.I'IH:I'-IHHLI.EI Ha NpoXoGHOMA -
’E MHMLMaKsaUMa ] ’“ OrraeHa ]

Puc. 9. OKHO MHULMANU3aLUKU: BbIGOP KAIOUHULbI
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o )

FHMUuWanmrzsauma kA dHKY KeyGuard @

MHHUManMsauma ENiodHHLE;  KomoyHHLa Ha NpoXo0H0A

Mporpecc eenonHeHWR: 0

.E |8 [pepeare

Puc. 10. OKHO MHMLMANU3ALMK: NPOrPecc UHULMANNU3ALUN

[na npepbiBaHMA MHWUMANM3ALMM HEOBXOAMMO HaXKaTb Ha KHOMKy «[pepBaTtb». pu 3TOM BaKHO
MOMHWTb, YTO HE MNOJIHOCTbIO MHMLMANU3UPOBAHHAA KAHOUYHULA MOMKET COAEPNKaTb HEMO/HbIA CNUCOK
KapT n/uau Kntoyen, noaTtomy TpebyeTtca NPOBECTU MHULMANN3ALMIO NONHOCTbIO.

¢opma MHUNUMann3aummn, HapaBHe C Mnporpeccom onepau,m7|, NMOKa3blBaeT COOGLLI,eHMﬂ yCI'IeLLIHOﬁ
MHUnUMann3aumm nam OLNBKM MHUUMann3aumun B npouecce Bbino/IHEHUA onepau,mﬁ. B cnyyae nonyyeHun
ownbokK MHUUUann3aummn HeOGXOAVIMO ncnpasuTb OWNBKKN U NMOBTOPHO BbINOJIHUTb UHUUWNANN3AUUNIO
HYH(HOVI KMHOYHULbI.

MHMUManmM3auma KAYH1L 4ocTynHa ¢ ntoboro APM «BacTMoH-2».

BHumaHue! B cesa3u c ocobeHHocmamu pabomoel 060py00B8AHUSA K/toY, MPONUCAHHbIU nepssim, npu
uHuyuanusayuu u3 AlK «bacmuoH-2» nonadaem 8 Kar4Huyy 6 a4eliky No2, amopsim — 8 Ayeliky
Ne3 u m. 8. lNocnedHuli karoy nonadaem 8 nepayto A4eliky. Takoe nosedeHue nNPoAsaAemca AUWb
MpU UHUYUAAU3AUUU U HE A8/19emCcs HEKOPPEKMHbIM, M. K. KAKYU HE UMerom rNpuesa3KU K A4elkam
u moz2ym b6bimb nomeuieHsi 8 obeble.

7 YBeaoMJ/ieHUSI 00 U3BMEHEHHUAX

7.1 HN3MeHeHMA B 6I0PO NPONYCKOB

B apatiBepe paspaboTaH aHAaAUTUUECKUII MeXaHM3M, NO3BOAIOLLMIA BbIACHWUTb, KAKME KAKOYHULbI HYXKHO
NPOVHMLMANAN3NPOBATL MPU M3MEHEHMAX KapT, YPOBHeM [0CTyna M COCTaBOB YPOBHEW [0CTyna,
CoZleprKalLyMX KOUU, CBA3AHHBIE C TOW MW MHOWM KAOYHWULLEN. ITOT MEXaHWU3M CeauT 33 CNeayoWmmm
n3MeHeHnAMM B Bropo nponyckos:

e Bblgauei 1 BO3BPAaTOM KapT C YPOBHAMM A0CTYNa, COAEPKALLMMM KOYM, aCCOLMUPOBAHHbIE C
X0TA 6bl 0AHOM KAOYHUNLEN;

e [lpaBKOl pa3nnyHbix napameTtpos (®UNO, PIN-Koa) BbliAaHHON KapTbl C YpOBHEM A0CTYNa,
coAeprKalLMM KoUK, aCCOLMUPOBAHHbBIE C XOTA 6bl OAHOM KAOYHMLEN;

e [lobaBneHnem, usSMeHeHMeM UM yaaseHMeM Y KapTbl YPOBHA A0CTyNa, COAEPKallUm Katouu,
acCcoLMNPOBaHHbIE C XOTA Bbl 04HOM KNOYHULEN;

e lI3meHeHMeM coCTaBa YpPOBHA AocTyna (aobaBneHwe WAM yaaneHue Kaouyen), coaepralinm
K/1I0MM, aCCOLMMPOBaHHbIE C XOTA Obl 0AHOM KAIOYHULIEN;



5‘ BacTnoH-2 — KeyGuard. PyKkoBoACTBO agMUHUCTPATOPaA 13

Mpu NoboM M3 3TUX U3MEHEHUI ApailBep NPOAHAAUSUPYET, KaKMe KAOUHWULbI HYKAATCA B NOHOM
WMHULUMANM3ALMU, U BbIAACT COBLITUA «M3mMeHeHbl MPonycKa/Ka4u, mpebyemca UHUYUAAU3ayusa» TONbKO
OT TeX U3 HWX, KOTOPbIM MHULMANN3aLNA TpebyeTcs.

HacTtoAarenbHo pekomeHAyeTCA Npu NOAy4YeHUN 3TUX cobbITHi npoBOoAUTb NONTHYIO UHNUMANN3aUUIO ONA
3aMNnCU B YKa3aHHbIE KAKYHULbI USMEHEHHbIX NapameTpoB A40CTyNa.

7.2 U3MeHeHMA B ApaiiBepe

Mpun ntobbix n3meHeHmax B KoHpUrypatope AlMK «bacTnoH-2» byaeTt BbIBOAUTL COObITME OT ApaliBepa
«M3meHeHbl nponycka/Knouun, TpebyeTcA MHUMUManM3auusa». [1O03TOMY BaAXKHO MOMHWTb, YTO
WMHULMANM3aUMA HeobxoaMma TONIbKO MpPU MMMOPTE KAKYEM M TONbKO Tex KA4YHUL, rae 6binun
npounsseseHbl USMEHEHMUA.

8 Pa6oTa B LITATHOM pexxume

B AMNK «BbacTMOH-2» MOHWTOPWUHI W yNpaBAeHWE OCYLLECTBAAETCA C WUCNO/Sb30BaHMEM rpaduyecKknx
NniaHoB 0OBEKTOB, CLLEHAPUEB U XKYPHAN0B cobbITU. [paiisep «bacTMoH-2 — KeyGuard» reHepupyeT pag,
CObbITUI, KOTOPblE MOYKHO MCMOb30BATL AJ/1A BbINOAHEHMA cLeHapueB (cMm. MNMpunoxkeHue 1).

Knto4uHULbI U Kntoun apaisepa «bactmoH-2 — KeyGuard» gocTynHbl ANA BbIHOCA Ha rpaduyeckmne naaHbi.
[Ona ycTpoOMCTB TUMA «KAOUY» pekomeHayeTca BbibpaTb BMAa Ne3 B HacTpolikax nsaHoB. MNoapobHee cm.
«bacTMoH-2. PYKOBOACTBO CUCTEMHOrO aaMUHUCTPaTOpPa».

B HUWMKHEMN 4acTW rNaBHOrO OKHa BbIBOAATCA COObLIEHMA ApaliBepa, KOTOpble B 3aBUCMMOCTM OT TuMa
coobLuLeHNn MoryT oTobpakaTbCa B KypHane 06blYHbIX COOBLLLEHNI NGO B KypHane TPEBOT.

TpeBoXHble COBbITUA OTOBpPaXkaloTCA B KypHane 06blYHbIX COOBLIEHMIN NOocie NOATBEPXKAEHMA WX
onepaTopom.

MopopobHoe onucaHWe HaCTPOMKM MapameTpoB 06pabOTKM COOLITUI NpUBEAEHO B PYKOBOACTBE
cmctemHoro agmuHmucTpatopa AlMNK «bacTUoH-2».

9 [ll/lal"HOCTI/IKa U YCTPpAHEHHUE Hel/ICl'lpaBHOCTeﬁ

[na nposepkn paboTocnocobHocTM gpaiiBepa Tpebyerca npoBepuTb paboTy ApaliBepa B LWITAaTHOM
pexume.

Kak MMHUMYM, cneflyeT NpoBepwuTb 3arpysky ApariBepa. B cnyvae fo6aBneHHON KAOYHWMUDBI C BEPHO
YKasaHHbIM |IP-agpecom, a TakXKe BepHO yKasaHHbIX IP-agpece n nopte cepsepa, nocne 3arpysku AlK
«BbacTnoH-2» n gpaneepa «bacTmoH-2 — KeyGuard» yepes HEKOTOPOE BPems A0/IKHA BOCCTAHOBUTLCA
CBA3b C KNHOYHMLLEN C BbIBOAOM COOTBETCTBYIOLLEFO COObITUA. TaKKe CTOMT MOMHUTb O HEOBX0ANMMOCTH
3aZlaHuA BepHbIX NnapameTpos (IP-agpecax u nopTe cepeepa) B CaMol KAKOYHMLE.

TaKkxke cnegyeT NPOBEPUTb, YTO KOJIMYECTBO MMMOPTUPOBAHHBIX K/AlOYElN He MpeBblwaeT KOJANYeCcTBO
NMLEH3NI ApaiBepa. B npoTMBHOM cC/iyyae Ana BoccTaHOBAeHMA pabotocnocobHocTu cneayeT nAnvbo
YMEHbLWTb KONMYECTBO K/OYEH, MO0 YCTaHOBUTL AOMONHUTENbHBIE IMLEH3UN.

Hanee cnepyeT yb6eauTbCsA, UTO BCE KNHOYHMUbBI HACTPOEHbl LO/KHbIM 06pasomM U GYHKUMOHMPYLOT
MCMpPaBHO. 9TO MOXKHO cAenaTb C NOMOLLbIO BHewHero MO, noctasasemoro c 06opyLoBaHUEM.
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CneayeT OTMETUTb, YTO KAOYHMLbI PaboTaloT NO KAMEHT-CepBEPHOM TEXHOAOrMU, TAe POSb cepsepa
BbINONHAET cepBep obopygoBaHMA. TakMm 06pasom, A1a KOppeKkTHolM paboTbl BHewHero MO
«SecuriProx» He0bXx04MMO [0 ero 3anycka NnpMocTaHaBAMBaTh Apaisep.

TakKe ybeauTech, YTO Ha cepBepe 0bopyaoBaHUA ecTb U gocTynHa Ethernet-cetsb.

Ecnv npobnemy ycTpaHWTb He yAanocb, ciepyeT obpaTuTbCAa B TEXHMYECKYO noagepky 000 «EC-
npom».

[ns BbIACHEHUA NPUYMH MOTYT NOHAZ00UTLCA Norn obMmeHa apaliBepa € KAoYHMUaMKU. [na BKAoYeHUA
3aMMCcK IOrOB MOYKHO BOCMO/1b30BATLCS ra/IOYKOM «3anucb ora obmeHa» (cm. n. 4.5.4). Nocne nonyyeHus
lora ¢ AoCTaTtoMHOW MHbOopMauMen HeobXxoAMMO AAHHYIO rasiovyky CHATb. [laHHble iorn HeobxoaAnmo
npeaocTaBuUTb B TEXNOAAEPHKKY.

[IpuiioxKeHUu

[Ipunoxxenue 1. PopMmupyemMbie COOLITUS

Ta6bauua 1. Cnucok Bcex cobbiTnii

YcTpoicTso CobbiTne Cutyauus
Dpaiisep M3meHeHbl nponycka/kntoun, Tpebyetca | OBHapyKeHbl N3MEHeHMsA B
MHUUMANM3aUMA KOHdUrypaTope apaiiBepa «bacTMoH-2 —

KeyGuard» (cm. n. 7.2).

Het nuueHsuit (nonyyeHo X w3 Y | Konanuectso OOCTYMHbIX NNLEH3NN
Tpebyembix) «bactnoH-2 — KeyGuard» meHbLle, yem
KOMYEeCcTBO KAtodel, Aob6aBNeHHbIX BO
BCE K/OYHMUbI. PaboTa ppaiisepa co
BCEMM K/IIOYHULAMMU OCTaHOB/IEHa.

Bo3morkHa TONIbKO pabota
KOHdUrypaTopa.
KntouHuua MoTepsa cBA3n OTCcyTCTBME  CBA3U  MeXay CcepBepom

0bopynoBaHMA U KNOYHULEN.

BoccTtaHoBNEHME CBA3U BoccTaHOBNEHME CBA3M MEXKY CEPBEPOM
060pyA0BaAHNA U KAIOUYHULLEN.

3anywieHa noaHaa MHULMaNU3aLma MHMUMMpOBaHME 3anycka MexaHM3ma
MOMHON MHULMANM3ALMUM KNIOUHULLI (CM.
n. 6).

MHMUMann3auma 3aseplueHa ycnewHo YcnewHoe 3aBeplueHmne NOAHOM

MHULMANM3AUNU KNHOYHKULBI (CM. N. 6).

MHuumanmsauma 3aseplieHa c owmnbkammn | B npotecce NMHULMaNM3aUnm

obHapyKeHbl  owWwMbKK, HeobxoaMmo
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YCTPaHUTb HEUCMPaBHOCTM U MOBTOPUTL
UHUUManu3aumio (cm. n. 6).

MHuumnanmsauma npepsaHa

Py4Hoe npepblBaHWE MHUUMANN3ALMMU U3
APM «bactnoH-2». [na KOppeKTHOM
paboTbl

pekomeHayeTcA NOBTOPUTb

MHNUMann3sauuto.

NaoeHTUdMKauma  xo3.opraHa [Homep

KapTbl u/man ®UN0]

YcnewHaas waeHTMPUKAUMA X03.0praHa
npu npeabABAeHUN KapTbl K
CYUTBLIBATEIO KHOYHULbI.

HeunsBecTHana KapTa [Homep KapTbl]

HeKoppeKTHas naeHTMdMKauma
X03.0praHa npu npeabAB/IeHUU KapTbl K
CYMTbIBATENIO K/OYHMLUbI. B KalouHuue
OTCYTCTBYET JaHHasA KapTa. Bo3morkHO,

HeobxogMMma MHULUMANN3aLMA.

HeuncnpaBHOCTb aKKymynaTopa

Pe3epBHbIiA ICTOUHWUK MUTAHWUA KAOUYHMLLbI
paspsarKeH

B3nom Kopnyca

OTKpbIT ~ KOpMyc  KA4YHMUbI  6e3

aBToOpM3aLIMM X03.0praHa.

[Bepua oTKpbITa

OTKpbITHE ABepubl

dBTOPU30BaAHHbIM X03.0praHOM.

KNHOYHULbI

[Bepua 3aKkpbiTa

3aKpbiThe ABepLbl KAUYHNULbI.

HocTyn 3anpewéH [Homep KapTbl uU/nam
ol7e]|

3anpert Aoctyna X03.0praHa K
aBTopM3auMuK. KapTa KNOUYHULLE M3BECTHA,

HO HeJO0CTAaTOYHO NpaB A0CTyna.

M3meHeHbl nponycka/kaoun, TpebyeTca

O6Hapy»KeHbl M3MEHEHWs B  K/OYaXx,

MHUUMANM3aumsa YPOBHAX poctyna nmn KapTax,
coaepKaLmnx K04 Apavisepa.
HeobxogMma nHMUManu3auma KaoUYHULb
(cm. n. 7.1).
Kniou Kntoy B3AT MonyyeHne KnAwYa  ABTOPM3OBAHHbIM

X03.0praHom vm3 AYenkn KNHOYHULLbI.

Kntou Bo3BpawéH

BosspaT K/1Ko4a dBTOPMU30BaAHHbIM

X03.0praHom B quﬁKy KNHOYHULUbI

BosBpalléH K/tou, HeAOCTyMNHbIN

aBTOPM3MPOBAHHOMY X03.0praHy

Bosspar K/toua aBTOPM30BaHHbIM
X03.0praHOM B AYENKY KAYHMUbI. TMpu
3TOM K/IOY He COMOCTaBNeH AaHHOMY

X03.0praHy, HO n3BecTeH Kn4yHuue.
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IIpwioxxeHnue 2. CHUCOK U3MEHEHUM

1.0.4 (25.08.2021)

[*] NepepaboTaHbl NPOTOKOAbI 3aNUCK NONb30BaTENEN, YPOBHEN AOCTYNa K K/AOYam, CMIUCKOB Katouel u
TEKCTOB /151 UCK/IIOUYEHUSA HEKOPPEKTHOrO MMMOPTA KAKYEN N OLWMOBOK 3anncu.

1.0.3(20.07.2021)

[*] UcnpaBneHa owmnbKa 3anMcK KatoYen He TeM NoJib30BaTeNAM.

[*] UcnpaBneHa owmMbKa HEKOPPEKTHOIO MMMOPTA KAOYEN B peaKUX CUTyaLMsX.

1.0.2 (16.02.2021)

[*] UcnpaBneHa owmnbKa HEBO3MOXKHOCTM 3annck bonee 15 Kntoyel Ha o4HY NepPCoHy.
1.0.1 (26.08.2020)

HayanbHan BepcnAa moayna.



