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NPO®ECCUOHANBHAS CUCTEMA
KOHTPOJIA U YIPABIIEHMS! JOCTYNIOM

CUYUTBLIBATENDb

Elsys-SW78-Multi

MacnopT 1 pykoBOACTBO MO 3KCMAyaTaLum
EC/1A.425729.078 NC

1 006wwue cBegeHus

YcTpoitcTBo 06ecneynBaeT cunTbiBaHNe koaa 6eCKOHTaKTHBIX MAEHTUDIKATOPOB (KapT 1 6penokoB)
cpopmaros EM-Marin, HID ProxCard Il, MIFARE, BO3MOXHOCTb YTEHWUS 3anporpaMMMpOBaHHOrO kofa
A0CTyNa 13 3almLéHHoit obnactu namsTn upeHTudukaropos dopmaros MIFARE Classic, MIFARE
Plus B pexumax SL1 u SL3, MIFARE DESFire ¢ ucnonb3oBaHvuem metoga LndpoBaHus AES,
BO3MOXHOCTb ~ YTEHWS  MOOWMbHBIX ~ MAEHTU(MKATOPOB, MepefaBaeMblx CO CMapTdoHa, no
GecnposogHbiM MHTepdericam NFC (Near field communication) u BLE (Bluetooth low energy) u
nepegavy nNonyyeHHoro koga B koHTponneps! goctyna (KO) no uxtepdeitcy Wiegand, Touch Memory
unu ESDP. VigeHtudomkatopel dpopmata HID cepuit PX-4-H, PVC-H-4, PVC-H-5 He noaaepxuBatotcs.

KoHCTPYKTMBHO CunTbIBaTEMb BbIMOMHEH B Hepa3bopHoM kopnyce u3 ABS mnactuka co CbEMHOI
NNOLLAAKON ANSt HACTEHHOTO MOHTaX@, OCHaLLEH kabenem Ans NOAKMIOYEHUS K BHELLHEMY YCTPONCTBY
1 obopyaoBaH AaT4MKOM BCKPbITMS kopryca. CuuTbiBaTenb SBMSETCH HEBOCCTaHABMMBAaEMbIM U
HeoBCnyxvBaeMbIM U3aennem.

CuuTblBaTeNb PaccuMTaH Ha HEMpepbiBHYIO KPYrMOCYTOUHyto paboTy npu Temnepatype
OKpyatoLero Bogyxa ot -25 fo +55 rpagycoB Lienbcusi M OTHOCUTENbHOI BNAXHOCTU BO3ayxa He
Gonee 98% n umeeT cTeneHb 3awwmTbl 06onodky IP65 no FTOCT 14254-2015.

[Mpu M3MeHeHNM YCroBuiA SKCTIMyaTaLym TeXHNYeCKNe XapakTepucTUKU U3AENUs MOTYT OTNINYaTbCS
OT HOMUHANbHbIX 3HAYEHMN.

2 KomnnexT noctaBku

B KOMMNEKT NoCcTaBKu BXOAST:
v\ cuuTbIBaTEND;
v/ NacnopT 1 pyKoBOACTBO M0 SKCNAyaTaLyy;
v\ ynaKoska.

3 TexHuyeckue xapakTepucTUKM

OCHOBHbIe TEXHWYECKMe XapaKTepUCTUKN C4MTbIBaTENel NpuBeaeHb! B Tabnuue 1.
Tabnuya 1 - TexHuYecKue xapakmepucmuku cqumbigamenel Elsys-SW78-Multi

HaumeHoBaHue napameTpa 3HayeHue

PaccTtosiHne cunTbIBaHMUS, CM EM-Marin - go 6 cm, HID ProxCard Il - no 4 cm,
MIFARE, NFC - no 4 cm, BLE - go 15 m*

WnTepdeic Wiegand (26 - 64), ES-Wiegand, Touch Memory,
ESDP (tpebyeTtcs Bepcus npolumski 1.11 unu

cTapiue)

Hanpshxenue nutaHus 8 + 18 B nocTosiHHOrO TOKa

[Motpebnsiemas MowHocTb, BT, He 6onee 1,1

VHavkaums MHOroLBETHbIN CBETOAMOA, 3yMMEp
Cpok cryx6bl 7 net

Macca (HeTT0, BpyTTO), HE Bonee, r 85 (135)

abapuTHble pasmepbl, He Gonee, MM 95 x 46 x 13

* - MakcumanbHoe paccTosiHMe CYATbIBAHUA 3aBUCUT OT NPOU3BOAUTENA KapT, MecTa U cnocoba
YCTaHOBKW CYMTbIBATENS.

4 Pa6oTa cuutbiBaTens
4.1 YreHue BelwecTBEHHbIX WAEHTU(UKaTOPOB

MMpu nopHeceHun kapTbl (6penoka) B paboyee none CYMTLIBATENS BCTPOEHHBIA B KapTy uun
aKTMBUPYETCS M NepefjaeT CBOW YHUKANbHbIA WAEHTUGMKALMOHHBIA HOMEp CuMTbiBaTento. dakt
YCMELLHOro CYUTbIBAHUS WAEHTUGDMKATOpa MOATBEPKAAETCS KPaTKOBPEMEHHOI MHAVKALMEN 3eNEHBIM
LIBETOM U 3BYKOBbIM CUrHanoMm. CuuTbiBaTenb [EKOANPYET MPUHATBIA MAEHTU(UKALMOHHBIA HOMEp,
MpoBEPSIET ero KOPPEKTHOCTb U MepefaeT Nomy4YeHHbIA KOf B KOHTPOMNep [OCTyna no uHtepdelicy
Wiegand, Touch Memory nnu ESDP.

B pexume Wiegand kop nepepmaetcsi ogHokpaTHO. B pexume Touch Memory cuutbiBatens
nepenaeT Ko KapTbl HEMPEPbIBHO B TEYEHME BCEro BPeMeHW, Noka OHa HaxoauTcs B paboyem none

cynTbIBaTENS, KOHTaKTHbIX  kmioyeid DS1990A cupmbl  Maxim  (Dallas
Semiconductor).

B 3aBucumocTi oT BbiGpaHHOro hopmata AaHHbIX, MAEHTUDUKALMOHHBIA HOMEp KapTbl
nepegaeTcs nM6O MOMHOCTBIO (MPU  3TOM  OTCYTCTBYIOWME B HOMEpe CTapluve GailTbl B
MH(OPMALMOHHON MOChINKE 3amoNHAIOTCS HynsiMu), NMBO YacTM4yHO (B 3TOM Cryyae nepepaetcs
MnafLas YacTb Homepa kapTbl). MakcumanbHas AnvHa nepegasaemoro koga ans Wiegand ot 3 6aiit
(Wiegand-26) fo 8 baitt (Wiegand-64); ans ES-Wiegand 6 6aiit; anst Touch Memory 6 6aiT; ans

ESDP 8 6aiit.
4.2 CoGbITnsA cuuTbIBaTENA

amynupyst  paborty

Momumo repeaady Kofa NpeabsBIEHHON kapTbl CYUTbIBATEND PETUCTPUPYET CBOE COCTOSHUE U
nepeqaer cnyxebHbli kof kapTbl UMW coBbiTWe, B 3aBUCMMOCTM OT BbIGpaHHOTO MHTepdeiica
NOAKIIOYEHMSI K KOHTPONNepy.

Mpu nopknioyeHnm no uHtepdericam Wiegand, ES-Wiegand n Touch Memory cuuTbiBaTens
nepenaer cnyxebHble Kofbl, COOTBETCTBYIOLIME HACTYMNEHUIO TOTO UMW MHOrO COBLITMS, npu
noakntoyeHun no ESDP koHTponnepy coobiuaeTcs cobbiTe B COOTBETCTBIUM C NPOTOKONOM.

CoBbITvst, penCTPUpYeMbIE CHUTbIBATENEM, 1 COOTBETCTBYIOLLE M CyeBHbIe Kofb! MPeACTaBNeHb! B
Tabnuue 2.

Tabnuya 2 — Cobbimus u 3Ha4yeHus: cryxebHbIx k0008

Cnyxe6HbIN kog
CobbiTHe ESDP Wiegand, ES-Wiegand u
Touch Memory
Bariom kopryca cobbiTve npoTokona 0x0000FFFFFFFFFFFE
BoccTaHosneHve kopnyca cobbiTve npoTokona 0x0000FFFFFFFFFFFD
MpeabaBneHue kapTbl-kNoHa 0x0000FFFFFFFFFFFF 0x0000FFFFFFFFFFFF

4.3 3ByKoBas M CBETOBasA WHAMKaLMA

CunTbIBaTENb MMEET MHOTOL|BETHBIN CBETOAMOAHBI NHAMKATOP 1 3BYKOBOI CUrHANN3aTop.

Mpu nopkmioyeHnn cuuTbiBaTens no WHTepdeiicy ESDP  ynpaBneHve  uHAmkauven
OCYLLECTBNSIETCA MO KOMaHAaM KOHTPONMepa, a BCTPOEHHble NWHWKM YNpaBNeHus MHAMKaLuen
CUMTBIBATENS HE UCMOMb3YHOTCS.

[inst BHeLLHero ynpaBneHnst CBETOAMOAHBIMU U 3BYKOBbIM MHAMKATOPaMU NpeaycMOTpeHb! Tpu
NMHAK:

v' IuHus ynpaeneHus kpacHbIM LseTom (LED Red);

v JInHus ynpaBnenus 3enéHbiM usetom (LED Green);

v' IInHus ynpaenexus 3sykom (Beep).

WHonkaTopbl ynpaBnstoTCA aKTUBHBIM  HW3KMM YPOBHEM. [INs ynpaBneHWs WMHoukatopammu
cnefyeT WCmonb3oBaTb BbIXoAbl TMNA «OTKPbITBIA KOMNEKTOP» UMK BbIXOAbl, COBMECTUMbIE C
ypoBHaMM 5 B TTL.

Mp HU3KOM YpOBHE cUrHana (COCTOSHME «3aMKHYTO») Ha YnpaBnstowen  NUHUN
COOTBETCTBYIOWMA WMHAMKATOP GYAeT BKMIOYEH, @ MpW BBLICOKOM YPOBHE (MMM B COCTOSHAM
«pa3oMKHyTO») ByAeT BbIKMioYeH. ECM NuHMM CBETOBOI WHAMKALMW He NOAKMIOYEHbI UMK UMeEIoT
BbICOKMIl YPOBEHb CWUrHana, CBETOAMOA CuuTbiBaTens OyaeT CBETUTBCH KpacHbIM  CBETOM.
3aBMCMOCTb LIBETa CBETOBOTO MHAMKATOPa OT COCTOSIHWIA YNpaBRAIOLWMX NUHWA NpeacTasneHa B
Tabnuue 3.

Ecnu He nogkntoveHa nuums LED Red, npeaycmotpeHa BO3MOXHOCTb ynpaBNieHWsi LBETOBOW
MHAMKaLmel opHol nuHmeit LED Green. B atom cnyyae npu akTMBHOM ypoBHe nuHun LED Green
BKITIO4AETC MHAMKALMA 3eNEHbIM LIBETOM, WHAa4e — KPacHbIM. JTOT PeXuM OTKIKYaeTes, nocrne
npuéma nepeoro ynpaensioLLero curHana no nuHuv LED Red.

Tabnuya 3 - Ynpasnerue ygemom ceemoduodHo2o uHdukamopa

YpoBeHb CUrHana Ha NMHUK ynp LiBeT cBeyeHus
LED Red LED Green vHavKaTopa
He nogknioyeH Hu3skuin 3enéHbin
He nogknioyeH Bbicokuin (He nogkntoyeH) KpacHbii
Bbicokuit Bbicokuit BhblkntoyeH
Bblicokuit Huakui 3enéHblit
Huskuin Bbicokuin KpacHbii
Huakuin Huskui XKentbiin

5 MonTax cuutbiBaTens

Pekomerpyemblit Tun kabensi ANA NOAKMIOYEHUS KOHTAKTOB CYUTLIBATENs K KOHTponnepy -
HE3KPaHWPOBaHHbI MHOTOXWMbHBINA kabenb knacca He Hke AWG24 ¢ nnowabio CeveHns Xun He
meHee 0,22 kB. MM. B cnyyae 1cnonb3oBaHUs 3kpaHMPOBAHHOTO kabens akpaHWPYIOLLYio onneTKy
crieyeT NoaKmioyaTh TOMbKO CO CTOPOHbI YMPABNSIOLLErO YCTPOICTBA K koHTakTy GND.

MoakmnioyeHne curHanbHbiX nuHuit ESDP pomkHo cootBeTcTBOBaTH TpeGoBaHMsAM ToMonoruun
«WwuHa» uHTepdeiica RS-485. KoHTakTbl A, B k KOHTponnepy AOMKHbI ObiTb NOAKMIOYEHBI BUATON
napoit He HIke TpeTbeit kateropun. CurHanbHble «3emnu» (GND) BCex yCTPOWCTB B MMHUN AOMKHbI
ObiTb COeAMHEHbl B OfHOM TOYKE OTAEMbHbIM MPOBOAOM. Ha KOHUaX NWHUM [OMKHbI BbiTh
YCTaHOBMEHbI COrnacytoLme pesncTopbl HomuHanom 120 Om.

Mecto Ans ycTaHoBKM cuuTbIBaTENs cnepyet BbibMpatb U3 coobpaxeHuit ynobeTea
1CMONb30BaHMS. [INs  CHUKEHUS B3aWUMHbIX 3NMEKTPOMArHWTHbIX MOMeX CreayeT pacrorararb
CYMTbIBATENM Ha PaCcCTOsIHUN He MeHee 0,5 M Apyr oT apyra.

CrefyeT yuuTblBaTb, 4TO [JanbHOCTb YTEHUS MOXET CHUXATbC MpWU  PacrionoXeHUn
CYMTbIBATENS HA MeTanmMyecknx MOBEPXHOCTSX W MPU  HAMM4MW  SMEKTPOMArHUTHbIX MOMeX.
CunTbiBaTENb PEKOMEHAYETCS pacronarab Ha PacCTOsHUM He MeHee 1 M, a ero nofBoAsLLMiA kabenb
- Ha paccTosHMM He MeHee 0,3 M OT WCTOYHMKOB 3MEKTPOMArHUTHbIX MOMeX (MOHUTOPOB,
3MeKTPOreHepaTopoB, JNeKTpoABUraTenel, TpaHcopMaTopoB, UMNYMCHBIX GIIOKOB MUTaHWS, MMHAI
NnepeMeHHOr0 TOKa, KOMMbIOTEPHBIX 1 TenedOHHbIX NIMHMA CBA3N U T.N.).

[Insi MOHTaXa CYMTLIBATENS BbINONHUTE CrieAyIoLYMe onepaLuy:

1) OTKpyTUTE BUHT KpEnneHnst NNoLLaaki 1 CHAMMTE NNOLLaaKy HaCTEHHOTO MOHTaxa kopmyca.
2) Pa3meTbTe 1 NPOCBEPNUTE Ha MOHTAXHOI MOBEPXHOCTI OTBEPCTUS ANS KPEMNEHNS MNOLLAAKN 1

BBOfa kabens.

3) YcraHoBIUTE MOHTaXHYIO NOLaaKy, Mcnonb3ays Aobeni 1 wypynbl.
4) 3aBeauTe kabenb OT CYMTbIBATENS B OTBEPCTUE U COBAMHUTE NPOBOAA B COOTBETCTBUM CO

CXEMOil NOAKIIoYEHNS.

5) MopaiiTe nuTaHWe n NpoepbTe paboTy cunMTbIBATENS.
6) YcTaHoBIUTE CYMTBIBATEND HA MOHTAXHYHO MNOLLAAKY M 3aKpernuTe ero BUHTOM.

6 MogknioyeHue cunTbIBaTens

HasnaueHue npoBofoB cunTbiBatenei Elsys-SW78-Multi npuseaeHo B Tabnuue 4.

MpoBopa cuuTbiBaTENS HEOGXOAMMO MOAKMIOYATL K COOTBETCTBYIOLWMM MO (YHKLMOHAMbHOMY
Ha3Ha4YeHMI0 NUHUAM KOHTponnepa Aoctyna. [ns uenonb3oBanus pexuma Touch Memory cneayet
coenHuTe nuinio DATA1/TMG (6enbiit nposog) ¢ obiwmm nposogom (GND). Hencnonb3oBaHHble
KOHTaKTbI AOMKHbI 6bITb 3a130MMPOBAHbI.

3amblkaHne cuHero npoBoaa Ha GND BknoyaeT 3alLuiLérHbI pexim Mifare Classic SL1 (cm. n. 9).
Tabnuya 4 - HasHaqyeHue npogodos cHumbigamens

Liset 0Go3HayeHue Ha3sHaueHue KoHTakTa
nposoaa KOHTaKTa
YépHbiit GND 06wwit nposog
KpacHbiit + Unut Mutanve 8 - 18 V
3enéHbiin DATAO/TM Bbixog DATAO / nunust Touch Memory
Benbii DATA1/TMG Bbixoa DATA1 / (ans BkntoyeHns pexvma Touch Memory
BbIBOA HE06X0AMMO COEAMHMTL C 06LYMM NPOBOAOM)
XKeéntbiii Beep JInHug ynpasneHus 3BykoMm
KopuyHeBblit LED Red JIMHMS ynpaBneHus kpacHbIM LIBETOM CBETOAMOAA
OpaHxeBbli LED Green JInHns ynpaeneHns 3enéHbiM LIBETOM CBETOAMOAA
(1nm po30BbIit)
CuHuit Secure Bknioyerme sawiiénHoro pexuma kapt MIFARE
duoneTosbii RS-485-A+ JInHvst A wHTepdpeiica ESDP (RS-485)
Cepblit RS-485-B- JInHvst B wHTepdeiica ESDP (RS-485)

7 Wcnonb3oBatue npotokona ESDP

Mpotokon ESDP wucnonb3yet cuanyeckuit ypoBeHb RS-485 u obecneunBaeT: nogknoueHne
CuMTbIBaTENs K KOHTponnepy kabGemem pgnuHod Ao 1200 M; KOHTpONMb Hanmuuusi CBSi3M CO
CUMTBbIBATENEM; KOHTPOIb COCTOSHIA Tamnepa C4UTLIBATENS, @ TakKe 3aLUNLLEHHDIA PEXUM.

MopknioyeHne cuuTbiBaTENs B 3awmwéHHoM pexume ESDP obecneyvBaer 3awuTty kaHana
nepeaayn JaHHbIX C KOHTPOMMEPOM, 3aluTy OT NOAMEHbI CYMTLIBATENS, 3aUMTY OT WU3BMEYEHNS W
noanora Kkofa BeLLEeCTBEHHOro WAeHTMdMkaTopa. B 3awmwéHHom pexume cuuTbiBaTens Gypet
yCTaHaBNMBaTb COEAMHEHNE TOMbKO CO CBA3AHHBIM KOHTpOMNnepoM. [Ins NoAKMoYeHNs 3almLEHHOro
pexima AomkHa 6biTb BKMKOYEHa HacTpolika «PexXuM YCTaHOBMEHNS HOBOTO 3ALLMLLEHHOTO pexvMan
(no ymonuaHMio ¥ mocne cOpoca HAcTPoeK OHa BKMoYeHa). 10 3aBepLUeHMM COMpSKEHMs
CUMTBLIBATENS M KOHTPONMEpa 3Ta ONLMS aBTOMATUYECK BbIKIIOYMUTCS.

Mpotokon ESDP vactuyHo coBmectum ¢ OSDP 2.2. CoBMECTUMOCTb C KOHTpONnepamu Apyrux
npou3ssoauTeneil, kotopble noaaepxusatoT OSDP, He rapaHTupyetcs.

Kaxabii cuntbiBaTenb B nuHMK uHTepdeiica ESDP gomkeH umeTb yHukanbHbll agpec. Aapec
CUMTLIBaTENs YCTaHaBNMBAETCS NGO annapaTHbiM cnocofoM (MyTEM 3aMblkaHUsi COOTBETCTBYHOLMX
nvhuit Ha GND, cm. Tabmuuy 5), nubo B npunoxenun Elsys-SW Config. Mocne nporpammHoi
YCTaHOBKY afpeca annapaTtHasi CTaHOBUTCS HeA0CTYNHON Ao cbpoca HacTpoek (cm. n. 10).



Tabnuua 5 — AnnapaTHas yCTaHOBKa agpeca cynTbiBaTens ans npotokona ESDP

Tabnuya 6 — YcmaHoska Hacmpoek cqumbigamens

8 Wcnonb3oBaHue 3awuwwEHHOro npoTokona nepeaayn AaHHbix ES-Wiegand

Mpotokon ES-Wiegand ucnonb3yet untepdeiic Wiegand n obecneunsaet 3awmty usnieckoro
KaHana «CYMTbIBaTENb-KOHTPOMNEP» OT HECAHKLMOHUPOBAHHOTO [OCTYNa, a Takke KOHTPOmb ero
ucnpaBHocT. B aTtom pexume cuuTbiBaTenb no wHTepdeiicy Wiegand nepepaér B Buge
KOAMPOBaHHBIX 128-61THbIX MHPOPMALIMOHHBIX MOCBINOK KOAb! NPEALABNEHHbIX KapT, @ Takke Kaxable
10 cekyHn hopMUPYeT [eXyPHbIE MHPOPMALMOHHbIE NOCHINKY, 0BECTeunBaloLIME KOHTPOMb HANMYMs
CBS31 KOHTPOMNNEPA CO CHUTLIBATENEM.

Pa6oTa 3awyLéHHOro NpoToKona nepefaqn AaHHbIX NOAAEPKVUBAETCS NpU COBMECTHON paboTe
¢ KoHTponnepamu foctyna Elsys. VHcopmaLmsi o Bepcusix 1 BapuaHTax UCTIONHEHUS! KOHTPOMNEPOB,
MOAAEPKMBAIOLLMX 3TOT PEXMM, MPUBEAEHa B 3KCMMyaTaLMOHHON AOKyMeHTaLUun Ha obopyaoBaHie
CKY[ Elsys.

[na mcnonb3oBaHWA 3aLLMLLEHHOrO MPOTOKONa nepeayn AanHbiX, kpome nuHuie DATAO u
DATA1 wnHtepcpeiica Wiegand, k koHTpornepy obsi3aTenbHO AOMkHA ObiTb MOAKMiOYeHa NUHNUS
ynpaenexus 3enéxbiM LeTtom ceetognoaa LED Green. 3awpiiéHHbIA NpOTOKON aKTMBM3MpYeTCs
aBToOMaTM4ecku nocre nepefadn KoHtponnepom mo nuHum LED Green cneuuanbHoi KopaoBo
nocnefoBaTenbHoCTy.

9 WUcnonb3oBanue kapt MIFARE B 3awuiwéHHOM pexume

CunTbiBatenb Elsys-SW78-Multi obecneunBaeT BO3MOXHOCTb paboTbl B pexvMe YTEHUS kofja U3
3aWyLéHHO obnacTi namsTi kapT. MoanepxuBaloTCs Tpu 3alyMLEHHbIX pexuma ans kapT Mifare:
Classic (SL1), Plus (SL1, SL3), DESFire (AES-128).

BKnioyeHme 3alLyLLEHHOTO pexXuMa 1 HacTpoika npoduns 6e3onacHocTi (KMioy WidpoBaHns 1
Apyrie HeobXxoaMMble NapameTpbl) BLINOMHAETCS OAHUM M3 [OCTYMHbIX CIOCOBOB KOH(UrYpUPOBaHUS
(cm. nyHkT 10). MapameTpbl 6e30MacHOCTY XPAHATCS B CYMTBIBATENE B HEN3BIIEKAEMOM BUAE.

B 3awmEHHOM pexvme cHMTbIBATENb NEpeaaeT AaHHble U3 3alyymLéHHON 0bnacTu B kayecTee
Homepa (kopia) kapTbl. KapTbl, HaxoaslLMeCs B TPAHCMOPTHOM COCTOSHIM, 3anporpaMMuUpoBaHHble ¢
1cnonb3oBaHNeM JpyruX Kriodel, a Takke kapTbl Apyrux dopmatos (EM-Marin, HID, apyrve tunbl
kapT MIFARE) B 3TOM pexume UrHopupytoTcs.

[ns  coBmectumocTW 3awwmwéHHoro pexuma SL1 ¢ cywecTsylowmumu obbektamu, rae
ucronbaylotes  cuuTbiBatenn  Elsys, B koTopbix nopaepxusaercs Tombko Mifare  Classic,
npesycMOTpeHa BO3MOXHOCTb annapaTHoro BKMoYeHnst 3awpiéHHoro pexuma Mifare Classic, nytém
3amblkaHust nposofia Secure Ha GND (cm. n. 6), u 3anucb napamMeTpoB Ge30macHOCTU C MOMOLLbIO
CylLecTByloLLel MacTep-kapTbl Ha ocHose Mifare Classic.

Bce KapTbl, npedHasHaueHHble [Ans paboThl B 3AMWEHHOM pexume, Heobxoaumo
npefBapuTenbHO — 3amporpaMmMnpoBaTh  (BBIMOMHATL — MUCCHIO) € MCMONb3OBAHWEM  Kriouen
6e30MacHOCTM,  YCTAHOBMEHHbIX  OpraHU3aLMen-sMUTEHTOM,  3anucaB  CHOPMUPOBAHHbINA

WaeHTUGMKaTOp B 3alMLiéHHYl0 obnacTb namsTM MO MpUHATBIM B cucTeme npasunam. Bonee
noppoBHO MPOLIECC SMUCCIM PACCMOTPEH B ONUCAHUN UCMOMb3YEMbIX MPOrpaMMHbIX MpoaykToB CKY[.
B 3alLMLLEHHOM pexuMe AanbHOCTb YTEHUs kapT ByneT MeHblue, yem npyu yTeHun UID kapTbl.

10  KoHdmrypupoBaHue cuntbiatens

CuuTbiBaTENb MMEET [Ba Tuna napameTpoB: ofline HaCTPOMKW (HacTpoika MHTEPdENCcoB,
WHOMKaLMKM 1 Ap.) v napameTpbl 6GesonacHoctu (npocpunu GesonacHocTi kapt Mifare w apyrue
HacTpOlki CcuMTbIBaTENs BrMsiole Ha GesomacHocTb cuctembl). CMeHa HacTpoek BO3MOXHa
HECKOMbKAMK  €cnocobami  KOHGMrypupoBaHus, NpW  HACTPOke CUMTLIBATENS pPEKOMeHayeTcs
OTKMI0YaTh HeUcronb3ayemble.

OnncaHne BCeX HACTPOEK CYMTbIBATENs MPeACTaBNeHo B PYKOBOACTBE Monb3oBaTens
npunoxerus Elsys-SW Config.

10.1 KoHdpmrypupoBaHue ¢ nomMoLybio BbIBOAOB

[ins BbibOpa anbTepHaTUBHbIX PEXUMOB pPabBoTbl CUMTLIBATENS! U BbIMOMHEHUS OYMCTKM
KOH(pUrypauum HeobxofumMo A0 NOAAYM MUTaHWS COEAMHWUTL COOTBETCTBYIOWMM 06pasom Bce
HeobxoauMble NPOBOAA, yka3aHHble B Tabnuue 6, 3aTem BkmiounTb nuTanme. Mposog Secure (CuHwit)
MOXeT BbITb NGO OTKNIOYEH OT ApyriX Leneit, nbo coeanHéH ¢ niHneit DATAO/TM nnbo coeanHéH ¢
nuumen DATA1/TMG. 3aBeplueHne akTUBaLWM anbTepHaTUBHOTO pexuma BGyaer conpoBoxaaTbest
3BYKOBbIM CUTHANoOM W BKIIOYEHWEM WHAMKATOpa 3eNEHOr0 LBeTa Ha Bpems Okomo 2 cekyHa. [lo
BbINONHEHNS MPUMEHEHNS HACTPOEK, OnMCaHHbIX B Tabnuue 6, GyaeT BbiNONMHEHa ouMcTKa BCEX
ocTarnbHbIX KOHPUTYPaLMOHHbIX NapamMeTpoB CYUTBIBATENS.

Mocne 3aBeplueHns NpoLecca akTeauui pexima paboTbl HEOBXOAMMO OTKMIOUNTL MUTaHMe,
pa3beaHUTL NPOBO/AA W MOAKIIOYUTb CHUTBIBATENb K KOHTPOMNEPY LTaTHBIM 06pa3oM.

3Hauenme agpeca YpoBeHb CUrHana Ha IMHUK TnHus (uBet DATAO/TM (3enéHbii) DATA1/TMG (Genbin)
DATAO/TM (3enéHbli) DATA1/TMG (6enbiit) npoBoaa)
1 (o ymonyaHuio) BbICOKMI (He NoaKNoYeHo) BbICOKMI (He NoaKNoYeHo) LED Green Wiegand-26* Wiegand-42
2 Huskuin (nogknioyeH k GND) Bbicokwii (He nofikmnio4eHo) (oparxesblit unn
3 BbICOKI (He NOAKMI0YEHO) Huskuit (nogknioyeH k GND) PO30BbIf)
4 Huakuit (nogkniode k GND) Huakuit (noakmioueH k GND) LED Red Mepenasatb MakcUManbHbIit lMepepnasatb kof B AanasoHe Wiegand B
(Kopu4HeBbIi [JvanasoH koaos B pexume TM* | pexume TM

)
Beep (xenThbii1) He nepepasatb Mraawwmi 6ant
ans kapt ¢ 7-mu u 10-n

6aittoBbiMu UID*

Mepenasatb GaiiTbl, Ha4MHas ¢
MnaLero, Ans kapT ¢ 7-mu u 10-Tn
GaittosbiMu UID

Secure (cuHuit) —
MOXeET BbITb HE
MOZKIIOYeH

BKIIOUMTb PEXUM 3aLUUTHI OT
ay6nukatos (ecnn Secure He
MOAKIIOYEH, TO aHTUKIOH
BbIKMOYMTCS)

OumncTuTL NapameTpbl 6e30nacHOCTH
pexuma SL1 kapt Mifare (ecnu Secure He
NOAKMIOYeH, TO napameTpbl ans SL1 He
U3MEHSITCS)

Mpumevanme.
3HaKkoM « * » OTMEYEHO 3Ha4eHIe HaCTPOEK MO YMOM4aHMIO.
Bce npoBoga 0bsi3aTenbHbI ANs COeAnHERNS KpoMe Secure (CUHUIA).

10.2 KoHdurypupoBaHue ¢ NOMOLLbI0 NPUNOXKEHMUSA

MobunbHoe npunoxenme Elsys-SW Config obecneunsaeT HacTpoiiky, 04MCTKY KOHdUrypaLmu,
06HOBMEHNE MPOLLMBOK CuMTbIBATENEN NO WHTEpdeiicy BLE (Bluetooth Low Energy). PIN-kog no
YMONYaHWIo [Nl NOAKNIYEHNs K cunTbiBaTenio: 123456. Mpu HacTpoitke cunTbiBaTens Heo6xoanMo
obsi3aTenbHo cMeHUTb PIN-kog no ymonyanmio. MpunoxeHue JOCTyNHO Anst cMapTgoHoB Ha 6ase OC
Android.

lMonHoe onucaHWe  KOHKUrypupoBaHus
nonb3oearens Elsys-SW Config.

cunTbiBaTENA NPEACTaBNEeHO B PYKOBOACTBE

10.3 KoHdmrypuposanue no ESDP

Mpu nopkmnioyenmn cuntbisatens no ESDP B koHdurypaumnonHom MO CKY[ Elsys poctynHbl
(YHKUMW  LIGHTPanu3oBaHHOrO  OBHOBREHMsI  MporpammHoro — obecnedeHnst  (MPOLWMBKW) W
LieHTPann30BaHHOI 3arpy3ku KoHurypaumun v npocunei 6esonacHocty kapt Mifare.

10.4 KoHdpmrypnpoBaHue ¢ NOMOLLbIO MacTep-KapThbl

Macrep-kapTa, ocHoBaHHas Ha Mifare Plus B pexume SL3, npegHasHayeHa Ans
KOHCDUrypUpOBaHNS CUUTbIBATENS C MOMOLLBIO NapaMeTpoB, KOTOPble XPaHATCS B Hel, W Ans
aBTopu3aumun feiicteuit npunoxeHns Elsys-SW Config. OTgenbHo MoxeT 6biTb NpencTaBneHo
pa3spelLeHne Ha CMeHy 0bLynX HacTpoek 1 napameTpoB Be3onacHoCTy.

lMpu npeabsiBneHUn Mactep-kapTbl (yoepxuBaHue e€ B Mome OKomo 2 C), CyuTbiBaTenb
BbINOMHSET €€ ayTeHTU(MKALMIo. YCNelHylo NpoBEpPKy MacTep-KapTbl CYMTBIBATENb WHAMLMPYET
ANUTENbHBIM  3BYKOBBIM  CUTHANoM. [lapameTpbl ayTeHTU(UKALMM MPUMEHSIOTCS MPU  NEepBOM
nNpefbABNEHNM MacTep-kapTbl K CYMTBIBATENIO C 3aBOACKMMI NapamMeTpamit 1 YAANSTCS NPy 04NCTKe
KOHdMrypauum.

Mocne ycnetwHoit ayTeHTUMKaLMM W yOUpaHWS KapTbl U3 NOMs CYMTbIBATENs, 3amycTuTCs
aBTOPU30BaHHas CECCUsi KOH(UrYpUpOBaHUs, KoTopasi AnUTCs 15 C. B 3TOT MOMEHT, B 3aBUCMMOCTY
OT pa3spelLeHnit B MacTep-kapTe, BO3MOXHO nofkmiodeHne ¢ nomolupto Elsys-SW Config, unm
NpUMeHeHNe napamMeTpoB M3 MacTep-kapTbl MYTEM MOBTOPHOTO €€ MpedbsBMEHNS K CYUTbIBATENIO
(ymnepxuBaHue e€ B nome okomo 2 c). YcmewHoe NpUMEHEHME HacTpoeKk W3 MacTep-kapTbl win
NOAKMIOYEHNE C NOMOLLbI MPUMOKEHNS MHAULIMPYETCS ANNUTEMNbHBIM 3BYKOBBIM CUTHANOM, NOCHe Yero
aBTOpU30BaHHas Ceccusi 3aBepLIAETCS .

[inst ouncTkM KoHdpurypauum Heobxogumo B TeueHne 30 C noCne BKMKOYEHUS| MUTAHUS
CuMTbIBATENS NPEAbSBUTL MacTep-kapTy 1 Nocne ANUTEMNbHOMO 3BYKOBOTO CUrHana yaepxuBaTh eé B
TeyeHne 5 c.

Crioco6 co3faHusi MacTep-kapTbl MPeACTaBNeH B ONUCAaHWM WMCTIOMb3YEMbIX MPOrPaMMHbIX
npopyktoB CKY[ Elsys.

11 MobunbHbIi naeHTUDMKaTOP

[ns wucnonb3oBaHns cmapTdoHoB Ha 6aze OC Android munu iOS B kayecTBe MOBMMBbHOIO
naeHTUGMKaTopa HeobxoauMo ycTaHoBUTL npunoxeHne Elsys-SW ID, koTopoe obecnednBaet
nepefadvy uneHTudukaTopa nonb3osatens B cuuTbiBaTenb no uHTepdeicy BLE. Ans Android Bepcun
NPUIOXKEHNS AONONHUTENBHO A0CTYNeH uHTepaeiic NFC.

MoapobHas uHdopmaums 06 UCnonb3oBaHMM MOBUMLHOMO WAEHTUGMKATOpa NpeacTaBneHa B
pykoBoacTee nonb3osartens Elsys-SW ID.

12 XpaHeHue, TpaHCNOPTUPOBKA W yTUNN3ALMA

XpaHeHue cunTbIBaTENEN AOMKHO COOTBETCTBOBATL YcroBusM xpaHeHust 1 no FOCT 15150-69.

B romelLeHnn Ansi XpaHeHusi cuuTbiBaTeneid He AOMKHO GbiTb MapoB XUMMYECKU aKTMBHBIX
BELLECTB, BbI3bIBAIOLLMX KOPPOMIO (KMCTIOTbI, LLENOYM, arpeccuBHbIe rasbl).

TpaHCMOpTMPOBKa YNakoBaHHbIX CYMTbIBATENE! MPOM3BOANUTCS B KPbITbIX TPAHCTIOPTHbIX
CpeacTBaXx C y4eTOM BE[OMCTBEHHbIX HOPMATUBHbIX [JOKYMEHTOB.

YCnoBus TPaHCMOPTUPOBKM CYMTbIBATENe AoMmKHbI cooTBeTcTBoBaTh OCT 15150-69.

YTunusauus wu3genns [OMKHA OCYLLECTBNATbCA MO MECTy SKCniyaTauuu W3jenus B
cootseTcTBIM ¢ TOCT 30167-2014 1 pervoHanbHbIMW HOPMATUBHBIMI JOKYMEHTaMu.

13 CsepeHus o cepTudmkaumm

CuntbiBatens  Elsys-SW78-Multi cootBeTcTByeT TpeGoBaHMsIM TexXHUYECKUX pernameHToB
TamoxenHoro cotosa TP TC 020/2011 u EBpaauiickoro akoHomuueckoro cotoza TP EASC 037/2016,
NoATBEpPXAaeMbIM [ieKnapaLeil COOTBETCTBUS.

14  CBuAeTenbCTBO O NPUEMKe U YNaKoBbIBaHUM

CuutbiBatens Elsys-SW78-Multi, 3aBoackoit Homep W3roTOBMEH,
NPUHSIT, NPU3HAH FOAHBIM ANst SKCMyaTaLyuyi U ynakoBaH CornacHo TpeboBaHNsM, NpesycMOTPEHHbIM
B [I€/CTBYIOLLEI TEXHUYECKON AOKYMEHTALMN.

Mpeacrasutens OTK
Mn
noonuch pacwugposka qucno, mecsy, 200
15  [ara npopaxu
lMponasel
Mmn
nodnucb pacwugposka yucno, Mecsiy, 200
16  TapaHTuM usrotoBuTENs
[MpeanpusTUe-U3roToBUTENb  TApaHTUPyeT — COOTBETCTBUE  CuuTbIBATENs  TPeGOBaHUSM

TEXHUYECKON AOKyMEHTaLuM npi CoBMIofeHMN NPaBuN TPAHCMIOPTUPOBAHMS, XPaHEHUS!, MOHTaxXa W
aKcnnyarauum.

[apaHTUitHBII CPOK 3KCTMyaTaLuu CYMTbIBATENs yCTaHaBnMBaeTcs 12 MecsueB C MOMEHTa
npoaaxu. Mpu OTCYTCTBAM B nacnopTe AaTbl MPOAAXW UMW MevaTh NpoAasLa, rapaHTUitHbIA CPOK
neuncnsieTcs ¢ MomeHTa npuemky usgenus OTK.

CunTbiBaTENb, Y KOTOPOrO BO BpeMs rapaHTUIHOrO cpoka Mpy yCrioBuW coBniofeHns npasun
aKCnnyaTauum W MoHTaxa OyaeT oBHapyXeHo HeCOOTBETCTBME 3asBNEHHBIM XapaKTepucTuKam,
6e3B03Me3AHO 3aMeHSIETCS UMW PEMOHTUPYETCS NPEANPUATAEM-U3rOTOBUTENEM.

AApec npeanpuaTUA-U3roTOBUTENA:

I'pynna komnauui «TBuHMpox»

125493, Mocksa, CMonbHas yn., 14

Ten: +7(495) 419-03-04

e-mail: info@twinpro.ru

http:  www.twinpro.ru, www.trevog.net
000 «EC-npom»

443029, r. Camapa, yn. ConHeuHas, A. 53
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